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DEAR MADAM, DEAR SIR,

The last week of May is for the 17th time devoted to the information security conference I1S2, this time with a title Security
— Welcome Back. This year’s conference will be held in the beautiful baroque space of the Mirror Hall of Klementinum
in Prague on 25th-26th May, 2016. As each year, top experts on information security from both the Czech Republic and
foreign countries will present their views on the topic.

This regular conference presents an opportunity to get to know the latest news and developments in the world of infor-
mation security. We believe that these two days spent in the beautiful premises of Klementinum with interesting peo-

ple will present for you an opportunity for both formal and informal exchange of information with both the presenters
and participants of the conference.

We look forward to seeing you at the conference.
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Radim Kolar, Medtronic

Vashek Matyas, MU Brno

Richard Michalek
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Pavel Vychodsky

Viaclav Zid, Ministerstvo obrany
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VAZENA PANi, VAZENY PANE,

Jiz po sedmnacté patfi posledni kvétnovy tyden konferenci o informacni bezpecnosti IS2, tentokrat s tématem Security
— Welcome Back. Letosni rocnik probéhne v krasnych prostorach barokni Zrcadlové kaple Klementina ve dnech
25. — 26. kvétna 2016 a jako kazdy rok na konferenci vystoupi Spickovi odbornici na informacni technologie a fizeni rizik
z Ceské republiky i ze zahranici.

Tato pravidelnd akce je prileZitosti seznamit se s novinkami a vyvojem ve svété informacni bezpecnosti. Véfime, Ze dva
dny stradvené v krasnych prostorach Klementina se zajimavymi lidmi pro Vas budou pfilezitosti k formalni i neformalni
vymeéné zkusSenosti s pfednasejicimi i ucastniky konference.

Na setkani s Vami se tési

PROGRAMOVY VYBOR

Lukas Klastersky, Erste Group
Radim Kolaf, Medtronic

Vashek Matydas, MU Brno

Richard Michalek

Eva Rackova, RVDA

Zdenék Riha, MU Brno (pfedseda)
Pavel Vychodsky

Viaclav Zid, Ministerstvo obrany
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TATE International, s.r.o.,
vydavatel casopisu DSM - data security management
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Systém vzdélavacich kurzti usnadni sou¢asnému CIO plnéni jeho dvojrole. Na jedné
strané se od Cl0 ocekava schopnost komunikovat s vricholovym managementem a ob-
chodnimi jednotkami o podpore a realizaci strategickych cilli (ICT enablement and
alignment), na druhé strané statutarni organy predpokladaiji, ze ClO je manazer orien-
tovany na efektivni rizeni ICT provozni tovarny (ICT management and control). Kombi-
nace téchto dvou pozadavku klade na CIO v moderni spolecnhosti nebyvalé naroky.

7. - 8. 6. 2016 - Kvalita SW
podzim 2016 - Navigace k uspésnému projektu
podzim 2016 - Strategie ICT v 21. stoleti .
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May 25t — 26th 2016
25. — 26. kvétna 2016

National Library of the Czech Republic, Prague
Zrcadlova kaple — Narodni knihovna CR, Praha
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PROGRAMME

Wednesday, May 25" 2016

12:30 — 12:50
12:50 —13:30
13:30 — 14:10
14:10 — 14:30
14:30 — 15:10
15:10 — 15:50
15:50 — 16:10
16:10 — 18:00

Registration

Artifical Intuition Tool for Extraction of Meaning from Texts
Shmuel Bar

The future of financial services online access
SimonaBuchovecka

Coffee break

Measuring and Studying Cybercrime

Richard Clayton

The biggest threat for citizen’s privacy
Pavol Luptak

Coffee break

Panel Discussion: Path to eHealthin the Czech Republic
Jiti Borej, Vlastimil Cerny, Leo$ Heger, Sofia Mértlova, Petr Pavlinec

Thursday, May 26 2016

8:45 -9:00
9:00 —9:30
9:30 —10:15
10:15 - 10:35
10:35 - 11:20
11:20 - 12:05
12:05 - 13:00
13:00 — 13:40
13:40 — 14:20
14:20 - 14:50
14:50 — 15:10
15:10 — 15:50
15:50 — 16:30
16:30 — 16:50

Registration
The processes of response on computer security incidents
Ivan Makatura

The CyberSecurity Act — one year later
Adam Kuc¢insky

Coffee break

What is Information?
JohnRogers Searle

Modern Security Operationsin Bank Sector
Roland Supper

Lunch

Section A: From hackers’s diary...
Pavol Luptak

Section B: Detecting malware with machine learning, from C&Cto exfiltration

Michal Svoboda

Section A: SCADA security — good news or nightmare?
Pavel Hejduk

Section B: Changesin attack strategies over the last five years and further outlook

Jiti Slaby

Section A: Improving security management with SIEM

Martin Dvorak, Zora Rihov4, Libor Dostélek

Section B: Your genome and insurance: opportunity or threat?
Ondrej Antos

Coffee break

GPS Radio Hacking — What the Hell Time Is It?
Tomas Rosa

elDAS and GDPR regulations

Martin Maisner

Lottery Draw, Closing Ceremony
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Streda, 25. kvétna 2016

12:30 — 12:50
12:50 —13:30
13:30 — 14:10
14:10 — 14:30
14:30 — 15:10
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15:50 — 16:10
16:10 — 18:00

Zahajeni
Umélaintuice ve sluzbach bezpecnosti
Shmuel Bar

Budoucnost online ptistupu k financnim sluzbam
Simona Buchovecka

Prestavka

Méreni a studium kyberzlocinu
Richard Clayton

Najvacsia hrozba pre digitalne sikromie ob¢anov
Pavol Luptak

Prestavka

Panelova diskuse: Cesta k eHealthv €CR
Jiti Borej, Vlastimil Cerny, Leo$ Heger, Sofia Mértlova, Petr Pavlinec

Ctvrtek, 26. kvétna 2016

8:45 -9:00
9:00 —9:30
9:30 —10:15
10:15 - 10:35
10:35 - 11:20
11:20 - 12:05
12:05 - 13:00
13:00 — 13:40
13:40 — 14:20
14:20 - 14:50
14:50 — 15:10
15:10 — 15:50
15:50 — 16:30
16:30 — 16:50

Zahdjeni

Procesy rieSenia bezpecnostnych pocitacovych incidentov
Ivan Makatura

Zakon o kybernetické bezpecnosti —rok poté

Adam Kucinsky

Pfestavka

Informace ~ Informace?

JohnRogers Searle

Moderni provoz bezpecnosti vbankovnim sektoru

Roland Supper

Obéd

Sekce A: Z denicku hackera...

Pavol Luptak

Sekce B: Detekce malware pomoci strojového uceni, od C&C po exfiltraci
Michal Svoboda

Sekce A: Bezpecnost SCADA — dobra zprava nebo noéni mura?
Pavel Hejduk

Sekce B: Zmény v pfistupu utocnikd za poslednich pétleta dalsivyhled
Jiti Slaby

Sekce A: Moznosti zlepSeni provozu systému SIEM

Martin Dvorak, Zora Rihov4, Libor Dostélek

Sekce B: Vas genom a pojisténi: pfilezitost nebo hrozba?
Ondrej Antos

Prestavka

Radiohacking GPS — vime, ktera bije?

Tomas Rosa

Nafizeni eIDASa GDPR

Martin Maisner

Tombola, zavér
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Oz IT Services
Security Expert Center od O2 IT Services

Kybernetické hrozby byvaji az do okamZiku vlastniho napadeni neviditelné, a proto jsou ¢asto podcernovdny.
Zhmotni-li se vsak takova hrozba, dokdzZe udefit velmi tvrdé a zakerné.

Security Expert Center (SEC) je profesionalni sluzba, ktera efektivné eliminuje rizika spojena s kybernetickymi
hrozbami a se ztrdtou, zneuZitim nebo zcizenim informaci. Kybernetickou bezpecnost fesi jako komplexni
problematiku. Spojuje vsobé fteSeni bezpecnostniho monitoringu, reportingu a dalSich moduldrnich
bezpelnostnich sluzeb a chrdni tak IT prostredi jako celek. Pomdaha identifikovat klicova aktiva spole€nosti, jako
jsou kritické a dulezité informace, procesy nebo systémy, a nastavuje optimaini model jejich ochrany. Naplriuje
pozadavky zakona o kybernetické bezpecnosti a vytvari rovnéz podminky pro Uspésnou certifikaci ISO 27001
a 1SO 22301. Ochranou aktiv se soucasné posili U¢innost ochrany zajmu a kli¢ovych proces( klienta.

Védét, co chranit

Kazda informace ma svoji cenu a utocnici si vétsinou vybiraji cile, aktiva, ktera jsou pro né zajimavd, pfinaseji
pfimy ¢i nepfimy financni zisk nebo poskytuji néco, co se da na penize transformovat. Ne vZdy ale organizace
a podniky sva klicova aktiva skutecné znaji a jen malokdy védi, jaka je jejich skute¢nd hodnota, jak ji méfit a jak
aktiva doopravdy chranit.

Prevence, detekce a odpovédnost

Security Expert Center stoji na tfech zakladnich pilifich: prevence, detekce, odpovédnost. Efektivné eliminuje
rizika spojena s kybernetickymi hrozbami, pripadné se ztratou, zneuZzitim a zcizenim informaci. Bezpecnostni
produkty integruje do funkcnich a srozumitelnych feSeni, ktera poskytuji celkové zabezpeceni IT prostredi.
Identifikace kliCovych aktiv ve spojeni s optimalizaci jesté neni na ¢eském trhu standardem.

Komplexni bezpecnost

Potencidlni kybernetické hrozby se identifikuji proaktivné na zakladé pribéziného vyhodnocovani anomalii
v chovani jednotlivych infrastrukturnich prvkd. SEC zajistuje komplexni nasazeni bezpecnostnich nastrojd,
dohledovych zafizeni a ochrany. Nastavi pribézny reporting, analyzy a ptipravi navrhy napravnych opatfeni.
Sluzba muiZe byt jednordzova nebo dlouhodoba formou tzv. udici se organizace. Implementovat Ize na zakladé
pozadavkU zakaznika rlizné varianty reseni.

Varianty reSeni

Prizptsobeni

Prizplsobeni spociva v Upravé bezpecnostniho monitoringu u zdkaznika. Na zakladé detailni analyzy se navrhne
optimalni feseni: nadkladovy model, architekturu, postup implementace atd. Vyhodou je maximalizace vyuZiti
vlastniho HW a SW a internich lidskych zdroja.

Vybudovadni

Implementace nového feseni na kli¢. SEC se pro zakaznika stavi bez nutnosti hledat volné lidské zdroje na trhu
prace. Spravu a provoz centra lze postupné prevést do rukou 02 IT Services.

Komplexni sluZzba

Komplexni sluzba je vhodné feSeni i pro stfedni a malé spolecnosti a organizace. Poskytuje bezpec¢nostni
monitoring a dohled jako komplexni sluzbu, véetné potfebného zaskoleni zaméstnanc( zakaznika. Investicni
naklady na strané zédkaznika jsou ptritom minimalni.

02 IT Services

02 IT Services je stoprocentni dcefinou spolecnosti a ¢lenem koncernu 02 Czech Republic a.s. Jeji portfolio
tvori predevsim IT a business consulting, systémova integrace, aplikacni vyvoj a vyvoj tzv. Managed Services,
sluzby provozu a optimalizace IT a feSeni IT bezpecnosti. IT sluzby poskytuje komercné, ale i vnitfné v ramci
skupiny 02.

Podrobnéji na strankach www.o?2its.cz.

Ing. Jifi Sedldk, reditel Security Expert Center O2 IT Services s.r.o.
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Artificial Intuition Tool for Extraction of Meaning from Texts
Ndstroj umélé intuice pro extrakci vyznamu z texti

Shmuel Bar
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Shmuel Bar
sbar@intuview.com

Dr. Shmuel Bar is Senior Research Fellow at the Samuel Neaman Institute for National Policy Studies
at the Technion — Israel Institute for Technology and founder and CEO of IntuView Ltd — a start-up
dealing in “artificial intuition” technology. Shmuel served for thirty years in the Israeli intelligence
community including in senior positions in the Office of the Prime Minister, where he dealt, inter alia,
with Jihadist movements and WMD proliferation issues and in diplomatic posting in Europe where he
liaised with European Intelligence agencies on these and other issues. He holds a Ph.D. in History of
the Middle East from Tel-Aviv University.

Dr. Shmuel Bar je vyzkumny pracovnik na Institutu Samuela Neamana pro studia narodnich politik
v Technionu — Israelském technologickém institutu a zakladatel a CEO spolec¢nosti IntuView Ltd —
start-upu zabyvajicim se technologii ,,umélé intuice”. Shmuel slouzil tficet let v izraelské zpravodajské
komunité, vcéetné vedoucich pozicich v Grfadu pfedsedy vlady, kde se zabyval mimo jiné
dzihadistickymi hnutimi a otdzkami Sifeni zbrani hromadného nic¢eni a ddle pUsobil v diplomacii na
postech v Evropé, kde spolupracoval s evropskymi zpravodajskymi sluzbami na téchto a dalSich
otazkach. Je driitelem titulu Ph.D. v oboru historie Blizkého vychodu, ktery ziskal na Univerzité v Tel-
Avivu.

Artificial Intuition Tool for Extraction of Meaning from Texts

In a global environment challenged with enormous amounts of information, there is a need to
identify affinities and disaffinities between semantic units in different languages in order to
normalize streams of information and mine the “meaning” within them regardless of their original
language. In the absence of a “silver bullet” of one technology that can be applied to all domains, the
solution is based on emulation of the “intuitive” links that domain experts find between
concatenations of lexical occurrences and appearances of a document and conclusions regarding the
authorship, inner meaning and intent of the document.

Ndstroj umélé intuice pro extrakci vyznamu z texti

V dnesnim globalnim svété charakteristickym obrovskym mnozstvim informaci palcivé vzrista
potieba identifikovat pfibuznost sémantickych pojmu v rlznych jazycich tak, aby bylo mozné tyto
informace normalizovat a vytéZit z nich skutecny vyznam bez ohledu na jejich matersky jazyk. Protoze
neexistuje produkt nebo technologie, které by dany problém pokryl ve vSech oblastech, je jeho FeSeni
zalozeno na emulaci intuitivnich vztah(, které odbornici v dané oblasti naleznou mezi zfetézenim
slovnich vyskytli, povahou dokumentu, autorstvim dokumentu a skutecnym smyslem a Ucelem
dokumentu.
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1 The Problem

Ever since the Tower of Babel, the human race has taken recourse to translation to bridge the gap
between languages, cultures, societies and nations. Translation serves many purposes: it enables us
to broaden the scope of our cultural perspective, to see the world in a way that others — friends and
foes — do, to retrieve ancient knowledge that, otherwise, would be lost to mankind and to
communicate between people on a day to day basis.

However, in a global environment challenged with enormous amounts of information, a challenge
has arisen that cannot be solved by translation. This is the need to identify affinities and disaffinities
between semantic units in different languages in order to normalize streams of information and mine
the “meaning” within them regardless of their original language. When we look for information or
wish to generate alerts — particularly in domains that are global — we do not want to be restricted to
streams of information in one language; when we are interested in information — be it alerts on
terrorism, fraud, cyber attacks or financial developments — we do not care if the origin is in English,
French or Chinese.

The problem facing automated extraction of meaning from language is not restricted to translation
between languages but within languages. That which we call a “language” is frequently a political
definition and not one based on the linguistic reality. Some cases of a “language” are, actually a
group of “dialects” that in other cases are defined as separate languages. The decision to call
Swedish, Danish and Norwegian separate languages on one hand, and Moroccan, Libyan, Saudi
Arabia and Egyptian all “Arabic” is political and not linguistic. Even within a language, the litmus test
of inter-intelligibility is not always passed. For example: the correlation between the linguistic
register of Shakespeare (or even a 19th Century writer) and the New York Times may be no more
than 60-70%. A modern English speaker would find it difficult to understand an “English speaker”
from the Elizabethan era. This is also true regarding the register of a fatwa by al-Qaeda and a modern
Kuwaiti newspaper.

Even within the same language register, words, quotations, idioms or historic references can be
»polysemic”; they have different meanings according to the domain and the context of the
surrounding text. Waterloo can be a place in Belgium, an allusion to a final defeat or surrender, a
London railway station, or a song by ABBA. It all depends in what context and who referred to it. A
verse in the Quran may mean one thing to a moderate or mainstream Muslim and the exact opposite
to a radical. The word “court” may mean: a royal court, a sports court, a school courtyard, a
courthouse, or to court a person. The limited span of N-grams (three-four or even five tokens around
the word) will not suffice to disambiguate the meaning: “What happened in/at the court yesterday
amazed everyone who saw it” can refer to a ball game (that ,happened in the court”), an exchange
between lawyers, a fight between schoolboys or an event at the Royal Palace.

2 Existing Solutions

Methods to deal with this problem have generally been based on multi-lingual dictionaries that
enable key words spotting (by input of a key word in one language, the search engine can add the
nominal corresponding terms in other languages) or by automated translation of texts and
application of the search criteria in the target language. The limitations of such methods are obvious:
a word in one language has many “translations” and not all of them may even be remotely related to
the meaning that the user is interested in. This limitation is partially mitigated by clustering
techniques. However, these too leave us with low precision at the expense of high recall. This may be
tolerable when the total quantity of data is within the realm of human capability to absorb. However,
in a world of big data, the high precision-low recall paradigm is impractical.

IS2 2016 3



In 1949, Warren Weaver who was director of the Natural Sciences Division of the Rockefeller
Foundation and was involved during World War Il in the American cryptology effort wrote a
memorandum on automated translation using computer technology. In his memorandum, he likened
translation to cryptology, and using the principles of information theory that he had worked on with
Claude Shannon, he claimed: “It is very tempting to say that a book written in Chinese is simply a
book written in English which was coded into the ‘Chinese code’.” If we have useful methods for
solving almost any cryptographic problem, may it not be that with proper interpretation we already
have useful methods for translation?” However, Weaver believed that there were very few words in
a language that were ambiguous to the point that limited N-grams surrounding the words and he
could not effectively “decrypt” them. This theory remains the basis for most automated translation
efforts.

However, Weaver also raised in his memorandum another point. He suggested the analogy, of
individuals living in a series of tall closed towers, all erected over a common foundation. When they
try to communicate with one another, they shout back and forth, but cannot make the sound
penetrate even the nearest towers. But, when an individual goes down his tower, he finds himself in
a great open basement, common to all the towers. Here he establishes easy and useful
communication with the persons who have also descended from their towers. Thus, he suggested, “it
may be true that the way to translate from Chinese to Arabic, or from Russian to Portuguese, is not
to attempt the direct route, shouting from tower to tower. Perhaps the way is to descend, from each
language, down to the common base of human communication — the real but as yet undiscovered
universal language — and then re-emerge by whatever particular route is convenient.” In this
description, Weaver touched — without calling it by name — on the approach that we are suggesting:
semantic normalization of statements in different languages according to domain-specific ontologies.

Current technology for automated translation leaves much to be desired. Existing automated
translation technology and tools for document categorization can provide guidelines for translators
or rough categorization of texts in different languages; none however can provide the user with real-
time operable intelligence and a detailed understanding of the meaning of the document. The more
esoteric the text is, the less automated translation and categorization can extract the sentiment or
the “hermeneutics” of the text. Therefore current cross-language information extraction relies, in the
end, on human translation and analysis of the content of each document before any operational
decision. This process suffers from several major deficiencies: long processing times, high percentage
of false negatives and false positives, loss of insights due to ignorance of central cultural nuances.
Named entity recognition has also not achieved the holy grail of automated entity creation and
relationary mapping of all entities, which may relate to the user’s requirement.

3 The Proposed Solution

The need, therefore, is for technology that scans the entire gamut of information, identify the
language and the language register of the texts, perform domain and topic categorization and match
the information conveyed in different languages in order to create normalized data for assessment of
the scope and nature of a problem.

In the absence of a “silver bullet” of one technology that can be applied to all domains, the solution
is based on emulation of the “intuitive” links that domain experts find between concatenations of
lexical occurrences and appearances of a document and conclusions regarding the authorship, inner
meaning and intent of the document. In essence, this approach looks at a document as a holistic
entity and deduces from combinations of statements meanings, which may not be apparent from
any one statement. These meanings constitute the ,hermeneutics” of the text, which is manifest to
the initiated (domain specialist or follower of the political stream that the document represents) but
is a closed book to the outsider. The crux of this concept is to extract not only the prima
facie identification of a word or string of words in a text, but to expand the identification to include
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implicit context-dependent and culture-dependent information or “hermeneutics” of the text. Thus,
a word or quote in a text may “mean” something that even contradicts the ostensible definition of
that text.

The meanings that are represented in one language by one word (“court”) may be represented in
other languages by completely different lexemes (words). When a human being reads the ambiguous
word in a document, he may already know what sort of document he is reading — a sports
newspaper, the school gazette, a legal document or a story about a royal court. Hence, he or she
quickly disambiguates the word as holding the meaning typical of that type of document and the
other meanings fade into the background.

“Idea Analysis” or “Meaning Mining” is the ability to extract from a text the hermeneutics
(interpretation) that is not obvious to the non-initiated reader. Platform DOCEX (Document
Exploitation) will make use of “Artificial Intuition” technology for this purpose. Artificial Intuition is
based on algorithms that apply to input of unstructured texts the aggregated comprehension by
seasoned subject matter experts regarding texts of the same domain used in training. Humans reach
“intuitive” conclusions — even by perfunctory reading — regarding the authorship and intent of a
given text, subconsciously inferring them from previous experience with similar texts or from extra-
linguistic knowledge relevant to the text. After accumulating more information through other
features (statements, spelling and references) in the text, they either strengthen their confidence in
the initial interpretation or change it.

These intuitive conclusions are part of what the Nobel Laureate Prof. Daniel Kahneman called “fast
thinking” — a judgment process that operates automatically and quickly, with little or no effort and
no sense of voluntary control. “Fast thinking” is employed when a person reading a text or receiving
new information identifies in it patterns and features from texts that he or she has encountered in
the past in other texts, and links them to conclusions that he or she made then.

For example, viewing reprints from “The Telegraph” and “The Guardian” may lead to identification of
the newspaper by the fonts and alignment. “Wicked” in America means “evil” and in colloquial
British English — “great”, leading to language recognition from the context in which the word
appeared

Words may also have different meanings (these are called polysemes) according to the domain and
the context of the surrounding text. For example, Waterloo can be a place in Belgium (if mentioned
in the context of other places nearby), a reference to a final defeat, a London railway station, or a
song by ABBA. It all depends on in what context and who referred to it.

Quotations, idioms or historic references mean different things for different people. For example, in
the Quran verse: “And slay them wherever ye find them, ... but if they desist ... Allah is forgiving and
merciful. And fight them until persecution is no more, and religion is for Allah” the last words would
mean, to a moderate Muslim, “Do not wage war except in defense” whereas for radicals this is one
of the most important verses mandating Jihad against non-Muslims.

Extra-linguistic knowledge also provides us implicit information on a name’s bearer: gender,
ethnicity, tribal and family relations, nicknames, status, religious affiliation and even age. We expect
a person by the name of Nigel or Alistair, to be British and not American. We would also expect an
American woman by the name of “Ethyl”, “Lois” “Doris” or “Dorothy” to be an elderly woman.
Indeed, the first two names are far more common in the UK than in the US and the female names
were given to approximately 7% of the girls born in the United States in the 1930’s and to less than
0.05% in the 1970’s on.

IntuView has approached this problem through combining language-specific and language-register
specific NLP (Natural Language Processing) with domain-specific ontologies. The IntuView

1 Kahneman, D. (2011) Thinking, Fast and Slow, ISBN 978-0374275631.
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technology? extracts such implicit meaning from a text or the hermeneutics of the text. It employs
the relationship between lexical instances in the text and ontology - graph of unique language-
independent concepts and entities that defines the precise meaning and features of each element
and maps the semantic relationship between them. As a result of these insights, the process of
disambiguation of meaning in texts is based on a number of stages:

1. Identification of the “register” of the language. The register of the language may represent a
certain period of the language), dialects, social strata etc. In the global world today, however,
it is not enough to identify languages; the world is replete with “hybrid languages” (e.g.
“Spanglish” written and spoken by Hispanics in the US; “Frarabe” written and spoken by
people of Lebanese and North African origin in France and Belgium) that are created when a
person inserts secondary language into a primary (host) language, transliterates according to
his own literacy, accent etc. It is necessary, therefore, to take the non-host language tokens,
discover their original language, back transliterate them and then find the ontological
representation of that word and insert it back into the semantic map of the document.

2. Identification through statistical analysis (based on prior training of tagged documents) of
the ontological instances in the text in order to determine the probability that the author
represents a certain background and ideological leaning. Statistical categorization of a
document as belonging to a certain domain, topic, or cultural or religious context can reduce
the number of possible interpretations of a given lexical occurrence, hence reducing
ambiguity.

3. Disambiguation using the immediate neighborhood of the lexical instances. Such
neighborhood consists of the lexical tokens directly preceding or following the lexical
instance. After reading a number of texts of a given genre, the algorithm infers that X percent
accord to statement A the meaning B. When statement C is encountered in a text that is
categorized as belonging to the same genre, the algorithm derives from this a high level of
confidence that C also means B. This confidence can be enhanced by additional information
in the text.

4. Statistical categorization of a document as belonging to a certain domain, topic, or cultural or
religious context in order to reduce ambiguity.

5. Chunking and Part of Speech Analysis of the text in order to use the relationship between
different words (not necessarily arbitrarily choosing a certain level of N-grams) in order to
provide additional disambiguating information.

6. Based on the identification of the domain of the text, the lexical units (words, phrases etc.)
are linked to ontological instances with a unique meaning (as opposed to words which may
have different meanings in different contexts) that can be “ideas”, “actions”, “persons”,
“groups” etc. An idea may be composed of statements in different parts of the document,
which come together to signify an ontological instance of that idea.?

7. The ontological digest of the document then is matched with pre-processed statistical
models to perform categorization.

2 See US patent — Decision-support expert system and methods for real-time exploitation of documents in non-
english languages, US 8078551 B2, PCT/1L2006/001017.

3 Ontology is a graph of unique language-independent concepts and entities built by experienced subject
matter experts that defines the precise meaning and features of each element in the graph and maps the
semantic relationship between them. Hence, the features that are encountered in the surroundings of a lexical
instance are factored in the system’s decision to what unambiguous meaning (ontological instance) to refer the
lexical instance. “Ontology”, Tom Gruber, Encyclopedia of Database Systems, Ling Liu and M. Tamer Ozsu
(Eds.), Springer-Verlag, 2009.
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This approach, therefore, is not merely “data mining” but “meaning mining”. The purpose is to
extract meaning from the text and to create a normalized data set that allows us to compare the
“meaning” extracted from a text in one language with that, which is extracted from another
language.

This methodology applies also to entity extraction. Here, the answer to Juliette’s queclarative,
“what’s in a name” is — quite a lot a not — as Juliette suggested almost nothing. A name can tell us
gender, ethnicity, religion, social status, family relationships and even age or generation.

In order to extract the information, however, we must first be able to resolve entities that do not
look alike but may be the same entity (e.g. names of entities written in different scripts English,
Arabic, Devanagari, Cyrillic) and to disambiguate entities that look the same but may not be
(different transliterations of the same name in a non-Latin source language or culturally acceptable
permutations of the same name). This entails:

1. Identification of entities within a structured to unstructured text, using both statistical and
rule-base algorithms to categorize them as possible persons, groups, locations, addresses
(URLs, dates, bank accounts), ideas, actions, and basically every type which is defined in the
ontology. The data base entity or unstructured text is analyzed, using NLP tools or data
mining in the DB to determine if it contains relevant entities and what type of entities they
represent.

2. Statistical modeling of the names in order to identify possible ethnicity (much the same way
that humans intuitively understand that a name is Irish, Hispanic or Indian).

3. The identified named entity, written in any given script (Latin, Cyrillic, Hindi or Arabic, etc.) is
analyzed to determine its possible linguistic origin and then processed to extract possible
spelling variants in the language of origin of the name. Thus, the name of the entity is
restored to the original name in the source language or possible source languages.
Information from the transliteration, which provides further identification, is retained for
later analysis.

4. Validating the re-constructed names to identify if they correspond to possible names (as
given or family names according to their place in the full name).

5. Parsing each name for identification of constituent parts (given name, patronymics etc.). The
analysis of these components provides further validation or reassessment of the
categorization of the type of the entity (an entity which may initially be considered a person-
entity may actually be a place entity named after that person). This engine fills the attribute
slots of the virtual entity (gender, location, size, object, predicate, ethnicity etc.) to provide
further qualities for identification and matching. The name is vetted to determine its validity
(a possible name or corrupt one).

6. Finding all the name alternatives by application of cultural naming convention in order to
apply the appropriate naming conventions for disambiguation and matching.

Ill

7. Extracting implicit and contextual information from each entity, creating a virtual “identity
card” of an entity with all the aggregated information that is collected in the inputs about it.

8. Aggregation of all the variants and aliases referring to an entity within the different inputs,
while maintaining their source identity for possible regression.

9. Matching the names based on culture-specific naming conventions and matching the
information implicit in it or in its context in order to discover links between the entities.
Matching of entities by finding relations between identified entities (family relations in
person entities, person-location relationships etc.).
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4 Applications

The applications of the above technology are numerous and include:

Real time field DOCEX and content forensics for users (fighting forces, law enforcement, etc).
Scanning of Websites, social media and blogs to identify high-risk information.
Matching of names in watch lists with new input intelligence and in border control.

Emergency Response through characterizing feeds of social media, relating to their
geographical area/ areas of responsibility in terms of locations, populations etc.

Support of legal teams expeditiously and with minimal expenses identify all the relevant
information, including the proverbial “unknown unknown”.

Support of financial researchers, providing them with the capability to extract relevant
information from a large quantity of financial data (research reports, and public filing), to
generate a structured representation of the information in the documents and to apply the
data extracted to discover trends in references, co-references, sentiment and other
correlations between financial entities.

Comprehensive and in-depth analysis of social networks to identify subgroups based on
linguistic and interest.

References

[1] Reproduction of Weaver’'s memorandum in http://www.mt-archive.info/Weaver-1949.pdf.
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Simona Buchovecka plsobi jako ICT Security Consultant ve spolecnosti SEFIRA, kde se dlouhodobé
zamértuje na informacni bezpeénost a bezpecnostni technologie. Aktivné se podili se na navrhu,
pfipravé a realizaci projektl zamérenych zejména na autentizaci a mobilni identitu, bezpecnost
mobilnich zafizeni a ochranu pfed modernimi pokrocilymi hrozbami. Dfive pracovala jako analytik
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v Bochumi, kde se vénovala bezpeénosti embedded zafizeni.

The future of financial services online access

Online financial services represents very attractive target for the hackers. Attacks on e-banking users
are wide spreading all over the world including Czech Republic. Providing simple, comfortable, and at
the same time secure access to online services is nowadays a challenge for all financial institutions. In
our paper we discuss weaknesses of traditional authentication methods, an efficient solution in form
of multi-layered authentication concept is introduced and finally possible benefits of eIDAS directive
utilization for fully paperless “virtual” banking enablement is demonstrated.

Budoucnost online pristupu k finan¢nim sluzbam

Online finan¢ni sluzby pfedstavuji pro hackery velmi atraktivni cil a s utoky na elektronické
bankovnictvi se &m dal tim Cast&ji setkdvdame i v Ceské republice. Poskytovani komfortniho
a jednoduchého pfistupu ke svym sluzbam pfi souc¢asném zachovdni maximalni irovné bezpecénosti
je tak velkou vyzvou pro vSechny financni instituce. V pfispévku jsou popsany slabiny tradi¢nich
autentizacnich metod, predstaveny efektivni feSeni v podobé konceptu vicevrstvé adaptivni
autentizace a demonstrovany pfileZitosti pro vytvoreni plné bezpapirového ,virtualniho”
bankovnictvi, které pfindsi nafizeni elDAS.
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1 Uvod

Pristup zédkaznikd ke sluzbam, financni sluzby nevyjimaje, je silné ovlivnén obecnymi trendy v IT, jako
jsou cloudové sluzby, mobilita ¢i socialni sité. Diky nim jsme zvykli Cerpat vétsSinu sluzeb online,
odkudkoliv a kdykoliv. Rychly a pohodlny pfistup k finanénim sluzbam ocekdvame i od svoji banky,
elektronické bankovnictvi chceme mit stale nadosah a jednoduse pfistupné. Online financéni sluzby
jsou ale velmi atraktivnim cilem pro hackery a Utoky na elektronické bankovnictvi jsou stale castéjsi.
Zavadéni novych bezpecnostnich opatreni tak ¢asto komplikuje pfistup k ¢erpani ¢i zfizovani novych
sluzeb.

Poskytovat uzivateldm komfortni a jednoduchy pfristup ke sluzbam pfi zachovani maximalni Urovné
bezpecnosti se proto stava aktualni vyzvou pro vSechny financni instituce.

Windows
2014 2015 Mobile
35%
> Android
30% Mobile
25% Android
15%
10%
5%
iPad
0%

Obrazek 1: Podil plateb iniciovanych z mobilnich zafizeni roste — graf zobrazuje procento plateb
iniciovanych z mobilnich zafizeni z celkového objemu plateb dle Adyen Mobile Payment Index[1] —
index zahrnuje webové mobilni platby, a nebere v potaz tzv. in-app mobilni platby.

2 Hrozby arizika

Utoky cilené na samotnou banku jsou dnes jiz malo pravdépodobné a vyskytuji se velmi ziidka, nebot
bankovni infrastruktura je dobfe zabezpelena a takovy utok vyZaduje detailni technické znalosti
a peclivou pfipravu utoc¢nika.

Mnohem jednodussi jsou Utoky na koncové uZivatele a jejich zafizeni, ktera jsou uZ zcela mimo
bezpecnostni perimetr a kontrolu banky. Nejjednodussi z pohledu provedeni, ale zaroven velmi
efektivni, jsou utoky vyuZivajici sociadlni inZenyrstvi, které nevyzaduji Zddné hluboké znalosti Utoc¢nika.
Socialni inZenyr jednoduse uZivatele vice ¢i méné sofistikovanym zplsobem pozadda o sdéleni
pristupovych udaju.

Technicky propracovanéjsi jsou utoky typu Man in the Browser (MitB), jejichz koncept prezentoval
poprvé Augusto Paes de Barros v roce 2005 ve své prezentaci na téma budoucnosti backdoor( [2].
Dnes tohoto principu casto vyuZivaji trojské koné zamérené na elektronické bankovnictvi. Pfikladem

v ovrve

mohou byt Zeus ¢ Hesperbot, které se masivné sifily i v Ceské republice.

Utok typu MitB vyuZiva techniky ,process hooking”, ktery umoini kontrolovat a modifikovat data
zobrazovana uzivateli ve webovém prohlizeci. Cely utok se odehrdva na prezentacni vrstvé a nemusi
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byt na prvni pohled zfejmy. Webovd doména, ke které se uZivatel pfipojuje, je spravna a jeji certifikat
neni podvrZen. Ve chvili, kdy trojsky kin odchyti poZadavek na autentizaci, vloZi do zobrazované
stranky faleSny prihlaSovaci formular a uZivatel tak nechténé odesle data Utocnikovi.

Odchyceni samotnych prihlasovacich udaji by ale utocnikovi nestacilo, protoZe ani po prihlaseni by
nemohl autorizovat transakce, pro které jsou napf. vyuzity OTP hodnoty zasilané prostrednictvim
SMS. Tady utocnici mohou vyuzit socidlniho inZzenyrstvi, nebo zkombinovat MitB s technikou Man in
the Mobile (MitMo). Takovy utok pak probiha nasledovné: Ve chvili, kdy uZivatel navstivi stranky
internetového bankovnictvi, je mu zobrazena vyzva na instalaci dodatecné mobilni aplikace, obvykle
se zdlvodnénim zvyseni jeho bezpecnosti. UzZivatel poté vyplini telefonni ¢islo, kam je mu zaslany
odkaz pro stazeni aplikace a zaroven dojde ke sparovani autentizacnich udajd s telefonnim cislem,
kam jsou zasilané autorizacni SMS. Po nainstalovani mobilni aplikace ziska dtocnik pfistup k SMS
autorizac¢nim kodim a ma vse co potreboval k provedeni transakce. Timto scénarem jsou ohroZeni
zejména uzivatelé, ktefi pro ovérovani plateb vyuZivaji zatizeni na platformé Android, nebot Android
obsahuje uzivateli dostupné API, které umoznuje aplikacim pfistupovat k SMS. U iOS takovy utok
prakticky neni mozny, kromé pripadl zafizeni u kterého byl provedeny jailbreak, nebot v iOS aplikace
k SMS pfistupovat nemohou.

| takto sofistikované nastroje jsou dnes béziné dostupné — na ¢erném trhu je dnes mozné zakoupit
generatory malware (véetné technické podpory a s definovanym SLA), kde si uUtocnik jednoduse
navoli poZadované vlastnosti malware a dle toho je mu vygenerovany findlni Skodlivy soubor
(spustitelny, ¢i ve formé PDF nebo MS Office dokumentu), ktery staci rozeslat mezi uzivatele.

| kdyz se koncovy uZivatel nachdzi mimo kontrolu a bezpecnostni perimetr banky, jedno z opatfeni
stale zUstava pod jeji kontrolou — autentizace k portalu ¢i poskytované sluzbé. Vhodnym vybérem
autentizac¢nich metod a zahrnutim bezpecnostnich opatfeni do procesu ovérovani identity uZivatele
je tak mozné riziko zneuZiti pfihlasovacich udaji minimalizovat.

3 Zranitelnosti aktualné vyuzivanych autentizacnich metod

Dnes vyuZivané autentizacni metody zvySuji ndklady a sniZuji uZivatelsky komfort, ¢asto vSak
neposkytuji poZzadovanou miru bezpecnosti. Jak plyne z pfedchozich odstavcl, nejcastéjsi hrozby,
které v soucasné dobé cili na uZivatele internetového bankovnictvi, jsou:

e Socialni inZenyrstvi (krddez pristupovych udajl).
e Man in the Mobile (zachytavani autorizacnich SMS).
e Man in the Browser (modifikace legitimnich webovych stranek elektronického bankovnictvi).

Autentizaéni metody, které dnes béiné vyuzivame, jsou vici témto Utoklm zranitelné, jak shrnuje
nasledujici tabulka.

Autentizacni metoda Zranitelnost

Jméno, heslo Socialni inZenyrstvi, MitB
Knowledge based authentication Socialni inZenyrstvi, MitB
(personifikované otazky)

Virtualni kldvesnice MitB

OTP tokeny Socialni inZenyrstvi
Autorizaéni SMS MitMo, Socialni inZenyrstvi

Tabulka 1: Zranitelnosti vyuZivanych autentizacnich metod.
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4 A co na to uzivatel?

Komfortni a jednoduchy pfistup ke sluzbam predstavuje duleZity aspekt pfi navrhu a vybéru
autentizacnich a autoriza¢nich mechanism(. Banky totiz kromé uloZeni a sprdvy financnich
prostiedk(l nabizi klientdim celou $kalu sluzeb od investi¢nich a spoficich produktl, kreditnich karet
a kratko ¢i dlouhodobych uvér( a jednoduché zfizovani a pfistup k témto sluzbam je pro né prioritou.

Analyza vyuziti vice faktorové autentizace v prostredi online bankovnictvi [3] ukazuje, Ze autentizaéni
metody casto ovliviiuji zplsob, jakym, kdy a kde uZivatelé vyuZivaji online bankovnictvi — zejména
kdyZ si musi pamatovat velké mnozZstvi rlznych autentizacnich metod, ¢i mit u sebe hardwarovy
token. Spokojenost uzivatel( klesa s rostoucim poctem krokl autentiza¢niho procesu a s nutnosti
vyuZivani hardwarovych token(. Naopak, vyuZiti mobilnich zafizeni jako autentizacnich prostiedki
(at jiz pro zasilani autorizacnich SMS ¢i vyuziti mobilni aplikace) je uZivateli obecné vnimano
pozitivné.

Situace se komplikuje u ukon(, které vyZaduji podpis papirového dokumentu a osobni navstévu
banky, ¢imZ se jesté vice zpomaluje vyfizovani uZivatelskych poZadavkd. Ztizovani novych sluzeb je
administrativné naro¢né a odrazuje nemalo uZivateld.

5 Regulace

Proces autentizace k bankovnim sluzbam je navic silné ovliviiovan regulatornimi pozadavky, jako jsou
napf. Obecné pokyny kbezpecnosti internetovych plateb[5] vydané Evropskym orgdanem pro
bankovnictvi, ¢i novd smérnice o platebnich sluzbach na vnitfnim trhu (PSD2), ktera vstoupila
v platnost vlednu 2016 s ucinnosti od ledna 2018. Souvisejici technické normy, véetné normy
definujici pozadavky na silné ovéreni klienta, jsou teprve v pfipravé, nicméné jiz dnes vime, Ze PSD2
vyzaduje ,pfi iniciaci elektronické platebni transakce silné ovéreni klienta, jez zahrnuje prvky
dynamicky propojujici transakci s konkrétni ¢dstkou a konkrétnim prijemcem.” [6]

6 Jak by to mohlo fungovat?

Jak plyne z pfedchozich kapitol, pfi navrhu a vybéru autentizaéniho feSeni je nutné zohlednit nejen
bezpecnost a robustnost celého feSeni a soulad s regulatornimi poZadavky, ale i uZivatelskou
privétivost a naslednou jednoduchou dostupnost sluzeb, kterym proces autentizace predchazi.

Zcela novou prileZitosti pro finanéni instituce pak bude vyuZiti moZnosti, které skytd jiz platné
nafizeni Evropského parlamentu a rady ¢.910/2014 — elDAS [4]. To definuje pravidla pro vznik
elektronickych identit subjekt(, které lze nasledné wvyuZit s definovanou mirou zaruky jako
spolehlivou elektronickou identifikaci napfi¢ EU a to i pro online bankovnictvi a dalsi financni sluzby.
elDAS ddle zrovnopraviuje elektronické dokumenty podepsané kvalifikovanym elektronickym
podpisem s vlastnorucné podepsanymi listinnymi dokumenty. Nafizeni je zdvazné pouze pro statni
spravu, nicméné mohou z néj téZit i subjekty z komercni sféry — eIDAS umozni poskytovani vsech
sluzeb zakaznikim bez nutnosti navstévy klasické kamenné pobocky, veskeré potiebné dokumenty
totiz zakaznik bude moci vyridit elektronicky.

7 Koncept vicevrstvé autentizace

Koncept vicevrstvé autentizace vychazi z potfeby silné autentizace, kterd odpovida regulatornim
pozadavkim kladenym na poskytovatele financnich sluzeb, a zaroven reaguje na hrozby, které jsou
zaméreny na koncové uZivatele téchto sluzeb. Zakladni myslenkou je autentizovat nejenom uzZivatele,
ale ovérit i zplsob jakym k sluzbam pristupuje vcetné aplikace, a to v nasledujicich 4 krocich.
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7.1 Autentizace uzivatele

Autentizace uZivatele mize probihat klasicky jménem a heslem viéi internimu autentizacnimu
serveru. Online sluzby dnes ale ptindsi federované identity, kdy se uzivatel autentizuje jednou u tzv.
Identity providera, a ten pak predava uz ovérenou identitu tzv. Service providerdm. Dnes se v roli
Identity provider( ¢asto objevu;ji i socialni sité. Tento pfistup mlize mit pozitivni pfinosy i v oblasti
finanénich sluzeb, zejména pro nabidku produkt na miru konkrétnimu uZzivateli.

Dalsi prilezitosti v oblasti federovanych identit pfinese eIDAS a chystané narodni elektronické
identity. S nimi bude moZné pracovat technicky stejné, jako pracujeme s federovanymi identitami jiz
dnes, avsak navic bude garantovana uroven dlvéry v takovou identitu. UZivatele tak bude mozné
divéryhodné ovéfit bez nutnosti fyzické navstévy banky i pfi sjedndvani novych produktl
a podepisovani smluv, a vse tak vyftidit online.

Pro sniZeni rizika podvodného pristupu miZeme v tomto kroku zahrnout i analyzu chovani uZivatele
zachycujici napf. v jaké denni dobé obvykle pfistupuje k sluzbam a jak ¢asto.

7.2 Autentizace zafizeni

V dalsim kroku je nutné ovérit, zda zafizeni, z kterého uZivatel pfistupuje, je divéryhodné a jestli z n&j
jiz uzivatel v minulosti pristupoval. Pozornost vénujeme napf. softwarovému vybaveni a jeho
konzistenci — zda odpovidaji jazykové mutace OS a aplikaci, nebo zda odpovidaji desktopové/mobilni
verze OS a prohlizeCe apod. Dile mizeme zkoumat, zda se nejednd o jedno zafizeni, které je
vyuzivané pro pFistup z mnoha rznych ucta v kratké dobé apod.

7.3 Autentizace pristupového kanalu

Neméné duleZitd je znalost mista, odkud uZivatel pfistupuje, zda se jedna o stale stejnou lokalitu, Ci
mezi pristupy z rlznych lokalit mél uZivatel dostatecny c¢as na pfesun. Dnes je technologicky mozné
ovérit informaci o lokalité napf. vyuzitim informaci jako je ISP, IP adresy €i Wi-Fi siti, u mobilnich
zatizeni dale mlzeme vyuzit polohu z GPS. Dale je moiné méfit dobu od zaslani pozadavku na
klientské zafizeni po vraceni odpovédi (a zda tato doba odpovida deklarované lokalité uzivatele),
a zjistovat Proxy ¢i VPN tunely po cesté, za kterymi by se pfipadny Gto¢nik mohl maskovat.

7.4 Autentizace bankovni aplikace

Na zdvér autentizacniho procesu musime ovéfit, Ze uzivatel pfistupuje k originalni, legitimni
a nemodifikované bankovni aplikaci — webovému portalu. Dnes jiz existuji technologie, které
umoznuji na zakladé otiskl origindlniho webového portalu, porovnat originalni aplikaci s tou, ktera je
zobrazena uzZivateli a odhalit tak Utoky typu MitB. Technologie by méla fungovat na bazi whitelistu —
originalni podoba webového portdlu je znamd, ¢imZ umoini detekovat i tzv. zero-day hrozby
a malware, pro ktery jesté nebyly vytvoreny signatury.

Cely proces vicevrstvé autentizace je technicky mozné realizovat jiz dnes, kombinaci technologii jako
jsou autentizacni servery a systémy threat detekce/prevence a to jak pro webovy pfistup z pracovni
stanice ¢i mobilniho zafizeni, tak pro pfistup z mobilni e-bankingové aplikace.

Vicevrstvy pfistup k autentizaci navic umozZiuje zavést tzv. adaptivni autentizaci, kdy pfi malém riziku
(pfistup ze zndmého zafizeni a znamé lokality) bude stacit, kdyZ se uZivatel autentizuje jménem
a heslem, pfi stfednim riziku (nezndmé zatizeni ¢i neznama lokalita) bude vyZadovana dodatecna
autentizace (napf. ve formé mobilniho tokenu) a pfi vysokém riziku (detekovan malware) muze byt
transakce zamitnuta.
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8 Autorizace bankovni transakce...

Po Uspésné autentizaci uZivatele mlUZeme pokraCovat autorizaci samotné transakce. Vhodnym
prostfedkem pro autorizaci pak mlzZe byt mobilni zafizeni — potaimo specidlni mobilni aplikace.
Mobilni zafizeni jsou uZivateli jako autentizacni/autorizacni prostfedek vnimana obecné pozitivné,
protoZe uZivatelé jsou na mobilni telefony zvykli, maji neustale u sebe, a nejsou tak limitovani odkud
a kdy mohou transakce provadét.

Regeni, které splfiuje jak pozadavky na jednoduchost a uZivatelskou pfivétivost, tak i pozadavky na
bezpecnost, kombinuje specidlni mobilni aplikaci, slouZici jako token, s technologii PUSH notifikaci,
kterd umozni uzZivatele automaticky notifikovat o transakci (transakcich) ¢ekajicich na jeho schvaleni.

pozadavek
na validaci transakce Potvrzen{
| . e (PUSH notifikace) transakce
Castka: 1000 K¢
Castka:
PFijemce: 15984578/1111 R
Prijemce:
transakce 15984578/1111

podepsana uzivatelem

Obrazek 2: Princip autorizace transakci s vyuZitim technologie PUSH notifikaci.

Proces autorizace transakce pak probiha v nasledujicich krocich:
e Uzivatel v online bankovnictvi iniciuje transakci.

e Na mobilnim zafizeni je automaticky vyvolana aplikace slouzici jako token, kterd zobrazi
informace o transakci ¢ekajici na schvaleni.

e Uzivatel v mobilni aplikaci transakci potvrdi nebo zamitne. Pro potvrzeni transakce mlze byt
jesté vyzadovana na mobilnim zafizeni dodatecna autentizace uZivatele (napf. otiskem prstu,
¢i zadanim PINu).

Technicky pak mlze byt samotna autorizace zajiSténa rliznymi zpUsoby na bazi symetrické (HMAC) ci
asymetrické (PKI a elektronicky podpis) kryptografie.

Tento pfistup minimalizuje rizika v procesu autentizace a snizuje pravdépodobnost typickych Utokd
na internetové bankovnictvi:

e Minimalizujeme riziko socidlniho inZenyrstvi, protoZe pozadavek na autorizaci
dokumentu/transakce je na mobilni zafizeni zasilan ve formé push notifikace, s vyuZitim
cloudové infrastruktury vyrobce zafizeni ¢i operacniho systému, a po potvrzeni uZivatelem
obstardva veskerou komunikaci s backendem mobilni aplikace. UZivatel pfimo nikam
nezadava jednorazové kddy, ¢i kédy na bazi challenge-response, které by se mohl Utocnik
snazit zjistit.

e Riziko Utoku MitB je primdarné minimalizovdno opatfenim vicevrstvé autentizace, zejména
krokem autentizace aplikace, kdy je ovéreno, Ze uZivateli je zobrazovana plivodni a originalni
podoba stranky bez neautorizovanych zasaht z vnéjsku.
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e Pokud by se utocnikovi presto povedlo Utok MitB provést, minimalizujeme i riziko utoku
MitMo. Pro utoc¢nika je snadné odchytavat autorizacni SMS (jak jiz bylo zminéno, napf.
u Androidu existuje verejné API pro ptistup k SMS), avsak u mobilnich operacnich systému,
které jsou dnes béiné vyuzivané je uplatfiovan princip sandboxingu — tudiz aplikace
standardné nemohou pfistupovat k datlim jiné aplikace. Utoénik by musel najit dalsi
zranitelnost systému, aby ziskal systémovy Ci root pfistup, ktery by mu dovolil pfistupovat
k datim aplikaci, ¢imZ se utok komplikuje. Aplikace dale mulzZe obsahovat seznam
dlvéryhodnych serverl, se kterymi ma komunikovat. Server rovnéZz muzZe vyZadovat
autentizaci mobilni aplikace.

e Uzivateli jsou v aplikaci zobrazeny veskeré detaily o autorizované transakci, snizujeme tak
riziko rznych utok( typu Man in the Middle — uZivatel pfesné vi, co schvaluje.

9 ... a podpis elektronickych dokumentu

Pokud jako autorizacni metodu vyuZijeme elektronicky podpis zaloZeny na certifikdtech, mlizeme
kromé autorizaci transakci stejnym zplsobem umoznit i podpis dokumentd, a zjednodusit stavajicim
zadkaznikdm ptistup k novym bankovnim produktlm &i rozsiteni stavajicich sluzeb. Tento pfistup ma
podporu i v nafizeni elDAS[4], které ve svém Clanku 25 fika, Ze , elektronickému podpisu nesméji byt
upirdny pravni ucinky a nesmi byt odmitdn jako dikaz v soudnim a sprdvnim fizeni pouze z toho
duvodu, Ze ma elektronickou podobu nebo Ze nesplfiuje poZadavky na kvalifikované elektronické
podpisy,”“ navic se dd svysokou mirou pravdépodobnosti predpokladat, Zze takovy postup bude
i v souladu s PSD2 a odpovidajicimi pfipravovanymi technickymi normami.

9.1 Podpis v mobilnim zafizeni

PFi registraci je pfimo v mobilni aplikaci vygenerovana dvojice kli¢l (soukromy a vefejny) a interni
certifikacni autoritou vydan odpovidajici certifikat, ktery je uloZen do registrovaného zafizeni.
Soukromy kli¢ je pak neexportovatelny z mobilniho zafizeni — coz je technicky zajisténo prostiedky
konkrétniho mobilniho operacniho systému.

Samotny proces autorizace je zobrazeny na obrazku nize a probiha nasledujicim zplsobem:

1. UZivatel je autentizovan (vic¢i externimu ¢i internimu Identity Provideru) na portalu
e-bankovnictvi.

2. Po zadani pozadavku na podpis dokumentu portal iniciuje poZadavek na podpis, ktery
zajistuje e-Signature provider.

3. e-Signature provider odesle poZadavek na podpis (ve formé otisku dokumentu a odkazu na
dokument, pfip. dalSich metadat) na registrované zafizeni (pomoci tzv. push notifikace),
uzivatel dokument autorizuje, a povoli pouZiti soukromého klice uloZzeného v mobilnim
zafizeni pro vytvoreni podpisu (zadanim PINu, ¢i otisku prstu).

4. e-Signature provider zkompletuje dokument a vrati vysledek bankovnimu portalu.
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2 5

UZivatel Mobilni zafizeni
jako token
Identity e-Portal e-Signature
Provider Provider

Obrazek 3: Podpis dokumentu — klice ulozené v mobilnim zafizeni.

9.2 Koncept vzdaleného podepisovani

Natizeni elDAS ptindsi koncept vzdaleného podpisu, ktery umozZfiuje ponechat spravu a bezpecné
uloZeni kli¢l na poskytovateli sluzeb. V tomto pfipadé nejsou klice uloZeny pfimo v mobilnim zafizeni,
ale v HSM modulu v zabezpecené infrastrukture banky, a mobilni zafizeni (potazmo mobilni aplikace)
pIni pouze funkci silné autentizace klienta — klient prostrednictvim aplikace svoli k uziti PKI kli¢G pro
podpis konkrétniho dokumentu ¢i transakce.

Cely proces je ilustrovan na obrazku nize a probiha nasledovné:

1.

UZivatel je autentizovan (vi¢i externimu ¢i internimu ldentity Provideru) na portalu
e-bankovnictvi.

Po zadani poZadavku na podpis dokumentu portdl iniciuje poZadavek na podpis, ktery
zajistuje e-Signature provider.

Nasledné e-Signature provider odesle pozadavek na podpis dokumentu na registrované
zafizeni (vyutzije se push notifikace).

Uzivatel na mobilnim zafizeni autorizuje transakci, ¢imZ povoli e-Signature provideru poufziti
soukromého klice ulozeného v HSM pro podpis.

Samotny podpis je bezpecné vygenerovan v HSM modulu.

e-Signature provider zkompletuje dokument a vrati vysledek portalu.
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UzZivatel Mobilni zafizeni
jako token
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Identity e-Portal e-Signature
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Obrazek 4: Podpis dokumentu — klice ulozeny v HSM v infrastruktufe banky,
mobilni zatizeni jako autentizacni prostfedek.

10 elDAS v praxi? — projekt STORK

Jednou z deseti priorit Evropské komise je vytvofeni jednotného digitdlniho trhu napti¢ Evropou
a prekonani existujicich bariér v oblasti online sluzeb [7]. To se dotykd i finanénich sluzeb, které
mohou vyuzZit nafizeni elDAS pro zkvalitnéni a zefektivnéni finannich sluzeb a vytvoreni plné
bezpapirového ,virtualniho” bankovnictvi bez hranic. Jak by to mohlo fungovat v praxi, ukazal jeden
z pilotl v ramci projektu STORK 2.0, zaméreny na elektronické bankovnictvi, ktery probéhl v roce
2015 [8]. Vramci pilotniho provozu byly predvedeny tfi scénare uZiti, které mohou zjednodusit
proces oslovovani a ziskavani novych zdkaznika:

e ZaloZeni bankovniho Uctu — obCané zemi zapojenych do projektu, kterym bylo vydano elD
a odpovidajici certifikat, mohli zazadat o otevieni zahrani¢niho bankovniho Gc¢tu bez nutnosti
osobni navstévy banky ¢i nutnosti vypliovani papirovych formularl. UZivatel jednoduse
vyplnil online formuldr a podepsal jej svym kvalifikovanym certifikatem.

e Pfihlaseni k e-bankingu — pfi vyuziti eID mzZe banka dlvéryhodné ovéfrit jakoukoliv fyzickou
¢i pravnickou osobu z jakékoliv zemé EU pfistupujici k sluzbam elektronického bankovnictvi.

e E-invoicing demonstroval ukdzku elektronického doporuéeného dorucovani, které umozni
ovérit autenticitu dokumentl preddvanych mezi spole¢nostmi, s cilem zvysit ddvéryhodnost
procesu elektronické fakturace.

Ukazuje se, Ze elD a kvalifikované certifikaty se mohou uplatnit zejména v pripadech, kdy byla dfive
nutna osobni navstéva klasické kamenné pobocky — pti sjednavani novych produktd a smluv, ¢imz
zjednodusi a zefektivni proces oslovovani novych zakaznikl. Autentizace stdvajicich klienta
a autorizace béznych transakci stavajicich zakaznik( zGstane nejspis i naddle plné v rezii banky.
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11 Zaveér

ZpUsob poskytovani sluzeb, finanéni sluzby nevyjimaje, se v posledni dobé méni a elektronizuje.
UZivatelé vyzaduji komfortni a jednoduchy pfistup s maximalni mirou mobility. Situaci ale komplikuje
narust sofistikovanych atok( a pokrocilého malware, cileného na koncové uzivatele a jejich zafizeni,
ktera se nachazeji mimo bezpecnostni perimetr a kontrolu banky.

Zajisténi pozadované Uurovné bezpecnosti vtéto situaci nabizi koncept vicevrstvé adaptivni
autentizace, kdy je postupné autentizovdn uzivatel, jeho zafizeni, kanal, kterym pfistupuje, vlastni
aplikace a nakonec i zadavand transakce. Re$eni vyZaduje dodatecné uzivatelské akce (tzv. ,step-up”
autentizace) pouze v pfipadé, kdy jsou zjistény odchylky od béiného chovani jako je napt. pokus
o prihldseni z nového zafizeni, v neobvyklou dobu, zjiné zemé apod. Pro samotnou autorizaci
transakce je pak vyuzito mobilniho zafizeni jako tokenu, tak aby bylo mozné minimalizovat rizika
nejbéznéjsich utokl cilenych na klienty elektronického bankovnictvi — socidlni inZzenyrstvi, a malware
vyuzivajici technik Man in the Browser a Man in the Mobile, zdroven ale zachovava uzivatelsky
komfort. Redeni umoZfiuje nejenom autorizaci transakci, ale i autorizaci/podpis dokumentd, &mz
umozni jednoduché online sjednavani novych sluzeb.

Koncept respektuje aktualné platné regulatorni predpisy ovliviiujici financni sektor a vyuziva novych
prileZitosti, které prinasi elDAS — poskytovani sluzeb zdkaznikim moderné, bezpapirové a bez hranic
napfic celym evropskym digitalnim trhem.
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Richard Clayton is the Director of the Cambridge Cloud Cybercrime Centre. The Centre intends to
build one of the largest and most diverse data sets about cybercrime that any organisation holds and
more importantly aims to make this data available to other academics for them to apply their own
skills to address cybercrime issues. Academics currently face considerable difficulties in researching
cybercrime and the centre intends to drive a step change in the amount of cybercrime research by
making datasets available, not just of URLs but content as well, so that other academics can
concentrate on their particular areas of expertise and start being productive immediately.

Richard Clayton je feditelem Cambridge Cloud Cybercrime Centre. Toto centrum cili na vybudovani
jednoho z nejvétsich a nejrozmanitéjsSich soubort dat o kyberzlocinu, jaky kdy néjaka organizace
méla a predevsim na to, aby tato data byla dostupna dalsim akademikiim pro aplikaci dovednosti pfi
reSeni problému kyberzlo¢inu. Nyni maji akademici pfi zkoumani kyberzlodinu obtiznou situaci
a centrum v Cambridge chce udélat zdsadni krok ke zméné v tom, aby rozsahla data o kyberzlocinu
byla pfistupnd jako plnohodnotné soubory dat, nikoliv jen jako URL, ale s plnym obsahem tak, aby se
dalsi akademici mohli sousttedit na své znalostni domény a jejich vyzkumnad produktivita se rozbéhla
rychleji.

Measuring and Studying Cybercrime

Lord Kelvin famously suggested that if you were unable to measure something then your knowledge
would be “meagre and unsatisfactory” and studying it would not be “science”. That’s clearly where
cybercrime research is today. I'll explore what we currently know, the challenges in getting any
plausible measurements, and how a new initiative at Cambridge may get more researchers into the
field.

Méreni a studium kyberzlocinu

Lord Kelvin byl nazoru, Ze pokud nejste schopni néco zméfit, pak vase znalost tohoto fenoménu je
»,mizernd a nedostacujici a jeho studium by nebylo ,védou”. A toto je pfesné bod, kde jsme dnes
s vyzkumem kyberzlocinu. Budu se vénovat ve své prednasce tomu, abych popsal dnesni stav véci,
vyzvy vize ziskavani néjakych smysluplnych méreni a také nasi novou iniciativu v Cambridge, ktera by
mohla k této oblasti pfildakat dalsi vyzkumniky.
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1 Introduction

| have been studying cybercrime for several decades, initially looking at email spam, then with my
long-term collaborator Tyler Moore, writing a series of papers on phishing (email enticements to visit
fake websites and disclose credentials). Most recently | have been looking at IP prefix hijacking by
email spammers and DDoS (Distributed Denial of Service), particularly the use of UDP reflection.

In this paper | discuss the difficulties faced by those who wish to study cybercrime by collecting data
and making measurements. There are other approaches to the study of cybercrime and you will find
my name on qualitative work [1] as well as on the many quantitative studies | discuss below.
However, if one wants to view what we are doing as a science that is on a par with Physics or
Chemistry then we need to consider how we are going to measure what is going on.

In physical science a first essential step in the direction of learning any subject is to find
principles of numerical reckoning and methods for practicably measuring some quality
connected with it. | often say that when you can measure what you are speaking about, and
express it in numbers, you know something about it; but when you cannot measure it, when you
cannot express it in numbers, your knowledge is of a meagre and unsatisfactory kind; it may be
the beginning of knowledge, but you have scarcely, in your thoughts, advanced to the stage of
science, whatever the matter may be.

William Thompson (Lord Kelvin) [9]

| start by discussing some phishing research that Tyler Moore and | did in 2007/8 and discuss the
difficulties this illustrates about performing research into cybercrime with accurate reproducible
measurements. | then discuss a new data sharing initiative at the University of Cambridge which is
intended to address these issues and drive a step change in the level of cybercrime measurement
research.

2 Phishing Research

In 2007 Tyler Moore and | started our research into phishing. In the first paper we published [2], our
main innovation was to measure phishing website lifetimes, so we built an infrastructure to visit
dubious URLs every 30 minutes in order to determine if they were still hosting a phishing website or
whether the fraudulent pages had been “taken down”.

We were lucky, in that just as we started our measurements, some of the criminals (the “rock-phish
gang”) started to use an innovative “fast flux” technique. The hostnames within their URLs resolved
to the IP addresses of compromised end-user machines which were operating HTTP relay software.
The relays connected to a hidden “mother ship” which actually hosted the phishing websites. Every
few minutes the DNS would be changed so that a different group of relays were used. The only viable
defence was to take-down the domain name rather than the relays or the (hard to locate) mother
ship.

Our measurements of take-down times showed the impact of the rock-phish gang’s innovations,
which were causing websites to remain available for significantly longer periods. This led to
considerable interest in our work by the companies in the front-line of taking-down phishing
websites.

After seeing a presentation of our results we were approached by a number of practitioners who told
us that our average measurements for take-down times were too high. They told us that, in their
experience, removal was complete within hours rather than days. We explained about the impact on
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the statistical mean of the “long tails” we were seeing — and they suggested that we repeat our
measurements with more complete datasets and arranged to provide us with the datasets that they
were processing.

So we carried on with our research, using feeds of phishing URLs from a number of companies until
one day Tyler Moore came to me and explained that he had worked out why there was a disparity
between our measurements and the experience of the take-down companies.

Each of the companies collated data about every possible phishing website, no matter which brand
was being targeted, but would only take-down the websites for the brands that were employing
them. However, they would pass the complete list of the URLs they had found to us, as neutral
academics, whilst failing to pass the information to their competitors. Hence, if a company found a
website for a brand that would not pay them to do a “take-down” they would do nothing — but we
would start to measure the website lifetime from that point. Only when a company that was acting
for the brand-owner became aware of the website would take-down activity commence.

This lack of information sharing was why our observations had been different from those of the
industry professionals. We were able to publish another paper [5] that showed that when brands
were aware of phishing websites they were taken down, on average, within four hours. If the brand
was unaware it took around four days!

3 The Problems Facing Cybercrime Researchers

The research I've just described on phishing serves to illustrate many of the difficulties facing
cybercrime researchers:

e Datasets are bigger than you think: we initially found it somewhat of a struggle to handle just
a few thousand phishing URLs;

e Datasets contain many errors: many sites that were said to be phish were false positives and
had to be weeded out to avoid distorting our results;

e Datasets are biased: as has just been explained, combining feeds gave us more information
than anyone else, but what we were measuring was the effectiveness of others acting on
what they knew;

e Datasets are often proprietary: | am not permitted to pass on copies of the data (from any of
our phishing studies) for others to combine with their data, for them to repeat the work — or
even to check if we added it up right!

I'll now discuss these issues in more detail.

3.1 Real datasets are bigger than you expect!

At present a phishing URL feed contains at least 750,000 unique URLs every year. This figure can be
easily exceeded as some feeds are considerably inflated — a great many URLs in the feed can be, fairly
readily, seen to be going to lead to exactly the same webpage.

To avoid being caught in email spam filters criminals sometimes construct victim specific URLs
(usually by varying the parameters, occasional by using wildcard DNS and varying the hostname).
Others exploit URL shortening systems, with huge numbers of different URLs leading to a single
webpage. Additionally, the companies that compile the feeds check if a website will serve the
phishing page independently of the hostname with the URL and then mine passive DNS data to
identify every hostname that resolves to the same web server.
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With experience irrelevant duplicates can be ignored, but it is still a major undertaking to promptly
visit every individual phishing website and record its contents.

Phishing is not unique in providing challenges in coping with data volumes. | track reflective DDoS
attacks, seeing up to 75 million events a month and 5000 to 10000 unique victims/day [8]; | tracked a
“worm” that spread over Instant Message systems, recording 55 million downloads of the malware
and over 3 million victims [7]; and the Conficker dataset now exceeds 40TB.!

If you start working with cybercrime datasets without understanding what sort of scale you are
dealing with, you’ll most likely be swamped and end up with a data processing project rather than a
cybercrime project — or you will just process a subset of the data and hope that it is representative of
the rest.

3.2 Datasets are biased

One of the early phishing datasets that Tyler Moore and | worked with was a a mixture of public data
and data from just one particular take-down company [3]. In our paper we presented a graphic that
showed the different take-down times we had measured for various different banks. We later
realised that many of these differences arose from the lack of data sharing: where the company
acted for a particular bank and was also the sole source of the URL we’d expect to measure a faster
take-down for that URL than the general case. Therefore, the shorter average take-down times on
our graph were generally for banks that were clients of the company who had given us their data.
The company was unconcerned about the bias — and used our graphic in their promotional material
for several years, since it apparently showed that their clients could expect better take-down times
than average.

Many phishing papers only use data from PhishTank? because it is the largest public source of
phishing URLs. However, Tyler Moore and | measured its coverage on several occasions and found
that for various periods (and compared to various other sources) it contained 73% ([4]), 35% ([5]) and
48% ([6]) of all phishing URLs. Nevertheless, because of the data sharing policies of PayPal and eBay,
it invariably holds almost 100% of URLs for phishing sites that attack these two brands. Unless you
know this bias is present you might reach erroneous conclusions when measuring who is most likely
to be phished.

There is a similar bias in the analysis of reports made to the FBI’s Internet Crime Complaint Center
(1C3)® — if you encounter fraud on the eBay auction website then you are very likely to be
encouraged, especially if eBay cannot solve the problem, to make a report to IC3. This is capable of
skewing their data to overemphasise auction fraud.

Bias can be dealt with if it can be modelled and thereby allowed for, but this is not always possible.
I've looked at datasets of many thousands of compromised websites that were being used for relays
by a spammer who was promoting work-from-home schemes. Potentially such a dataset tells us
something about how websites are compromised — but if they were all compromised by a single
spammer (or they bought a list of compromised sites from a small number of vendors who
themselves did the compromise) then | would be studying a very small number of actors and my
results could well be completely unrepresentative.

3.3 Datasets are proprietary

In order to obtain datasets it is usual to sign an NDA (non-disclosure agreement). This precludes
sharing datasets with other academics so that they can reproduce or extend our work. We did our

L http://www.confickerworkinggroup.org/wiki/pmwiki.php/ANY/InfectionTracking
2 http://www.phishtank.org/
3 http://www.ic3.gov/default.aspx
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best in all of our papers to describe the nature of our datasets, so a savvy reviewer could have
rejected our first paper by pointing out the biases, but at that time no-one knew any better.

In theory other academics could approach the people | signed NDAs with and sign their own so that |
could share the data — but in one case I’'m not even allowed to say who | signed an NDA with!

What this means in practice is that it is perfectly possible to work with cybercrime datasets provided
you put in the time and effort to build the relationships and trust so that data holders will be
persuaded to share. But these are individual efforts and without these relationships whole areas of
cybercrime research are closed to you.

4 Encouraging Research to Measure Cybercrime

My research is not unique in that almost no academic work on cybercrime can be reproduced by
other people, so can we really call this a “science”? My colleagues who work on operating systems
and computer architecture say that they have similar experiences and there are now initiatives to
address these issues: keeping copies of virtual machine images, carefully recording exact details of
system components, preserving all aspects of a development toolchain and of course making
everything “open data”.

There are very few undergraduate projects or MSc theses that tackle cybercrime. If the data is not to
hand (and it might take years to build the relationships to collect it) then cybercrime topics look too
much like “research”, and even PhD candidates should be thinking twice about the difficulties before
tackling topics in the measurement of cybercrime.

To summarise the problems you face if you want to improve upon my cybercrime research:
e | am not allowed to give you my data;
e |t may take you years to source your own data;
e The data may be at such a scale as to swamp you;
e The data may have biases that you (and 1) fail to understand;

e Obtaining the raw data may be only the beginning of your problems because you may have
to build a web scrapers, learn how to fetch whois information (running into access limits),
avoid refetching the same thing under another name, deal with retaliation from the criminals
etc. etc.

Perhaps the easiest research question to tackle is “Why are so few cybercrime measurement papers
published”? However, | am working on a new initiative to tackle this issue.

4.1 The Cambridge Cloud Cybercrime Centre

| have five years funding from the EPSRC* to develop and run what we are calling the Cambridge
Cloud Cybercrime Centre.>

We aim to leverage our neutral academic status to obtain significant feeds of cybercrime data and
build one of the largest and most diverse datasets that any organisation holds. We will mine and
correlate this data to extract information about criminal activity. We will learn more about crime “in
the cloud”, detect it better and faster and determine what forensics looks like in this space (and

4 The Engineering and Physical Sciences Research Council (EPSRC) is the UK’s main agency for funding research
in engineering and the physical sciences.
5> http://www.cambridgecybercrime.uk/
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where appropriate work with law enforcement). In short we aim to create a sustainable and
internationally competitive centre for academic research into cybercrime.

However, we are going to do something brand new as well.

We are working on renegotiating our existing Non-Disclosure Agreements into “Distribution
Agreements”. We aim to collect cybercrime data, add value to it, and then make it available to other
academics under one (we hope) simple NDA that they will sign with us —in principle you will discover
we hold an interesting dataset, sign the paperwork, and be able to start your research, utilising our
data, the following morning.

We aim to have a “catalogue” describing cybercrime datasets that can be used by others in their own
specialist areas of research without the need to learn all about the web scraping, the whois limits,
the duplicated data and so on. We aim to make it easy to set MSc work in this area knowing that it
will not take two years to get the data together. We aim to see more science by letting people run
different techniques on the same data and compare results.

We're going to have a LOT of data — but it will not be “open data”: you will need to sign an NDA. The
reason for this is that the companies who supply it to us are concerned that it not be available to
their competitors and it must not be available to their customers (who have to pay for it).
Furthermore, the companies may have specific obligations under privacy policies and may be
concerned about the public relations aspects of being linked, even loosely, to ecrime. There are also
data protection concerns, albeit very little of the data contains what the Americans call PII
(personally identifying information). Finally, and by no means least, if the data were to be “open” the
criminals might reverse engineer the sensor architectures that pick out their wickedness and adapt
their behaviour accordingly.

5 Conclusions

| have presented an example from my own cybercrime measurement research (phishing website
take-down) and explained how the first paper we wrote on this topic failed to appreciate that our
data was biased, and showed how we eventually understood that bias.

| then explained how this research topic illustrates some common issues faced by all researchers in
this space: Scale, Errors, Bias and Proprietary data. | went on to discuss how a new initiative, the
Cambridge Cloud Cybercrime Centre aims to tackle these problems by collating and packaging
cybercrime datasets to make it much, much easier for academics to bring their specialist skills to
cybercrime research without having to address many of the current difficulties in obtaining data.

We will be working on the datasets that we create at Cambridge as well — we will have world class
researchers doing world class research. But | want to enable other people to use our data to do
world class research as well. At the end of the first five years | want to be judged not on how many
papers we wrote in Cambridge but how many academic papers were written world-wide because our
datasets helped to make that research possible.

| also want to see MSc and undergraduate students tackling cybercrime projects and confirming or
refuting classic results. Besides improving the science — this is a fascinating area and | want others to
experience that too and come and join us. Together | believe that we will find new ways to prevent
crime, to detect and deter criminals — and that is a major reason why society funds our work.
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The biggest threat for citizen’s privacy

Celine’s first law: National Security is the chief cause of national insecurity. Slovak Information
Service (SIS) repeatedly has proposed the draft for interception of an encrypted communication — the
duty to give off the encryption keys for the given non-specified devices. Leaked information from
Wikileaks has shown Slovak and Czech’s government considered to buy or bought the spying
malware from Gamma group and Hacking Team — both companies with the bad reputation because
of selling the same spying malware to the dictatorship countries for spying of innocent people. The
Slovak government has rejected this information, Czech Secret Police has confirmed this fact and see
no problem in doing the business with dictatorship supporting company because they use this
software for “legal reasons”. The new Slovak legislation legitimizes the use of spying software for the
particular government agencies and strongly criminalized use by others that may lead to the
criminalization of legal business activities of IT security companies. The goal of this presentation is to
show why it is immoral to buy and use spying malware from dictatorship supporting companies. Why
whistleblowing remains the only way to find out the unethical behavior of secret government
agencies and why all government’s tries to regulate cryptographic systems drastically degrade our
digital privacy. And therefore, why the government is the biggest privacy threat for their citizens.

Najviicsia hrozba pre digitdlne sukromie obcanov

Slovenska Informacna Sluzba (SIS) opakovane podala navrh na odpocuvanie Sifrovanej komunikacie —
povinnost odovzdavat Sifrovacie kluce pre nespecifikovany okruh zariadeni. Uniknuté informacie
z Wikileaks poukazuju na to, 7e Slovenska a Ceska vlada uvazovala nakupit alebo nakupila $pehovaci
malware od Gamma group a Hacking Team — obe spoloc¢nosti so zlou reputaciou, ktoru ziskali vdaka
predaju tohoto malwareu diktatorskym vlddam na Spehovanie nevinnych ludi. Slovenskd vlada
poprela tuto informéaciu, Ceska tajna policia ju potvrdila a nevidi Ziadny problém v spolupréci so
spolo¢nostou, ktord podporuje diktatorské rezimy, kedze tento softwér pouziva na ,legalne Gcely”.
Nova slovenska legislativa legitimizuje pouZivanie Spehovacieho softwaru par vyvolenymi vladnymi
agenturami a kriminalizuje toto pouZitie inymi osobami a spolo¢nostami, ¢o moze viest ku
kriminalizacii legalnych biznis aktivit IT bezpeénostnych firiem. Ciefom prezentacie je ukazat preco je
nemordlne kupovat a pouzivat $pehovaci malware od spolocnosti, ktoré podporuju diktatorské
rezimy. Preco je whistleblowing jediny sp6sob na odhalenie neetického spravania tajnych vladnych
agentur a preco akékolvek pokusy vlad regulovat kryptografiu, drasticky degraduju nase digitdlne
sukromie. A teda, preco vlady predstavuju najvacsiu hrozbu pre digitdlne sukromie ich obc¢anov.
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1 Celine's First Law: National Security is the chief cause of national
insecurity

V roku 1995 bolo identifikovanych 174 000 neoficidlnych Stasi informatorov, ¢o bolo takmer 2,5 %
populdcie z celého Vychodného Nemecka vo veku 18 aZ 60 rokov. Podla materialu, ktory bol zni¢eny
pocas poslednych dni socialistického rezimu vo Vychodnom Nemecku, Urad na spravu Stasi zdznamov
(Bstu) odhadoval, Zze pocas rezimu mohlo aktivne pdsobit az 500 000 Stasi informéatorov, pricom ich
celkové mnozstvo (vratane takych, ktori informovali len prileZitostne) bolo az 2 milidny (!)

Paranoia zo vSade nainfiltrovanych agentov tajnych sluZieb Stasi, ktorych pévodnym zdmerom bolo
»zabezpecovat ochranu $tatu” mala na bezpeénost statu Uplne opacny efekt — nikto nikomu v state
neveril a kazdy sa citil ohrozeny.

Zamer zabezpecovat ochranu statu je Uloha kazdej statnej informacnej sluzby — v nasich krajinach
Slovenska informacna Sluzba (dalej SIS) a ceska Bezpecnostni Informacni Sluzba (dalej BIS).

Pozrime sa ako $tatne informacdné agentury a tajnd policia na Slovensku a v Cechach zasahuje
a ovplyviuje individualne sukromie obyvatelov.

2 SIS ako najvacsia hrozba pre sukromie obc¢anov na Slovensku

Predtym ako sa pustime do kauzy leaknutej emailovovej komunikacie slovenskej SIS a talianskej
hackerskej spolo¢nosti Hacking Team[11] na Wikileaks, ktord bola pred par mesiacmi kompletne
vyhackovani (Citizenlab o ich nemoralnych aktivitach dlhodobo informuje)[12], analyzujme historické
Skandaly SIS tykajuce sa obmedzovania digitdlneho sukromia.

1. SIS opakovane podala kontroverzny navrh na odpocuvanie akejkolvek Sifrovanej komunikacie
vsetkych obéanov. Viac informécii SIS chce Spehovat vietko, nas internet banking aj e-maily[13].

Na zaklade velkého obcianskeho odporu a viacerych kampani proti tomuto navrhu (Tajna sluzba chce
viac moci. 11 zmien, aby ju nezneuZivala[14], hromadnd pripomienka mimovladnych organizacii
k ndvrhu zdkona o Urade civilného spravodajstva a Vojenskom spravodajstve[15]) a rozporovom
konani na Ministerstvu vnutra, ktorého som sa osobne zucastnil, SIS uvedeny navrh odpocuvania
nakoniec stiahla.

Navrh SIS o nekontrolovatelny zber metadat obéanov SR a povinnost odovzdavat Sifrovacie kluce bez
akejkolvek sudnej kontroly predstavuje mimoriadny zasah do sukromia obcanov, navySe bez
akejkolvek protivahy. Navrh prikazuje pod hrozbou vysokej pokuty povinnost odovzdavat Sifrovacie
kl'd€e z nejednoznacne definovaného okruhu zariadeni — preemptivne a vSeobecne.

2. Dna 15.9.2014 Wikileaks zverejnili informaciu o tom[16], Ze Slovenskd Republika nakupila
39 licencii softvéru FinFisher v sume viac ako 5 miliénov EUR. FinFisher vyvijany spolo¢nostou
Gamma je vyuzivany totalitnymi vlddami réznych krajin na Spehovanie a monitorovanie disidentov.
Ide o extrémne ucinny softvér, lebo vyuZiva tzv. 0-day zranitelnosti na ktoré este neexistuju ucinné
bezpe¢nostné zéaplaty. Urad vlddy SR uvedenl informaciu dementoval — ,Vo vieobecnosti
nekomentujeme informdcie Wikileaks, lebo majui kvalitu na urovni ,jedna pani povedala”.
Problematiku, na ktoru sa pytate, zastresuju prislusné institicie; obratte sa prosim na nich,” reagoval
tla¢ovy a informaény odbor Uradu vlady SR.

Wikileaks odhaluje ale dalsie informacie[17], ktoré Urad vlady SR ani SIS verejnosti nepovedali a su
dost 3okujuce. Pan Jozef Mozolik zo SIS spriaznenej firmy GISS s.r.o. a pan Jan Fiala z ALLSAT s.r.o.
pozvali do Bratislavy nielen zastupcov pofidérnej talianskej spolocnosti Hacking Team, ale aj
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zastupcov podobnej spolo¢nosti Gamma s cielom odprezentovat ich Spehovacie rieSenie (FinFisher).
A samozrejme c¢akali na ponuky od oboch tychto firiem.

Nezdvisle zverejnené zaznamy na Wikileaks svedcia o tom, ze SIS redlne vyberali Spehovacie rieSenie
medzi spolo¢nostami Hacking Team a Gamma a je velmi pravdepodobné, Ze nakoniec aj nejaké
vybrali (o tomto svedc¢i minulorocné zverejnenie na Wikileaks, Ze Slovenska republika je klientom
Gamma, ktoré slovenské urady popreli).

Bohuzial vSetko toto podliehalo utajeniu, takze SIS si mohla dovolit zavazny fakt, Ze komunikuje,
dohaduje sa na stretnutiach a chce zakupit Spehovacie riesenie od dvoch pofidérnych firiem (ktoré
obe pracuju pre diktatorské krajiny) zamléat (a to aj spravili).

O celej kauze FinFisher vs. Slovenska republika som mal pred takmer rokom prezentaciu — FinFisher —
top government spying[18], video z prezentacie k dispozicii napriklad tu[19].

3. SIS ma u vsetkych mobilnych operatoroch priamy pristup k Vasej mobilnej komunikacii a moznost
odpocuvat akukolvek Vas hovor alebo SMS spravy. Potrebuje k dispozicii sice sudny prikaz, ktory je
ale len malokedy zamietnuty. Akymkolvek mobilnym hovorom na Slovensku a v Cechach sa preto
neda vbbec verit a preto jeden z mala sposobov, ako sa redlne voci odpocuivaniu Statom branit je

realizovat ,,end-to-end” Sifrované hovory vyuzitim aplikacie Signal Private Messenger pre Android[20]
alebo pre i0S [21], pripadne vyuZit iny spdsob hlasového Sifrovania pouZitim VolP ZRTP protokolu.

4. Talianska spoloc¢nost Hacking Team, s ktorou obchodne rokovala SIS[11] bola kompletne
vyhackovand a boli zverejnené vsetky kompromitujice informacie suvisiace s jej biznisom. Viac
informacii najdete v ¢lanku: Hackli firmu, ktord pomaha statom Spehovat obcanov[22].

Uvedeny softvér od spoloénosti Hacking Team nakupila Ceska policia — Ceska policie Udajné plati
miliony za nelegélni hackerské nastroje[23]. Tu by som podotkol, 7e predaj Ceskej policii bol
realizovany cez spolo¢nost Bull s.r.o., k dispozicii faktura[24]. Podla komunikéacie zverejnenej na
Wikileaks[11] SIS planovala na tento Gcel vyuZit sikromnd spolo¢nost GISS s.r.0.[25]

VyuZivanie $pehovacieho softvéru od Hacking Team riesili ¢lenovia Ceskej snemovne (Sledovaci
software policie pouZila v desitkdch pfipad(, zaznélo ve Snémovné[26]). Vyzerd, Ze Ceski politici
obhajujuci konanie ceskej policie su mierne nechdpavi a nerozumeju tomu, Ze nakupovanie
Spehovacieho software (na , legdlne Ucely”) od Hacking Teamu je analogicky to isté ako nakupovanie
municie (tiez na ,legalne ucely”) od ISIS, ktory okrem toho, Ze ju preddva svojim klientom na obranu,
tak fiou zabija nevinnych ludi.

Ceskd policia odmieta zverejnit akékolvek dalsie informacie o samotnom softvéri Galileo, ktory
nakupil od spolo¢nosti Hacking Team — Policie CR: Smirovaci software jsme koupili, ale vie je tajné,
nic nefekneme[27], Hacking Team hacked: prodaval spyware mnoha statéim véetné Ceska[28].

Konanie (a obchodovanie s diktatorskymi krajinami) v pripade Hacking Team navrhuju vysetrit
priamo ¢lenovia Eurépskeho parlamentu[29].

Podla zverejnenej Wikileaks komunikacie[11] vyzerd, Ze slovenska SIS nestihla od spoloc¢nosti Hacking
Team do doby zverejnenia ni¢ zakupit (kedZze spolo¢nost Hacking Team bola kompletne vyhackovana
a prakticky zmetena z IT bezpecnostného trhu).
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3 Preco Ceska policia a SIS Gplne moralne zlyhali?

Pofidérne nemordlne aktivity talianskej hackerskej spolo¢nosti Hacking Team su verejne zname uz
niekolko rokov, pravidelne sa o tom publikuje (v minulosti publikoval napriklad Citizenlab[12]).

Je neuveritelné, 7e $tatne instittcie ako Ceskd policia, ktord od nich uvedeny ndstroj za desattisice
eur realne zakupila, podobne slovenska SIS, ktord uvedeny nastroj planovala zakupit, neboli schopné
pri tak velkej Ciastke si spravit jednoduchy ,background check” (overenie biznis partnera) samotnej
spoloénosti Hacking Team a zistit, Ze v IT bezpe¢nostnej komunite maju skutoéne velmi zIU reputaciu.

Ak to ndhodou omylom nespravili, tak nezostava ni¢ iné, len konstatovat, Zze st neschopni a mrhaju
desattisice eur od svojich dafiovych poplatnikov na nakup $pehovacieho softvéru od firiem, ktorych
reputaciu si nevedia alebo nechcu overit.

4 Preco je nemoralne pouzivat Spehovacie hackerské nastroje
firiem od Hacking Team alebo Gamma?

Existuje viacero navzdjom podporujucich sa dobkazov, Ze uvedeny softvér pouzivaju vlady
diktatorskych krajin na Spehovanie disidentov a politickych aktivistov, ktori su nasledne
kriminalizovani, ¢asto aj muceni a zabiti.

SIS nemd mordélny problém cez spostredkovatelské firmy dohadovat si stretnutie s firmami, ktoré
tieto reZimy realne podporuju.

NajnemordlnejSie na celom incidente okolo hackerskych firiem , pracujuicich pre vlady“ ako Hacking
Team alebo Gamma nie je to, Ze vytvaraju a preddvaju sofistikovany Spehovaci softvér. Ale to, ze
vlady, ktoré si hovoria, Ze su ,,demokratické” (a tam patri aj slovenskd a ceskd) od tychto firiem
(ktorych klucovy biznis je postaveny na obchodovani s diktdtorskymi vladami/rezimami) za peniaze
danovych obeti nakupuju Spehovacie sluzby a nastroje.

Zo strany beZného obcCana smerom k tajnym Statnym sluzbam neexistuje prakticky Zziadna
transparentnost (moznost napriklad vyuZivat infozakon). Bez Wikileaks a pomoci whistleblowerov by
sa obcania o tychto Skandaloch zrejme nikdy nedozvedeli.

TaktieZ to, Ze sa ako bezny obclan nemate fakt Sancu akokolvek voci tomuto branit — na 0-day
exploity neexistuju bezpecnostné zaplaty (viac informacii ako funguje zvrhly 0-day biznis s vladami
vysvetlfujem v mojej prezentacii Government’s fight against cyber terrorism vs. FinFisher 0-day
economy[30]). Sucasne nedokdzete ani legalne zistit ¢i vasa vldda uvedené 3pehovanie redlne
zakupila a pouZiva, kedZe tento softvér nakupuju Statne institucie, ktoré podliehaju kompletnému
utajeniu (vid vyssie uvedené prehldsenie Ceskej policie).

Je to ukazka toho, ako sa ,,demokracia” redlne zmrstuje do Orwellovskej Spehovacej diktatury bez
moznosti ob¢ana sa voci tomu akokolvek branit.

KedZe nemoralny biznis , government-friendly” firiem ako Hacking Team alebo Gamma vlady nikdy
nezakazu a nebudu kriminalizovat (nakolko su sami klientami tohto biznisu), hackerské utoky voci
tymto firmam je bohuZial jedna z mala mozZnosti ako sa dozvediet zakulisné informacie o Statnej
Spehovacej diktature.

Ak sa skutocne bojite o Vase digitalne sikromie, stdtne informacné sluzby su to, z ¢oho by ste mali
mat ten najvacsi strach.
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5 Whistleblowing ako jediny spdsob ako sa dozvediet nemoralne
zakulisné informacie o statnych agenturach podliehajtcich
utajeniu

Jeden z najvacsich skandalov, ktoré postihol slovensku spoloc¢nost, bola kauza Gorila (Unik hlasového
prepisu odpocuvania komunikacie predstavitefov najvacsich finanénych skupin a slovenskych
politikov). Kauza Gorila bola tak zdvazna, Ze lezala niekolko tyZdnov v postovych schrankach vsetkych
velkych slovenskych médii a nikto nemal odvahu zacat so zverejnenim a hlbsim analyzovanim. To
nastalo az vtedy, ked samotny prepis Gorily bol anonymne zverejneny. Napriek zavaznym veciam,
ktoré boli v kauze Gorila zverejnené, doteraz celad kauza nebola poriadne vySetrena a je velmi otdzne
¢i niekedy bude. ZvySena frekvencia unikov informacii od whistleblowerov svedéi len
o netransparentnosti a narastajucom zneuZivani pravomoci Statu, podobne o absencii internych
vySetrovacich mechanizmov. Toto sa bezprostredne dotyka napriklad aj nasej sukromnej spoloc¢nosti
— Casti jej portfélia boli ukradnuté a ndsledne pouZité na vytvorenie ponuky a projektu pre Statnu
zdkazku podliehajucu utajeniu pre Statny podnik JAVYS. Napriek tomu, Ze sme tento pripad
medializovali — doteraz sa nezacalo interné vysetrovanie.

6 Legalizacia pouzivania Spehovacieho softvéru (Informacno-
technicky prostriedok, dalej ITP) pre vyvolené statne urady,
kriminalizacia pouzivania ITP inymi osobami

Na Slovensku od 1.1.2016 plati novy zakon, ktory legalizuje pouZivanie Spehovacieho softvéru (dalej
ITP) pre vyvolené statne urady (konkrétne Policajny zbor, SIS, Vojenské spravodajstvo, Zbor vazenskej
a justi¢nej straZze a Colna sprava). Konkrétne to znamena, Ze uvedené Statne institicie mozu legalne
pouzivat kontroverzné Spehovacie nastroje Galileo a FinFisher, a iné.

Znenie zadkona ,,Orgdny uzemnej samosprdvy, sukromné bezpecnostné sluZby ani fyzickd osoba alebo
pravnicka osoba NESMIE pouZit informacno-technicky prostriedok” vytvara legalne ohrozenie pre
vsetky firmy, ktoré takéto ndastroje pouzivaju pri svojej beznej praci. Napriklad nasa (ako aj iné) firmy
vyuzivaju mnozstvo ndstrojov (Wireshark, Burp Suite Pro, Metasploit, testovaci malware a iné) na
obojstranne dohodnuté etické penetracné testovanie, ktoré svojou podstatou a ¢astami funkcionality
st dost podobné ITP. V tomto pripade vietkym tymto firmam hrozi potencidlna kriminalizacia ich
normalnej podnikatelskej ¢innosti. Zakon bohuzial ITP definuje velmi vagne, takZe tato mozZnost tam
stale existuje a je lahko zneuzitelna.

7 ,Rejdiste zloCincli a semenisté zla“ — Chovanec vyhlasil valku
anonymite na Internetu.

Minister vndtra Milan Chovanec (CSSD) ako aj mnozstvo zapadnych eurdpskych politikov (napriklad
David Cameron) podliehaju v désledku svojej technickej nevedomosti iluzii, Ze je mozné vybudovat
neanonymny Internet a zabezpedit, aby vsetci jeho pouZivatelia boli ,Stadtom overeni” vdaka ¢omu
bude mozné nadobro vyplienit ,,semeniste hnuti propagujucich zlo“[30].

Stat sa vlddcom nad Internetom a jeho obsahom je cielom nejedného svetového diktatora. Kazdy
z nich ma na to podobny, ak nie rovnaky dévod ako pan Minister — “bezpecnejsi Internet bez hnuti
propagujucich zlo”.

Je pravdepodobné, Ze pan Chovanec pred svojim populistickym prehlasenim[31] nekonzultoval
technickl realizovatelnost svojich politickych vizii s odbornou verejnostou, v nasledujicich
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odstavcom by som poukdazal na nebezpelnost tohto aj inych podobnych politickych prehlaseni
tykajucich sa proklamovanej nevyhnutnosti Statnej kontroly nad Internetom.

8 Je vobec technické mozné kontrolovat Internet a znemoznovat
anonymitu?

Bez drastickych zadsahov do sukromia ludi, zdkazu Sifrovania a monitorovania akejkolvek komunikacie
urcite nie.

Najsofistikovanejsie spdsoby $tatnej kontroly nad Internetom existuju v Cine, Severnej Kérey ¢&i
v roznych arabskych statoch. Napriek tomu:

1. Vo vSetkych tychto krajinach funguje anonymizacna siet Tor[32] (aktivistami oblubena
distribucia je Tails[33]).

2. V niektorych su blokované pristupy na tzv. adresarové uzly (,directory nodes”). Toto
obmedzenie je mozné obist pouZivanim neverejnych Tor premosteni (tzv. ,Bridge relay
nodes“[34]).

3. V niektorych krajinach je blokovana Tor komunikacia (ktord sa normalne tvari ako , https”)
pomocou DPI alebo aplikaénych firewallov. Toto je mozné obist steganografiou — vkladanim
citlivého obsahu do beZnej verejnej komunikacie) pomocou obfsproxy3[35]. Vyvojari Toru
aktivne pracuju tiez na sofistikovanejSom spdsobe obfuskacie obfs4[36].

Nutne podotknit, Ze na trh prichddzaja stidle nové a nové zariadenia vyuZivajuce rbzne
anonymizaéné technolégie (alebo VPN) umoznujice ich pouzivat okamzite bez technickych znalosti
(napriklad SafePlug[37], ktory stoji len $49).

Momentéalne v kazdej diktatorske krajine na svete je moiné obist $tatne centrdlne vynucované
kontroly Internetu a to aj napriek tomu, Ze by si ich diktatori Zelali opak.

Kedze prakticky nezakazatelné anonymizacné siete v sucasnej dobe pouZivaju nielen aktivisti
a novinari v diktatorskych krajinach, ale aj kriminalnici a teroristi, stoji za zamyslenie, ¢i da sa zaviest
efektivna kontrola pristupu k Internetu?

9 Da sa zaviest efektivna kontrola pristupu k Internetu?

Technicky nie. Obetou $tatneho Spehovania a kontroly sa stanu najbeZnejsi ludia, ktori anonymizacné
siete pouzivat nebudu. Akékolvek informacie o nich zbierané sa stanli predmetom zneuZitia
a korupcie. PoloZzme si otazku: “existuje politik, ktorému doéverujete dostatocne na to, aby ste sa
dobrovolne zbavili prava na svoje anonymné prispevky?“.

Ak ste odpovedali dno, tak vedzte, Ze obrovské mnoZstvo skusenych pouZivatelov Internetu a ludi
preferujicich slobodu ma dplne opacny nazor.

Akékolvek pokusy statu zdkazovat Internetovi anonymitu a vynucovat statom prideleny identifikator
vzdy pri pristupe do Internetu, nielenze je technicky tazko realizovatelné, ale malo by to drasticky
dopad na Internetové sukromie vSetkych obyvatelov S$tatu. Ocitlo by sa totiz v rukach
neddveryhodnych skorumpovanych politikov a ich Statneho aparatu.

Uvazovanie ,ked nerobim ni¢ zlé, nemam co skryvat” je chybné a velmi kratkozraké, kedze Statom
zbierané informacie moézu byt o véas zneuzité dalSou politickou garnitdrou, s ktorou uz vobec
sympatizovat nemusite.
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Internetovd anonymita tiez umozfiuje dosiahnit a demonstrovat existenciu alternativnej
decentralizovane]j spolo¢nosti ku statu, v ktorej neexistuje moznost centralne riadit a vynucovat
pravidla, kde obojstranné dohody su zabezpecované formou vzajomnych kontraktov.

10 Aku politicku legitimitu majua predkladatelia “diktatorskych”
zakonov?

Celoplosné Spehovanie obcanov, reguldcia a kontrola su bohuZial v sucasnej dobe stale otvorené
a obltibené politické témy v Cechach aj na Slovensku.

Ak niektord zo sucasnych statnych institucii alebo jej predstavitelov predlozi zdkon o povinnom
oznacovani Zidov Zltou hviezdou, budeme ho brat vaZne?

Ak nie, preCo potom berieme vdaine ndvrhy diktatorskych zdkonov a faSizujuce nazory Statnych
indtitdcii ako SIS, MV SR, MV CR?

Podla studie Institutu pre verejné otdzky Internet Freedom Report 2014: Slovakia, v roku 2012
slovenska policia zadala 1551 Ziadosti o odpocuvanie, z ktorych boli schvdlené prakticky vSetky
(1489), ale len 59 sa realne pouZilo v nejakom sidnom procese (to je menej ako 4 %). Vyplyva z toho,
Ze riziko nelegitimneho odpocuvania (kedy nebol spachany Ziadny trestny cin) je relativne vysoké
a preto je dobré sa vo¢i nemu branit.

11 Dopady statnych zasahov na nase sukromie

Ak $tatne institucie budu mat pristup k desifrovanej komunikacii alebo klti¢ovému materidlu svojich
obcéanov, tak je zjavné, ze tieto zakony urcite spdsobia cielené oslabenie pouzivanych krypto
systémov. Akykolvek Statny pokus o reguldciu Sifrovania degraduje ochranu digitalneho sikromia
vietkych fudi a spdsobuje zvySenie rizika odpocuvania tretimi stranami. Histdria bohuzial ukazuje, ze
»legalne odpocuvacie systémy” Statnej moci boli opakovane naburané hackermi a zneuzité na
odpocuvanie a Spehovanie nevinnych ludi [5][6].

Ak stat bude vyZadovat od vyrobcov krypto rieseni poskytovanie akéhokolvek pristupu k prenasanym
udajom ¢i kluCovému materidlu (tzv.“zadné vrdtka“), tak redlne hrozi, Ze akékolvek silné krypto
rieenia sa v Cechach a na Slovensku prestant ponukat a komeréne distribuovat. Podobna situécia
nastala pred par rokmi v Saudskej Ardbii a Spojenych Statoch Emiratskych, ktori od spolo¢nosti
Blackberry pred vstupom na ich trhu explicitne vyzadovali implementaciu ,,backdoorov” (,,zadnych
vratok”) do akejkolvek Sifrovanej komunikacie hovorov vykonanych na Uzemi tychto krajin a teda
moznost poskytndt samotnym vlddam pristup ku vsetkym hovorom([7]. Kedze Blackberry odmietlo
oslabit bezpecnost a sukromie svojich klientov, vlady tychto krajin znemoznili vstup Blackberry na ich
trh. Podobna kauza momentalne prebieha v USA, kedy federalna sluzba FBI chcela donutit spolo¢nost
Apple vytvorit a nasadit Specidlnu verziu iOS firmwareu so ,zadnymi vratkami“, ktord by im umoznila
odpocuvanie komunikacie pouZivatelov iPhone teleféonov. Apple to verejne odmietol a New Yorsky
sud pred par driami rozhodol, Ze nutit Apple do cieleného oslabenia krypto systémov svojich klientov
zo strany FBI je protiustavné.

Je potrebné si uvedomit, ze podobnou navrhovanou legislativou sa ¢eski a slovenski ob¢ania Uplne
pripravia o moznost mat dostatoéné silné rieSenia na trhu na ochranu svojho digitalneho sikromia
a paradoxne vdaka $tatu, ktory intenzivne bojuje voci cyberzlo€inu sa stand jeho fahsimi obetami.

Sucasna legislativa na Slovensku, ktora umoznuje pouzitie ITP vyhradne par vyvolenym Statnym
uradom tieZ vytvara obrovsku informacnu nerovnovahu (Spehovaci software so 0-day exploitami
mozZe pouzit len $tat — samotni obcania sa nemaju ako branit). Podobne vagna definicia ITP v zdkone
vytvara priestor pre zneuZitie (bude nasa spoloc¢nost kriminalizovana za to, Ze pouziva pre Ucel svojej
prace Spehovacie ndstroje a exploity?)
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12 Tri dovody preco vase statne urady predstavuju najvacsiu hrozbu
pre Vase digitalne sikromie

12.1 Netransparentnost

V pripade Statnych agentdr podliehajdcich utajeniu prakticky Ziadna. Nemate takmer Ziadnu moznost
zistit, aké sofistikované nastroje a zbrane uvedené statne agentlry nakupujud a v akom rozsahu (kolko
obcéanov je obetou Spehovania).

12.2 Monopol

Opakované zneuZitie pravomoci Statnych agentir (o je urcite aplikovatefné aj na SIS) nevedie
k strate reputdcie a jej pripadnemu krachu. Statne agentiry na danom UGzemi nemaju prirodzenu
konkurenciu, trhovu potrebu udrziavat si spokojnych zakaznikov a teda udrziavat si trhovu reputaciu.
To automaticky vedie k opakovanému zneuzivaniu ich pravomoci a osobne som presvedceny o tom,
Ze bez decentralizacie a demonopolizacie tychto sluZieb nie je mozné tento problém vyriesit.

12.3 Spehovaci malware softvér so 0-day exploitami

Jedna z najzdkernejsich veci, ktord sa dotyka vsetkych ludi, je silnd informacnd nerovnovaha, ktoru
softvér so 0-day exploitami (Galilelo, Gamma) vlastneny a pouZivany Statnymi agenturami a Statnou
policiou vytvara. Ako bezni obcania prakticky nemate Ziadnu moznost sa voci tymto odpocéivacim
a Spehovacim nastrojom branit. A bohuzial vo vaésine pripadov ani zistit, Ze ste obetou odpocuvania.

13 Chrante sa!

Sucasne technoldgie umoznuji do velmi slusnej miery chranit akukolvek hlasovy, textovd, ¢i inu
komunikaciu. Medzi najpopuldrnejsie ndstroje s dobrou a overenou reputaciou na Sifrovanie hlasu je
nastroj Signal private messenger [8] dostupny pre platformy Android a iOS. Alternativne nastroje su
napriklad Telegram[9] alebo Threema[10].

Pri Sifrovanej instantnej komunikacii sa neodporudaju pouzivat nesSifrované protokoly, resp.
protokoly, ktoré priamo neumoznuju end-to-end Sifrovand komunikaciu (Skype, MSN, ICQ, Google
Talk, Facebook messenger a iné). Naopak odporuca sa pouzivat XMPP protokol (napriklad Jabber)
s podporou end-to-end Sifrovania prostrednictvom OTR.

Aj napriek tomu, Ze vela bezpeénostnych expertov poklada sifrovanie vyuzitim PGP alebo S/MIME uz
za historicky prekonané (napriklad kvoli absencii PFS — ,Perfect Forward Secrecy”), poufZitie
uvedenych technoldgii na Sifrovanie emailovej komunikacie moéze vyrazne navysit ochranu vasej
komunikacie (obzvlast ak pouzivate verejné postové servery ako GMAIL, kde je moznost nainstalovat
si Mailvelope Plugin, ktory vam PGP Sifrovanie umozni).

Prakticky nevyhnutnd vec je kompletné zasifrovanie vasho disku (v pripade Microsoft Windows
pouzitim Microsoft Bitlocker pripadne pouzitim inych otvorenych nastrojov, v pripade Mac OS
FileVault, v pripade Linuxu dm-crypt/LUKS). A to sa netyka len osobného pocitaca ¢i laptopu, ale aj
vasich mobilnych zariadeni (Android podporuje kompletné Sifrovanie od verzie 3.0). V krajinach,
ktoré vynucuju poskytovanie klucového materidlu Statnym agentiram ako napriklad UK (maja tzv.
,key disclosure law”) je vhodné pouzivat aj tzv.“hidden volumes”, teda skryté ¢asti diskov, ktorych
existenciu nie je mozné dokazat digitdlnou forenznou analyzou a umoziuji vam dobre reagovat aj
v situaciach, kedy ste donuteni zo strany Statu alebo teroristov prezradit svoje heslo alebo heslovu
frazu k vasim zasifrovanym datam.
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Tiez je dolezité dbat o pouZivanie a instalaciou softvéru z déveryhodnych overenych zdrojov a jeho
neustalu aktualizaciu. To sa tyka aj aktualizacie operac¢nych systémov a ich jadier (podla uniknutnych
informacii, Spehovacie softvéry Gamma a Galileo nedisponovali funkénymi O-day exploitami na
posledné verzie iOS).
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The processes of response on computer security incidents

One of the key responsibilities of company management in mitigation of risks is the deployment of
process of response on the computer security incidents. The organization's ability to respond
effectively to the incident depends on the quality of preparation for all possible events that could
adversely affect the information assets of the enterprise.

In case of incidents related to critical information assets, handling must be based on comprehensive,
accurate analysis and prudent response. Preparation of incident response must therefore be
necessarily based on a thorough resource planning and especially on the early deployed and tested
response procedures. Implementation of incident handling process would be derived from the
correct understanding of the entire incident life cycle - from its inception to the closing and
subsequently lesson learnt.

In organizations with greater complexity of systems, it is highly recommended to pre-establish and to
continuously educate the dedicated team, whose task will be to properly respond to identified
incidents. That team will be able to take timely countermeasures to ensure the proper collection of
evidences for further investigation of the incident and any criminal implications.

The presentation describes the life cycle of the incident, activities of which is composed the incident
resolution process and also briefly summarizes the essential prerequisites for the founding of a
computer emergency response team, which could be potentially provided as an outsourced service.

Procesy riesenia bezpecnostnych pocitacovych incidentov

Jednou z klu¢ovych zodpovednosti vedenia podniku v oSetrovani rizik je zavedenie procesu riesenia
bezpeénostnych incidentov. Schopnost organizacie efektivne reagovat na identifikovany incident je
zavisla od kvalitnej pripravy na vSetky potencidlne udalosti, ktoré by mohli nepriaznivo pésobit na
informacéné aktiva podniku.

Ak sa incident tyka kritickych informacnych aktiv, jeho zvlddnutie si vyzaduje komplexné
podchytenie, presni analyzu a uvazlivi reakciu. Priprava rieSenia incidentov preto musi byt
nevyhnutne zaloZzena na dobkladnom planovani zdrojov ale najma na véasnom vybudovani
a otestovani reakénych procedudr. Implementacia procesov reakcie na bezpecnostné incidenty by
mala byt odvodena od spravneho pochopenia celého Zivotného cyklu incidentu od jeho vzniku az po
uzatvorenie a ponaucenie.

V organizacidch s vy$sou komplexitou informacnych systémov je nanajvys vhodné, aby bol vopred
ustanoveny a priebezne Skoleny Specializovany tim, ktorého udlohou bude spravne reagovat na
identifikované incidenty.

ktory bude schopny véas prijat protiopatrenia, zabezpedit zber dbkazov pre dalSie vysetrovanie
incidentu a pripadné vyvodenie pracovnopravnych alebo trestnopravnych dosledkov.

Prezentdcia opisuje Zivotny cyklus incidentu, aktivity, z ktorych je zloZeny proces rieSenia incidentu
a zaroven strucne zhfna zdkladné predpoklady pre zaloZenie timu reakcie na bezpecnostné
pocitacové incidenty, potencidlne poskytovaného aj formou outsourcingu.
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Jednou z klucovych zodpovednosti vedenia podniku pri podpore systému riadenia informacnej
bezpeénosti je zavedenie procesu riesenia bezpec€nostnych incidentov. Schopnost organizacie
efektivne reagovat na identifikovany incident je zavisla od kvalitnej pripravy na vsetky potencialne
udalosti, ktoré by mohli nepriaznivo pésobit na informacné aktiva podniku.

Ak sa incident tyka kritickych informacnych aktiv, jeho zvladnutie si vyZaduje komplexné
podchytenie, presni analyzu a uvazlivi reakciu. Priprava rieSenia incidentov preto musi byt
nevyhnutne zaloZzend na dobkladnom planovani zdrojov, ale najma na véasnom vybudovani
a otestovani reakénych procedur. Implementdcia procesov reakcie na bezpecnostné incidenty je
podmienend spravnym pochopenim celého Zivotného cyklu incidentu, od jeho vzniku, az po
uzatvorenie a ponaucenie.

Povedzme si nieco ku Zivotnému cyklu incidentu a stru¢ne aj k aktivitdm, z ktorych sa skladd proces
rieSenia bezpe¢nostného incidentu.

1 Udalost vs. incident

Bez vetra sa ani listok nepohne, ako hovori zname slovenské prislovie. Plati to aj pre bezpecnostné
pocitaCové incidenty. Podla lexikdlneho slovnika je incident neprijemna prihoda, nemild udalost
a podobne je potrebné nahliadat aj na cely proces vzniku bezpecnostného incidentu. Bez
predchadzajicej UDALOSTI neméze jestvovat INCIDENT.

Vinformacdnych technoldgiach je udalostou (ang. ,event”) akykolvek pozorovatelny jav v systémoch a
v sietach. Udalostou je prihldsenie pouZivatela, spustenie aplikacie, aktivita sietovej vrstvy
a akykolvek iny proces, ktory moéze byt potencidlne negativny, nechceny a neprijemny, napriklad aj
preto, 7e je zlomyselny. Udalost, nemusi nevyhnutne znamenat incident, méZe viak poskytnit
indicie, ktoré po vyhodnoteni mdzu odhalit nezvyklu, alebo neoéakavanu skodliva aktivitu.

Udalost, podla ITIL-u, je takd zmena stavu, ktorda ma vyznam pre manaiment konfiguraénych
poloZiek, alebo pre IT sluzbu. Termin ,,udalost” je pouZivany aj v zmysle vystrahy, alebo upozornenia
vytvoreného IT sluzbou, alebo monitorovacim nastrojom. Udalost si spravidla vyZaduje zdsah
prevadzkového personalu a ¢asto ma za nasledok vytvorenie zaznamu o incidente.

Na incident je mozné nazerat napriklad aj prostrednictvom kvality prevadzky IT sluzby. Je prirodzené,
Ze za ziaducu sa povazuje len takd prevadzka sluzby, ktora nejavi Ziadnu kvalitativnu odchylku od
pbvodnej Specifikacie. Oproti tomu, prevadzka IT sluzby, ktord ma znamky nekvality, uz moze byt
povaZovana za neZiaducu. Samotna chyba, alebo sluzba so zniZzenou kvalitou vSak eSte nie je
bezpecnostnym incidentom.

Oblast’ Ziaducej prevadzky Oblast’ neziaducej prevadzky
( ) [ B )
Korektna prevadzka Chybna prevadzka

2 Definicia incidentu

Bezpecnostny pocitacovy incident je takad skodliva udalost, v rdmci ktorej doslo ku strate dévernosti
dat, zniceniu dat, prelomeniu integrity systému, alebo obmedzeniu, ¢i odmietnutiu dostupnosti
sluzby. Mb6ze to byt akékolvek nezvykla, alebo neodakdvana aktivita, priestupok, alebo riziko
priestupku proti bezpecnostnej politike, pripadne proti akceptovatelnému pouzitiu bezpecnostnych
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politik, nesplnenie Standardnych postupov, ktoré viedlo ku takej zmene kvality sluzby, ktora je pre
organizaciu zdsadne neprijatelna.

Podla I1SO 27001 je bezpecnostny incident jedna, alebo viac neZiaducich, alebo neocakavanych
bezpeénostnych udalosti, u ktorych existuje vysokd pravdepodobnost kompromitacie cinnosti
organizacie a ohrozenie bezpecénosti informacii.

Medzindrodna norma ISO/IEC 27013, ktora pojednava o zjednotenej implementacii systému riadenia
informacnej bezpecnosti (ISO/IEC 27001) a manazmentu sluzieb IT (ISO/IEC 20000-1), odporuica
oSetrovat incidenty v informacnej bezpecnosti ako Specificky typ zdvazného incidentu (ang. ,,major
incident”). Taky postup zabezpedi, Ze:

e vedenie organizacie bude o incidente informované,
e procesy oSetrovania bezpecénostnych incidentov budu vopred stanovené,

e pre tieto procesy bude vopred uréeny a vyskoleny okruh zodpovednych zamestnancov.

3 Zivotny cyklus incidentu

Pre pochopenie jednotlivych faz bezpeénostného pocitacového incidentu je potrebné pozriet sa
najskor na incident z pohladu ¢asového rozliSenia. Incident pocas svojej Zivotnosti (ang. ,time to
live”) prechadza niekolkymi fazami, ktoré sa vzdjomne prelinaju aktoré maju réznu, v case sa
meniacu pracnost i zloZitost.

Eskaldcia Odozva na incident

Post-incidentné
SE Z ktivi
PredbeZna analyza Forenzna analyza (FDA) i

.‘\ ‘ .

Pracnost

g Udalost ‘

‘ | Trvanie reakcie

Detekénd doba Eskalacna doba

Zivotnost incidentu

Od chvile, ked' sa vyskytne skodlivd udalost, vidy uplynie isty ¢as, kym tuto udalost zodpovedné
osoby deteguju. Pravda je takd, Ze niekedy ju nedokazu detegovat vobec. Ale tdto téma by bola na
samostatnu Gvahu. ©

Po Uspesnom zisteni incidentu, je potrebny urcity ¢as na to, aby zodpovedné osoby ziskali vysledky
hrubej analyzy a aby na zaklade zistenych informacii zhodnotili udalost, ktord determinuje incident.
Tento casovy interval sa nazyva detekcia (ang. ,detection time“). KedZe najma pri vainych
incidentoch nie je v moznostiach jedného Cloveka aby reagoval na incident, je bezprostredne nutné
zabezpedit eskaldciu inym uUtvarom a vyhladanie kontaktnych osdb zucastnenych na vopred
definovanych procesoch reakcie na incident (ang. ,,escalation time*).

Eskalatnd procedura je dvojakého charakteru. Jednak je skor ¢i neskor potrebné informovat
o incidente prislusné autority v rdmci organizicie — tato vertikdlna eskalacia nazyva ,hierarchickd”,
alebo ,autoritativna®. Treba vSak mat na pamiti, ze ciefom by malo byt skratenie celkovej doby

1S2 2016 45



eskalacie s cielom ¢o najskor zacat readlne prace na odstraneni nasledkov incidentu. Vyssie postaveni
manazéri véak ku Uspesnému zvladnutiu incidentu zvycajne nedokazu prispiet viac, nez profesionalni
informatici a odbornici z oblasti informacnej bezpecnosti. Pre vyssiu efektivitu odozvy na incident
mozno iba odporucat, aby prednost vidy dostala horizontdlna, teda ,funkéna“, alebo tiez

»ykompetencna“ eskalacia.
|

Hierarchic (Authority)

Functional (Competence)

Trvanie reakcie, alebo tieZ odozva na incident (ang. ,,response time*), je ¢as ktory uplynie od detekcie
az po napravu dosledkov incidentu a ukoncenie vySetrovania. Hlavnym cielom aktivit odozvy na
incident by malo byt obnovenie funkénosti poskodenych informacnych aktiv, ich navrat do
povodného stavu, zarucenie kontinuity ¢innosti, zakonna naprava incidentu a zhromaZdenie dokazov
na podporu postupu proti vinnikom. Z toho déovodu ma odozva na incident dve samostatné casti,
ktorych ciel by sa dal zjednodusene heslovite pomenovat:

1. ,oprav a pokracuj“
2. ,vySetri a stihaj”

V organizaciach, pre ktoré su ich informacné aktiva kriticky doleZité pre pokracovanie Cinnosti, je
logicky prvou &astou vymedzenie a izolaciu incidentu a nasledna koordinacia snahy o obnovenie
funkénosti poskodenych informacii a systémov, odstranenie nasledkov incidentu, naprava skod
a pokracovanie v ¢innosti.

Popritom musi zdroven zacat raciondlny a premysleny rozbor incidentu, rozklad indikacie od
abstraktného, vSeobecného zistenia, ku konkrétnemu popisu podstaty a podrobnosti incidentu,
stanovenie otazok pre identifikdciu typu incidentu, overenie nastavenia bezpecnostnych politik,
rozpoznanie typu bezpecnostného incidentu, stanovenie patracich postupov podla prislusnej
kategodrie incidentu, klasifikacia napadnutych systémov a kompromitovanych informacii, zhodnotenie
moznych vyvolanych vplyvov na spolupracujice systémy a forenzna analyza incidentu.

Podrobny opis postupov nie je vzhladom na rdéznorodost systémov a procesov v moznostiach jedinej
prednasky. Co viak je nutné zdéraznit - undhlené reakcie s v procese rie$enia incidentov extrémne
kontraproduktivne. Bezpeénostny incident je nestandardnd udalost, ktord vyvoldva tendenciu
chaotického konania, ¢o nasledne zvysuje riziko strat. Je preto velmi ucelné, ak organizicia ma
vopred pripraveny plan reakcie a popis procesov, suvisiacich so spésobom riesenia bezpecnostného
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pocitacového incidentu, napriklad diagnosticki maticu pre urychlenie rozhodovania, najma pre
menej skdseny personal.

4 Niet nad skusenosti...

Kedysi davno vyhlasil general A. V. Suvorov zndmu vetu: , Tazko na cvicisku, lahko na bojisku“. Neda
sa, nez s tymto tvrdenim suhlasit. Prezieravé vedenie podniku v idedlnom pripade zabezpedi, Ze plan
reakcie na incident bude vopred otestovany v realistickych cvi¢eniach s modelovymi situaciami.

Poucenie zincidentu (ang. ,incident learning”, alebo ,lessons learnt”) je sucastou tzv. post-
incidentnych aktivit. Tym sa vlastne zabezpec¢i previazanost nadobudnutych skisenosti s pripravou na
buduci podobny incident.

Vymedzenie,
Priprava . , izolacia, Post-incidentné
a testovanie Detekcia Analyza naprava aktivity
nasledkov

Pokial ma organizacia primny zaujem vyhnut sa v buducnosti incidentu, ktory bol prave predmetom
rieSenia, potom je potrebné v case, ked su eSte vsSetky poznatky a skilsenosti Cerstvé, tieto
prediskutovat so vsetkymi zainteresovanymi stranami, ktoré boli si¢astou procesu riesenia incidentu.
Ako vystup ztejto diskusie je vhodné navrhnut také protiopatrenia (alebo zmenu existujlcich
protiopatreni), ktoré pomozu organizacii zlepsit:

1. droven technického zabezpecenia voci zranitelnosti, ktora bola v incidente zneuzit3,

2. schopnost reagovat na podobny incident v budtcnosti s kratsimi ¢asmi odozvy

5 SOC - CERT - MSS

Nezavisle od snahy vsetkych zucastnenych stran znizovat bezpelnostné rizika, vratane postupne
narastajuceho poctu regula¢nych poZiadaviek a vratane sprisfiujucej sa legislativy, hlavnou vyzvou
pre bezpecnostné timy je fakt, Ze IT infrastruktdra je dnes zranitelna ovela viac, nez bola v minulosti.
Utoky spdsobuju rézne negativne dopady na biznis. Poskytnut ucelent $tatistiku incidentov nie je
v moznostiach tejto prednasky, napriek tomu, Ze IBM disponuje vysledkami vlastného vyskumu
v tejto oblasti. Posledny report skupiny IBM X-Force® ,Cyber Security Intelligence Index 2016 bol
vydany len neddvno. Materidl je kdispozicii na stiahnutie napriklad na adrese
https://securityintelligence.com

Od bezpecnostnych profesiondlov sa vyZzaduje adekvatna ochrana pred hrozbami ktoré posobia na
informacné aktiva podnikov. UdrZanie kontroly nad zvysujucim sa poctom zranitelhosti a nasledne
aj pokusov o kompromitaciu informacnych aktiv je dloha s vysokym narokom na pracnost. Navyse tu
jestvuje potreba udrzZiavat Uroven znalosti bezpecnostného timu na vysokej Grovni, ¢o vytvara tlak na
na zvySovanie ceny prace.
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Riesenim tohto neprijemného stavu je zdielanie zdrojov. Organizacia moze zdielat svoje
bezpectnostné zdroje a vyuzit zdielané cudzie zdroje napriklad tym sp6sobom, Ze si bude vzajomne
»pozZi¢iavat” odborné pracovné kapacity s inymi podnikmi vo svojom odvetvi. Tomuto postupu vsak
relativne brdnia rozne reguldcie v oblasti zamestnanosti a dani. Preto ovela efektivnejSim spésobom
je vyuzit ponuku odbornych spoloénosti, ktoré sa na trhu Specializuju prave na ochranu informacnych
aktiv, t.j. pouzit na vybrané procesy bezpecénosti obchodny model zvany outsourcing.

Rozhodnutie o tom, ktory proces je mozné a vhodné outsourcovat, musi byt zaloZzené na pochopeni
hrozieb a Zivotného cyklu incidentu od vzniku zranitelnosti aZz po zotavenie sa z nasledkov
pripadného incidentu.

SOC \‘ Assessment
rezpangibility
. Reduction
Treatment

Prevention

Detection

CERT

responsibility
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Zivotny cyklus incidentu zadina jestvujucou zranitelnostou, ktora nezévisle od existencie zdroja
hrozby a nezdvisle od toho, ¢i bola hrozba identifikovana, prechddza do rizika s urcitym dopadom
a pravdepodobnostou, Ze sa hrozba uplatni a z rizika sa stane reélny incident. Naprava nasledkov
nechcenej udalosti a vyhodnotenie pouzitych postupov su uz len logickym ukonéenim Zivotného
cyklu incidentu.

A teda — ktoré casti tohto Zivotného cyklu je moziné v bezpeénostnych procesoch outsourcovat?
Odpoved je trividlna: vSetky...

Jediny proces, ktory je nanajvy$ vhodné ponechat si v podniku pod vlastnou kontrolou je riadenie
informacnej bezpecnosti (,information security governance®). V niektorych odvetviach, napriklad
v bankovnictve, je outsourcing riadiacich procesov priamo zamedzeny legislativne, alebo nariadenim
regulatora trhu.

Struéne ku skratkdm uvedenym v nadpise:

e Pokial su predmetom outsourcingu procesy, ktoré priamo suvisia s reakciou na bezpecnostny
pocitacovy incident, tim, ktory tieto procesy zabezpecuje sa nazyva CERT (,Computer Emergency
Response Team”). CERT je sice predovSetkym ndzov timu, ale rovnaka skratka sa zvycajne
pouziva aj pre samotnu sluzbu.

e Ak su outsourcované aj procesy, ktoré maju suvis s hodnotenim zranitelhosti, zniZzovanim urovne
hrozieb a oSetrovanim rizik, potom sa jedna o proces zvany SOC (,,Security Operations Centre”).

pe

e Aak su tieto sluzby poskytované zo strany tym spO0sobom, Ze outsourcer sa ,na klu¢” postara
o nejaku ucelend ¢ast IKT infrastruktiry podniku, pouZiva sa nazov Riadené bezpecénostné sluzby,
so skratkou MSS (,,Managed Security Services”)
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6 Zaver

V organizdcidch s vyssou komplexitou informacnych systémov je nanajvys vhodné, aby bol vopred
ustanoveny a priebezne 3koleny Specializovany tim, ktorého uUlohou bude spravne reagovat na
identifikované incidenty, ktory bude schopny vcas prijat protiopatrenia, zabezpecit zber dékazov pre
dalSie vySetrovanie incidentu a pripadné vyvodenie pracovnopravnych, alebo trestnopravnych
dosledkov. Formalna definicia typov udalosti, ktoré pre organizaciu znamenaju incident, je doleZitou
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vstupnou podmienkou pre zavedenie procesov rieSenia pocitaCovych incidentov. Avsak je to len
prvym krokom zo série naslednych zmien procesov, ktoré by podniku mali zarucit schopnost
efektivneho vysporiadania sa s rizikami, ktoré sa stali beZznou suc¢astou modernej doby.

Schopnost podniku efektivhe pokryt bezpetnostné procesy, najma procesy rieSenia bezpetnostnych
incidentov méze byt podporend aj zo strany externych spolo¢nosti, zameranych na tuto oblast.
Outsourcing bezpec€nosti nie je nemozny. Je len potrebné citlivo zvazit kvalitu a kvalifikaciu
potencidlneho outsourcera a extern podporu bezpecnosti zalozit na dobrych vztahoch, optimalne aj
zazmluvnenych prostrednictvom Zmluvy o Urovni poskytovanych sluzieb (SLA) aZmluvy
o mlicanlivosti (NDA).
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The Cyber Security Act — one year later
Zdkon o kybernetické bezpecnosti — rok poté

Adam Kucinsky
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Adam Kucinsky is a graduate of the Faculty of Law and Faculty of Economics and Administration
Masaryk University. He deals with, among other things, crisis management and critical infrastructure.
Before ending Master's degree at the Faculty of Economics and Administration, he started working
for the National Security Authority, where he works at the National Cyber Security Centre. His main
activity is the identification of critical information infrastructure, implementation of the Cyber
Security Act and compliance audits.

Adam Kucinsky je absolvent Pravnické a Ekonomicko-spravni fakulty Masarykovy university v Brné.
Zabyva se, mimo jiné krizovym Fizenim a kritickou infrastrukturou. Pfed dokonéenim magisterského
studia na Ekonomicko-spravni fakulté nastoupil na Narodni bezpecnostni Ufad, kde pusobi
v Narodnim centru kybernetické bezpecnosti. Jeho hlavni Cinnosti je urcovani kritické informacni
infrastruktury, implementace zakona o kybernetické bezpecnosti a kontrola plnéni povinnosti z néj
vyplyvajicich.

The Cyber Security Act — one year later

With the society's growing dependence on information technology, the criticality of failure and the
growing number of cyber attacks there is a need to comprehensively address this issue. The Czech
Republic recognizes these challenges and as the result, the National Cyber Security Centre (NCSC)
was established. Accordingly the Cyber Security Act was adopted and is in force from 1% January
2015. Based on the fact that for some entities the transitional period has passed, the compliance
audits for cyber security commenced. How is the Act implemented? What problems are the
compulsory subjects facing and what are the experiences from the first audit? What can we expect
from newly created European directive on network and information security (NIS) and what are the
main differences compared to the current national regulations? All this will be addressed in the
presentation.

Zdakon o kybernetické bezpecnosti — rok poté

S rostouci zavislosti spoleCnosti na informacnich technologiich, kriticnosti jejich selhani
a vzrastajicimu poctu kybernetickych Gtokd roste potieba tuto problematiku komplexné fesit. Ceska
republika si je vySe uvedeného védoma a ve svétle aktudlniho vyvoje se na tento fenomén pfipravuje.
Z téchto dlvodl bylo zfizeno Narodni centrum kybernetické bezpecnosti (NCKB) a prijat zakon
o kybernetické bezpecénosti, ktery je Gcinny od 1. ledna 2015. Nékterym subjektim spadajicim pod
zékon jiz také uplynuly prechodné lhity pro plnéni povinnosti a v zavislosti na tom byly spustény
kontroly. Jak se zakon dafi implementovat, jakym problémdm po roce Gcinnosti povinné subjekty celi
a jaké jsou zkus$enosti z prvnich auditi? Co pfinese nové vytvorend evropska smérnice o bezpecénosti
siti a informaci (NIS) a jaké jsou hlavni rozdily oproti sou¢asné narodni Gpravé? Na tyto i dalsi otazky
se prispévek pokusi odpovédét.

52 IS2 2016



1 Zakon o kybernetické bezpecnosti

Od 1. 1. 2015 je ucinny zakon ¢. 181/2014 Sb., o kybernetické bezpecnosti a o zméné souvisejicich
zakon( (zakon o kybernetické bezpecnosti) a jeho provadéci pravni predpisy — vyhlaska ¢. 316/2014
Sh., o bezpecnostnich opatfenich, kybernetickych bezpeénostnich incidentech, reaktivnich opatrenich
a o stanoveni nalezZitosti podani v oblasti kybernetické bezpecnosti (vyhlaska o kybernetické
bezpecénosti) a vyhlaska ¢. 317/2014 Sb., o vyznamnych informacnich systémech a jejich urcujicich
kritériich. Soucasné s tim bylo novelizovano nafizeni vlady ¢. 432/2010 Sb., o kritériich pro uréeni
prvku kritické infrastruktury. Témito kroky byl poloZzen pravni zaklad pro ochranu Zivotné dullezitych
informacnich a komunikaénich systém(. Ceska republika se tak stala jednou z prvnich evropskych
zemi, kterd zavedla takto komplexni legislativu vénuijici se oblasti kybernetické bezpecnosti.

Hlavnim dlivodem této regulace byla na strané jedné rostouci zavislost spolec¢nosti na informacnich
a komunikacnich technologiich (ICT), jejich vzadjemna integrace a rostouci potencial dopadl v pfipadé
jejich selhani napt. kvali vzrastajicimu poctu kybernetickych Gtokd. Na strané druhé pak absence
povinnych bezpecnostnich standardd kybernetické bezpecnosti a potfeba zajisténi koordinovaného
postupu zajisténi kybernetické bezpecnosti zejména u systémU dulezitych pro stat. Cilem zdkona
o kybernetické bezpecnosti a jeho provadécich pravnich predpist je tak pfedevsim stanoveni zakladni
urovné bezpecénostnich opatieni a zlepseni detekce kybernetickych bezpecnostnich incidentl. Zakon
proto zavadi pro urcité subjekty povinnost hlaseni kybernetickych bezpecnostnich incidentd,
zavedeni bezpecnostnich standard( a upravuje cinnost dohledovych pracovist, takzvanych CERT
(Computer Emergency Response Team) a CSIRT (Computer Security Incident Response Team). Zakon
vedle toho také zavadi systém opatteni k reakci na kybernetické bezpeénostni incidenty.

2 Na koho zakon dopada

Zakon o kybernetické bezpecnosti dopada zejména na organy a osoby (subjekty), uvedené v jeho § 3.
Téchto skupin je pét a jednd se o:

a) poskytovatele sluzby elektronickych komunikaci a subjekty zajistujici sit elektronickych
komunikaci,

b) organy nebo osoby zajistujici vyznamnou sit,
c) spravce informacniho systému kritické informacni infrastruktury,
d) spravce komunikacniho systému kritické informacni infrastruktury,

e) spravce vyznamného informacniho systému.

Pro presné stanoveni, kdo je povinnym subjektem, je nutné jednotlivd ustanoveni § 3 zakona
o kybernetické bezpecnosti blize rozebrat.

V pfipadé poskytovatell sluzby elektronickych komunikaci a subjekt( zajistujici sit elektronickych
komunikaci je potfeba vychazet ze zdkona ¢. 127/2005 Sb., o elektronickych komunikacich a 0 zméné
nékterych souvisejicich zakon( (zakon o elektronickych komunikacich), ve znéni pozdéjsich predpisu.
Tyto subjekty uréovany nejsou a pfi jejich identifikaci je nutno vychazet z definic uvedenych v § 2
pism. f) a n) zminéného zdkona o elektronickych komunikacich.

Organem nebo osobou zajistujici vyznamnou sit je subjekt, zajistujici pfimé zahraniéni propojeni do
vefejnych komunikacnich siti nebo zajistujici pfimé pripojeni ke kritické informacéni infrastrukture.
Podobné jako u predchozi skupiny povinnych osob urcovani jako takové neprobiha a subjekty se
identifikuji samy na zakladé definice. S jejich identifikaci je spojen problém ohledné toho, Ze tyto
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subjekty ¢asto nevédi, Ze pripojuji prvek kritické informacni infrastruktury, coz je jedna z urcujicich
podminek.

Prvky kritické informacni infrastruktury (dale také Kll) podle § 3 pism. c) a d) urcuje Narodni
bezpeénostni ufad (NBU) podle kritérii stanovenych nafizenim vlady ¢. 432/2010 Sb., o kritériich pro
uréeni prvku kritické infrastruktury. Proces urcovani probihd podle zidkona ¢. 240/2000 Sb.,
o krizovém fizeni a o zméné nékterych zakonu (krizovy zakon). Obecné se jednd o takové informacni
a komunikaéni systémy, jejichz naruseni by mohlo mit zavainy dopad na bezpecnost statu,
zabezpeceni zakladnich Zivotnich potfeb obyvatelstva, zdravi osob nebo ekonomiku. Pro predstavu
jsou to napfiklad systémy, na kterych jsou zcela nebo vyznamné zdvislé dalSi prvky kritické
infrastruktury, napf. elektrarny, pfenosové soustavy elektrické energie, nékteré banky apod. Jde tedy
Ceské republiky, na které se krizovy zakon nevztahuje. Uréovéni provadi NBU na zékladé
oboustrannych jednani se spravci a na zakladé analyz takovych systém0. NemUzZe tedy dojit k tomu,
Ze by byl prvek urcen, aniz by o tom prfedem jeho spravce védél. Urcovani je rozdilné podle povahy
subjektl. Kriticka informacni infrastruktura ve spravé organizacnich slozek statu je urcovéana
usnesenim vlady, kdy jeho neverejnd pfiloha uvadi seznam téchto prvkd. Prvky KlIl ve spravé
ostatnich subjektd pak uréuje NBU opatienim obecné povahy.

Posledni skupinou povinnych subjektl jsou spravci vyznamnych informacnich systém (dale také
VIS). Spravcem VIS mUzZe byt pouze organ verejné moci, pricemz podle § 3 odst. 2 vyhlasky 317/2014
Sb. vyznamnym informacnim systémem neni informacni systém, jehoZ spravcem je obec. Vyznamné
informacni systémy (VIS) museji mimo vySe uvedené naplnit kritéria stanovend vyhlaskou
¢.317/2014 Sb. Zjednodusené to jsou takové informacni systémy, které jsou svou funkci dilezité,
nicméné dopady jejich naruseni nedosahuji zdvaznosti urcené krizovym zdkonem pro kritickou
informacni infrastrukturu. Naruseni bezpecnosti informaci v téchto informacnich systémech by pak
mohlo omezit nebo vyrazné ohrozit vykon plsobnosti organu verejné moci. V souladu s tim, nejsou
jako VIS uréeny systémy v soukromé sfére. Posouzeni naplnéni kritérii pro VIS provadi sam spravce
systému, ktery v pfipadé naplnéni téchto kritérii nahlasi kontaktni Gdaje NBU pomoci formulare
z pfilohy €. 7 k vyhlasce ¢. 316/2014 Sb.

Aby tedy byl urlity systém urcen jako KIl nebo VIS musi splfiovat urcitd kritéria stanovena
legislativou. Jednak to jsou kritéria urcujici miru zavaznosti dlsledkd naruseni téchto systém (u Kl
se nazyvaji prarezovd, u VIS dopadovd) a dale odvétvova kritéria (u VIS oblastni), ktera vymezuji
pouze nékteré klicové oblasti, které jsou pro stat resp. pro zajiSténi jeho spolecenskych
a hospodarskych funkci dalezita. Pro urceni musi dany systém splnit z kazdé skupiny kritérii alespon
jedno.

3 Pozadavky vyplyvajici ze zakona

Na povinné osoby klade zakon mnoZstvi poZadavkl. Nejvétsi mira regulace se tyka spravcu kritické
informacni infrastruktury a vyznamnych informacnich systémua. Tyto povinnosti jsou blize upresnény
provadéci vyhlaskou ¢. 316/2014 Sb. oznacovanou jako vyhlaska o kybernetické bezpecnosti. Jedna
se o0 opatreni vychazejici zejména z norem fady 27 000 o systému fizeni bezpecnosti informaci (ISMS)
a metodik COBIT, CRAMM, RAMSES apod. Rada téchto opatfeni a zdsad je vyuZitelnd pro viechny
subjekty, které chtéji ridit bezpecnost informaci a minimalizovat dopady rizik v oblasti kybernetické
bezpecnosti, i kdyZz nejsou povinnym subjektem ze zdkona. Povinnosti, které subjektim zakon
o kybernetické bezpecénosti uklada lze rozdélit do Ctyf skupin.

3.1 Hlaseni kontaktnich udajt

Zakladni povinnost, kterou museji splnit vSsechny povinné subjekty. KIl a VIS hlasi kontaktni udaje
vladnimu CERT, ktery provozuje NBU. Vedle spravc@ Kl a VIS tuto povinnost museji splnit i dal$i dvé
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povinné osoby ze zakona o kybernetické bezpecnosti, tedy poskytovatelé sluzby elektronickych
komunikaci a subjekty zajistujici sit elektronickych komunikaci a organy nebo osoby zajistujici tzv.
vyznamnou sit. Tyto subjekty hlasi kontaktni Udaje narodnimu CERT, ktery v soucasné dobé
provozuje sdruzeni CZ.NIC na zakladé vefejnopravni smlouvy s NBU.

3.2 Hlaseni kybernetickych bezpecnostnich incidentu

Zakon v § 8 zavadi povinnost hlasit kybernetické bezpec¢nostni incidenty pro organy a osoby zajistujici
vyznamnou sit, spravce kritické informacni infrastruktury a spravce vyznamného informacéniho
systému. Spravci KIl a VIS hlasi vlddnimu CERT, zatimco vyznamné sité hlasi incidenty narodnimu
CERT. Vyhlaska ¢. 316/2014 Sb. pak stanovi typy a kategorie kybernetickych bezpecnostnich
incidentd, naleZitosti a zpUsob jejich hlaseni.

3.3 Zavedeni bezpecnostnich opatieni

Spravci KIl a VIS jsou povinni v souladu s § 4 zdkona zavést bezpecnostni opatfeni. Bezpecnostni
opatfeni lze rozdélit na organizacni a technickd. Do organizacnich opatfeni lze zahrnout zavedeni
systému fizeni bezpecnosti informaci, fizeni rizik, zavedeni bezpecnostni politiky, stanoveni
poZadavkl na dodavatele apod.

3.4 Podfizeni se opatfenim vydanym NBU

Vedle vySe uvedenych povinnosti zakon zavadi systém opatieni, tedy ukon(, kterych je treba
k ochrané informacnich systémd nebo sluZeb a siti elektronickych komunikaci pred hrozbou,
incidentem, anebo pokud jiZ incident nastane a je tfeba jej feSit. Tato opatfeni zakon rozdéluje na
varovani, reaktivni opatfeni a ochrannd opatfeni. K vydavani téchto opatieni je povéfen NBU.
Zatimco varovani jsou vyddvana jako informace a povinné osoby se jimi fidit nemusi, u reaktivnich
a ochrannych opatfeni je jiz vynutitelnost pfipusténa. Ochranna i reaktivni opatfeni museji provadét
spravci Kl a VIS vidy, kdyZ jsou vyddna. Zbyvajici dvé povinné osoby pak museji provadét opatfeni
reaktivni a to pouze za stavu kybernetického nebezpedi nebo za nouzového stavu.

4 Soucasny stav implementace zakona

Bezprostfedné po vstupu zakona o kybernetické bezpecnosti v Gcinnost zahdjil Narodni bezpecnostni
Urad urovani kritické informacni infrastruktury. Proces ur€ovani byl zahajen u organizacnich slozek
statu, konkrétné u ministerstev a jinych Ustfednich spravnich uradd. Vysledkem bylo uréeni prvnich
45 prvkd KIl v kvétnu 2015. Nasledovala zbyvajici ¢ast statni spravy a soukromy sektor. Tento proces
stale probiha a Ize fici, Ze vzhledem k velmi dynamickému prostiedi bude probihat i v budoucnu.

V ramci uréovani Kll probéhlo vice nez 170 jednani se statnimi i soukromymi subjekty, na kterych byly
posuzovany dopady v pfipadé naruseni bezpecnosti informaci vtéchto systémech a naplnéni
stanovenych kritérii. Vysledkem téchto jednani bylo 19 opatieni obecné povahy urcujici 50 prvkd Kl
ve spravé soukromych subjektl ¢i statnich podnik( a dvé usneseni vlady urcujici 48 prvku Kll v rukou
17 organizacnich sloZek statu. Jde o kontinualni proces, ktery stale pokracuje.

Vyznamné informacni systémy jsou uvedeny vyétem v pfiloze €. 1 vyhlasky ¢. 317/2014 Sb. Soucasna
pfiloha uvadi vycet 92 VIS ve spravé 36 organl verejné moci. Vedle toho zakon pripousti moznost tzv.
samouceni. Spravce ma povinnost posoudit, zda systémy, které spravuje, splfiuji stanovena kritéria
pro VIS. V pfipadé, Ze nékteré jeho systémy tato kritéria splni, ma povinnost takovy systém nahlasit.
Na zakladé pomérné podstatnych zmén ohledné uréenych VIS od Géinnosti vyhlasky ¢. 317/2014 Sb.
je ptiloha €. 1 nyni novelizovana a nachazi se v Legislativni radé vlady. V soucasné dobé je evidovano
cca 153 VIS ve spravé cca 55 organi verejné moci.
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5 Kontrola plnéni povinnosti u spravcu kritické informacni
infrastruktury a vyznamnych informacnich systému

Kontrolu v oblasti kybernetické bezpe&nosti vykonava NBU. Utad podle § 23 zidkona kontroluje, jak
organy a povinné osoby plni zdkonem stanovené povinnosti, pfipadné povinnosti uloZzené v ramci
reaktivnich a ochrannych opatfreni. Vykon kontroly se fidi zakonem ¢. 255/2012 Sbh., o kontrole
a probiha podobné jako audit ISMS (Information Security Management System). Kontroly jsou
provadény na zakladé planu auditu a jsou kontrolovanému ozndmeny cca 14 — 30 dni pfed kontrolou.
Pred kontrolou jsou také poskytnuty informace o tom, jak se na audit pfipravit a kontrolovanému je
zaslan predbézny program auditu. Program auditu obsahuje ¢asovy harmonogram auditnich innosti
a na konci kontroly je upraven podle skutec¢ného pribéhu. Audit se zaméruje na cca 100 — 150
kontrolnich bod( z vyhlasky ¢. 316/2014 Sb. a je provadén metodou vzorkovani. Vysledkem kontroly
je protokol obsahujici pfipadné nalezy. Jako prvni byly kontroly zahdjeny u spravcd VIS, kterym jiz
vyprselo prechodné obdobi pro zavedeni zakona. V jejich ptipadé trvala kontrola cca 2 — 3 dny.
U spravcl KIl prozatim kontrola zahajena nebyla, nebot ro¢ni prechodné lhity pro zavedeni opatreni
jesté neuplynuly, ale podle predbéznych odhadd by méla kontrola trvat zhruba 2 — 8 dni. Vidy vsak
zalezi na rozsahu kontrolovaného systému.

V prvnim kvartale 2016 probéhlo 5 kontrol a bylo zkontrolovdno na 382 kontrolnich bodd. V priméru
byly identifikovany 4 neshody na jeden subjekt. Mezi nej¢astéjSimi auditnimi zjiSténimi prevladaji
nedostatky formalniho charakteru, jako je naptiklad neplatnd ¢i nefizend dokumentace,
nedodrZovani interné stanovenych postup(, nedostatecné fizeni aktiv a rizik nebo nedostatky planu
zvladani rizik. Obecné lze fici, Ze spoluprace s kontrolovanymi subjekty je na dobré Urovni. Kontroly
dale pokracuji i v druhém kvartdle 2016.

6 Smeérnice NIS

Stéle rostouciho vyznamu kyberprostoru i dopadd v pfipadé naruseni nékterych sluzeb, které
poskytuje si je védoma i Evropska unie. Jiz v roce 2013 byl pfedlozen Navrh smérnice Evropského
parlamentu a rady o opatrenich k zajisténi vysoké spolecné Urovné bezpecnosti siti a informaci v Unii,
tzv. smérnice NIS (dale jen smérnice). Cesta k vytvoreni konecného znéni této smérnice byla nicméné
dlouha a skoncila az v letoSnim roce. Smérnice je vypracovdna a bude predlozena ke schvaleni
pravdépodobné v pribéhu kvétna tohoto roku. Smérnice vstoupi v u¢innost dvacatym dnem po
vyhlageni v Urednim véstniku Evropské unie. Uginnost tedy lze pfedpokladat v srpnu tohoto roku,
terminy se vsak mohou zménit. Lh(ta na transpozici do narodniho prava cini 21 mésicl od Gc¢innosti
smérnice. NBU jiz zacal s pfipravou transpozice, probihaji analyzy shody s narodni legislativou
a analyzy dopadu. V tomto ohledu byla oslovena odborna vefejnost a partnefi z fad statni spravy.

Smérnice zavadi poZadavky na bezpecnost a oznamovani incidentl pro urcité vybrané informacni
systémy, které rozliSuje na dvé skupiny. Jsou jimi tzv. provozovatelé zakladnich sluZeb
a poskytovatelé digitalnich sluZeb.

Provozovatelem zdkladnich sluzeb je podle smérnice subjekt poskytujici sluzbu, kterd je z hlediska
zachovani kli¢ovych Cinnosti pro spolecnost nebo hospodarstvi zakladni a poskytovani této sluzby je
zavislé na sitich a informacnich systémech. PFi hodnoceni zavaznosti dopadl incidentu v téchto
sluzbach maiji ¢lenské staty zohlednit minimalné pocty uzivatel( zavislych na dané sluzbé, dopad na
hospodarstvi, spolecenské funkce nebo bezpecnost, velikost obsluhovaného Uzemi, dostupnost
alternativ a podil na trhu. Odvétvi, ve kterych podle smérnice provozovatelé zakladnich sluzeb
operuji, pak uvadi priloha Il. smérnice. Tato odvétvi se ¢astecné prekryvaji s odvétvimi stanovenymi
nafizenim vlady ¢. 432/2010 Sh. pro kritickou infrastrukturu, resp. kritickou informacéni infrastrukturu.
Pro provozovatele zakladnich sluZeb plati zasada minimalni harmonizace, kdy si ¢lenské staty mohou
stanovit prisnéjsi povinnosti tykajici bezpecnosti, nez vyZzaduje smérnice.
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Druhou skupinou subjektd, které smérnice reguluje, jsou poskytovatelé digitalnich sluzeb. Témi jsou
ve smyslu smérnice subjekty poskytujici sluzby on-line trzisté, cloud computingu a internetové
vyhledavade. Povinnosti vyplyvajici ze smérnice pro tyto subjekty jsou niZsi neZ u provozovatell
zakladnich sluzeb a maji byt zavedeny pfimérené s ohledem na miru existujiciho rizika. Zaroven zde
plati tzv. zasada maximalni harmonizace, kdy subjekt nem(ze byt regulovan pfisnéji, nez dovoluje
smérnice.

Smérnice dale uklada clenskym statlm vytvofit strategii pro bezpecnost siti a informaci, stanovit
bezpecnostni poZzadavky pro zajisténi bezpecnosti siti a informacnich systém(, ustanovit pfislusné
organy v této oblasti a ,skupiny pro reakci na incidenty v oblasti politacové bezpecnosti” atd. Je
moiné podotknout, 7e Ceskd republika ma jiz mnoistvi povinnosti vyplyvajicich ze smérnice
zavedeno a je nutné ndrodni legislativni rdmec upravit tak, aby byl se smérnici plné v souladu.
Smérnice se tak jevi jako vhodna zejména pro ty staty, které s kybernetickou bezpecnosti teprve
zacinaji.

Zdroje

[1] zakon ¢. 181/2014 Sb., o kybernetické bezpecnosti a o zméné souvisejicich zakonl (zédkon
o kybernetické bezpecnosti).

[2]  zakon ¢.240/2014 Sb., o krizovém Fizeni a 0 zméné nékterych zakon( (krizovy zdkon).

[3] zakon €. 127/2005 Sbh., o elektronickych komunikacich a o zméné nékterych souvisejicich
zakon( (zékon o elektronickych komunikacich).

[4] Vyhlaska ¢. 316/2014 Sb., o bezpecnostnich opatfenich, kybernetickych bezpecnostnich
incidentech, reaktivnich opatfenich a o stanoveni naleZitosti podani v oblasti kybernetické
bezpecnosti (vyhlaska o kybernetické bezpecénosti).

[5] Vyhlaska ¢. 317/2014 Sb., o vyznamnych informacnich systémech a jejich urcujicich kritériich.

[6] Nafizenivlady ¢. 432/2010 Sh., o kritériich pro urceni prvku kritické infrastruktury.
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What is Information?
Informace ~ Informace?

John Rogers Searle
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" & "| John Rogers Searle
searle@berkeley.edu

John Rogers Searle is an American philosopher and the Professor of Philosophy at the University of
California, Berkeley. Widely noted for his contributions to the philosophy of language, philosophy of
mind and social philosophy. He began teaching at Berkeley in 1959. He received the Jean Nicod Prize
in 2000, the National Humanities Medal in 2004, and the Mind & Brain Prize in 2006. Among his
notable concepts is the “Chinese room” argument against “strong” artificial intelligence.

John Rogers Searle je americky filosof a profesor filosofie na University of California v Berkeley. Je
Siroce znamy diky svym prispévkim v oblasti filozofie jazyka, filozofie mysli a socidlni filozofie. Na
univerzité v Berkeley zacal ucit v roce 1959. V roce 2000 ziskal cenu Jeana Nicoda, v roce 2004
Medaili narodnich humanitnich véd a v roce 2006 cenu Mysl & Mozek. Mezi jeho pozoruhodné
koncepty patfi argument ,,¢inského pokoje” vicéi tzv. ,silné” umélé inteligenci.

What is Information?

Just about all of the crucial notions in cognitive science are systematically ambiguous between an
intrinsic, or observer-independent, sense and a derived, or observer-relative sense. In the intrinsic
sense, all information is in conscious beings like us. The information in computers is like the
information in books. It is all metaphorical or observer relative. The failure to understand these
distinctions is responsible for a lot of horrible mistakes that | will correct in this talk.

Informace ~ Informace?

Vsechny klicové pojmy v kognitivnich védach jsou systematicky dvojznacné mezi pfirozenym smyslem
nezavislym na pozorovateli a odvozenym smyslem zavislym na pozorovateli. V pfirozeném smyslu
jsou veskeré informace védomé bytosti jako jsme my. Informace v pocitacich je jako informace
v knihach. Jsou zcela metaforické nebo zavislé na pozorovateli. Nepochopeni téchto rozdili vede
k mnoha hroznym omyllim, které se budu snazit napravit v mé prezentaci.
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Modern Security Operations in Bank Sector
Moderni provoz bezpecnosti v bankovnim sektoru

Roland Supper
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Roland Supper
roland.supper@googlemail.com

Roland Supper graduated from the University of Applied Sciences in Vienna. He then started to work
as a network and security specialist in the finance sector. Since 2010, he has been employed with s IT
Solutions Spardat GmbH, the IT provider of Erste Group and saving banks in Austria, where he built
up the Critical Incident Response Center (CIRC) and currently holds the post of the CISO. As such he is
responsible for Security Operations (SecOps), steering people, processes and tools, necessary to
secure data for one a systemically important financial institute in Austria. Heading the department
Cyber Defense Center, he is also leading the Erste Group competence center Security Operations &
Workplace Security. Additionally, he is working as lecturer at the University of Applied Sciences in
Vienna, teaching bachelor and master degree students in the field of IT Security.

Roland Supper vystudoval Universitu aplikovanych véd ve Vidni. Poté plsobil jako sitovy
a bezpecnostni specialista ve finanénim sektoru. Od roku 2010 pracuje ve spolecnosti IT Solutions
Spardat GmbH poskytujici IT sluzby finanéni skupiné Erste Group. Zde vybudoval CIRC (Centrum
kybernetické bezpecnosti) a zdroven zde zastdva roli CISO. Je zodpovédny za provoz v oblasti
kybernetické bezpecnosti a koordinaci vSech nezbytnych zdrojd, procest a nastroju pro systematické
zabezpeceni dat vyznamné financéni instituce v Rakousku. Je také zodpovédny za vedeni
kompetenéniho centra ,Security Operations”, které zajistuje expertni sluzby pro vSechny centralni
infrastruktury i koncova zafizeni v ramci celé skupiny Erste Group. Ddle prednasi IT bezpecnost pro
studenty bakaldrského a inZenyrského programu na Université aplikovanych véd ve Vidni a je
aktivnim ¢lenem rakouského ,Trust Circle” (Tym spoluprace ve financich pfi CERT.at a rakouského
spolkového kanclére).
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Modern Security Operations in Bank Sector

Nowadays the financial sector is facing an intense increase of new regulations from different
authorities as the European Central Bank, local finance market authorities, or the EU cyber security
agenda, especially in the field of cyber security. To comply with this regulations, it is essential to
evolve from traditional defenses to active incident response. Understanding the actual situation at
the banking market and the need to uprate their core business into a digital one, SecOps
responsibilities must detect and react in time at threats and determine between small security
incidents and real data breaches within minutes. To cope with this challenging situation, it is
prerequisite to bundle up resources and cooperate close with internal and external entities to share
knowledge and experience. This talk focus on aspects and best practice methods for modern security
operations at the bank sector, and points out a wide range of changes and the need for a paradigm
shift for existing cyber security strategies.

Moderni provoz bezpecnosti v bankovnim sektoru

V soucasné dobé je finan¢ni sektor pod intenzivnim tlakem bezpecnostnich hrozeb a také novych
regulaci v oblasti kybernetické bezpecnosti od rlznych autorit — od Evropské centrdlni banky,
narodnich regulator( nebo i EU Kybernetické agendy. UdrZet krok s témito trendy znamena posun
v oblasti kybernetické bezpecnosti od tradi¢nich ,,obrannych” opatfeni k ,aktivnimu” zpUsobu
prace... Bankovni sektor se navic stava vice digitalnim a tymy, které se staraji o provoz bezpecnosti
(SecOps), museji vCas rozpoznavat a reagovat na nové hrozby, rozliSovat mezi malymi incidenty
a skute¢nym utoky ¢i zavaznymi uniky dat, a to vSe béhem nékolika minut. Nezbytnym predpokladem
pro zvladnuti této narocné situace je sdruzit vSechny dostupné zdroje, Uzce spolupracovat s internimi
a externimi subjekty a vyuzit vSechny dostupné znalosti i zkuSenosti. To vSak vyznamné méni
paradigmata tradi¢né uzivand v oblasti kybernetické bezpeénosti do nového a moderniho stylu
provozu kybernetické bezpeénosti v bankovnim sektoru.

1S2 2016 63



1 Challenges for Security Operations in Finance

Over the last decade, the security landscape for the finance industry has changed dramatically.
Having branches in every bigger village, close physical presents to customers in the region and
dealing with physical assets (cash, gold, credits, properties...) have been the typical business activities
of banks in the past.

In the back office of course, the finance industry has ever been a driver of automatization,
continually expanding their computer capacities (#mainframe) to be able to handle more and more
complex finance operations in less time.

Today, the crown jewels of banks have changed in most cases from physical to digital assets. The
branch network of banks is constantly down sized, retail customers are urged to use digital media for
their business with the bank, including online counseling talks and completion of deals. Protecting
these channels in a fully digitized environment with a very fast changing and complex security
landscape, can be very challenging for each service provider in the finance industry.

1.1 Cyber Security Challenges

The evolvement from standard malware threats, used by individuals and distributed randomly all
over the world, towards highly organized groups of experts executing targeted attacks against
individual companies, is for sure one of the trigger for rethinking the own cyber defense strategy.
Following a short excerpt of some of those challenges:

1.1.1 Sophisticated Malware

The fact that traditional Anti-Virus (AV) software is not able to detect and block each single malware
thrown on it, is well known. But why is it that difficult for AV systems to fight these threats?

One of the reasons is, that most AV’s rely on a signature based detection engine. If we analyze the
ecosystem of malware code writing, it quickly comes up that the base code can utilize a series of
hiding technics, such as cryptors, protectors, packers or binderns. Each iteration leads to a changed
code, which makes it even more difficult for signature based AV’s to detect this.

In the past, well prepared phishing campaigns have come up with fast changing attack vectors (word,
pdf, web-link, dropbox-links). The delivered malware code and the dropzone IP’s are typically
changed within 24-48 hours. This makes it very hard for traditional AV’s at the perimeter (mail,
proxy,...) and at endpoints (clients, servers) to fight such kind of malware.

A rising and very aggressive malware family is Ransomware. This type of malware uses similar
methods to distribute itself (phishing), but uses additional distribution methods as well (drive by
downloads, social media, ...). Annoying enough that it is very hard to block this kind of malware,
which will encrypt the data at the client and your connected network shares, in most cases there is
currently no way to break this strong encryption. Nobody want to pay a high amount of bitcoins to
the kidnapper, so hopefully you can draw on good backup mechanisms.

1.1.2 Fraud

As mentioned in the introduction, the bank business is more and more digitized. This change in the
finance industry, means also a shift from bank robbery towards online fraud practices. We can
distinguish between several different types of fraud.

Customer fraud targets the digital wallets of bank clients, mostly using phishing mails as entry point
to drop sophisticated malware, which is able to manipulate transactions. More advanced attacks
include social engineering components (#VHISHING) which trick the client into disclose sensitive
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information or to click on suspicious links. To compete with two-way authentication technics,
modern malware infects not only the PC/laptop, but moreover the mobile device as well.

Another type of this category are insider threats. With a link to dissatisfied employees with access to
transaction systems, or privileged users (administrators) those who can access sensitive systems and
data, insider fraud is very challenging to handle for any security department. Often such a fraud case
hit the IT out of nowhere if suddenly the internal Audit department knocks on the door, hand in hand
with public prosecution and request very detailed information (logs on every layer).

But the fraud category can be extended for one more very interesting category, named CEO fraud.
This type of fraud describes a technic to trick the accounting department into authorizing one or
more transactions, by simply send mails from (CEO, CFO,...) and to the right persons (accounting
department). To be successfully, the attacker need to know a lot of inside information regarding the
used wording, processes and names of usually involved people. But in companies with unregulated
procedures and with the help of social engineering technics, a lot of such fraud cases have been
made public in the past.

1.1.3 Advanced Persistent Threat

The most complex and challenging threats are traded under the name “Advanced Persistent Threats
(APT)”.

In that scenario, “Advanced” stand for a well organized group of individuals, which are funded by
organizations or even nations. These attackers are able to research and make use of unknown
vulnerabilities (0-day exploits) which are nearly undetectable by traditional security measures. Most
often, such groups combine multiple attack methodologies, including social engineering, to gain
access to the information they are looking for.

“Persistent” indicate a low and slow approach, which generate just as little noise (alerts, logs, etc.) as
possible to stay stealth and invisible for a long time. Short after the initial breach, the attackers will
try to install backdoors, which grant them easy access to the network at any time. After that they will
start with lateral movement, exploit different vulnerabilities at different servers/clients (or obtain a
Kerberos golden ticket at worst), until they can access the data they are looking for.

The last word in the APT acronym is “Threat” and points to a high level of coordinated human
involvement. In contrast to single attackers, the APT group is composed of several very skilled, highly
motivated and well organized (well-paid) individuals.

This combination makes APT attacks very sophisticated and hard to detect. Most breaches led to
data compromise within days, but it can take weeks or more to discover the breach.

1.2 Regulatory Challenges

It's not only a matter of external or internal threats what makes nowadays security operation
challenging, but there are a range of conditions all around, which can influence this.

1.2.1 Compliance

To be compliant with regulators is mandatory for IT providers in the finance industry. International
Standard on Assurance Engagements (ISAE) No. 3402, assurance reports on controls at a service
organization for example. Another common standard if you deal with card holder data is the
Payment Card Industry Data Security Standard (PCl DSS). Both standards introduce a series of
controls with the need of (long term) evidences, which must be proven to authorities at a certain
time.
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This means a high amount of effort not only for the responsible department, but also for any security
operation entity. For example, one need to proof that signatures are up to date, systems are
hardened according to the regulation and evidences must be kept for a certain time.

1.2.2 External Directives
Data Protection

There are different views on the topic data protection, which need to be discussed. On one hand, it is
important to ensure that all customer and employee data are protected under valid laws (EU Data
Protection Directive 95/46/EC and other local laws). To ensure this protection, security must be
enforced at different layers which will increase the effort not only in operations (guidelines,
regulations and policies are equally important).

On the other hand, if security operation entities must be able to protect the infrastructure and
detect any kind of threats, there will be the need to intercept (SSL) encrypted traffic to do so. In that
case, operators are able to read even data, which fall under this kind of laws. Modern security
operation must be able to deal with that and provide agreements with the worker’s council and data
privacy office (DPO) as well as ensure data protection standards on a technical level (e.g. tokenization
of sensitive data).

NIS Directive

The Network and Information Security (NIS) directive is an EU initiative with the goal to improve local
(member states) national cyber security capabilities. Regardless that the final version is not approved
yet, the text indicates lots of additional measures as well as the need to report security incidents in a
certain matter of time.

To fulfill this and other directives, it is mandatory that companies in question run a security operation
organization, which have the necessary tools, processes and people in place.

2 Traditional Security Practice

During the last years, the security protection in most organizations was subjected to a constantly
improvement process. Typically, tools were deployed to protect online services (web, mail, DNS) as
well as servers and endpoints. Dividing the network into different segments, segregate clients from
server networks, put critical assets into DMZs and split solutions into application-, web- and database
layers is common sense today.

If one divides nowadays protection capabilities into perimeter and endpoint security, the following
solutions can be assumed as minimum security standard.

2.1 Perimeter Security

At the first line of defense one will often find at first solutions to mitigate Distributed Denial of
Service (DDoS) attacks, targeting online (banking) infrastructure. This can be on-premises appliances,
cloud based protection solutions or mixed services (depending on the infrastructure). Such solutions
must be able to detect a composure of different attack vectors, ranging from simple floods, attacks
against the DNS service, to sophisticated application-layer attacks within SSL protected services. High
volume attacks can reach bandwidths up to several hundred Gbps, where the help from big
backbone ISP providers could be necessary.

Network based Intrusion Prevention and Detection Systems (NIDPS) are meanwhile also counted to a
minimal perimeter protection. They are deployed inline (no IP at the protection interfaces) and in
“blocking mode”, but not only at the boarder to the internet, but also at critical network perimeters
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within the datacenter. They are usually deployed between client and server networks, card data
processing areas (needed for PCI DSS compliance) and other critical network areas.

If it comes to classic firewalling (up to OSI layer 4), these solutions are not seen as a sufficient
protection solution any more. Nevertheless, firewalls are indispensable for establishing zone
concepts, protection against spoofing attacks and guard services from unauthorized access.

2.2 Endpoint Security

It does not matter how strong your perimeters are protected if you don’t protect your endpoint
(clients, server, ATM’s,) and peripheries (printers, building services, etc.) accordingly. Traditionally an
Antivirus is deployed since long time, but an AV can’t protect vulnerabilities at the endpoints from
being exploited, nor defend the data at endpoints from fraudulent insiders or protect the device
when it is operated outside the secured company network.

The minimum standard for endpoint protection comprise beside AV and FW, a well configured Host
Intrusion Detection and Prevention (HIDPS), encrypted hard disk, and a Data Loss Prevention (DLP)
solution.

The HIDPS can help to protect a system from exploits targeting (known) vulnerabilities. This is very
important in use-cases where employees can plug in unknown thumb drives, need to working with
public Wi-Fi networks or connect to encrypted cloud services, where your perimeter protection is
maybe not able to look inside.

A use-case for DLP can be to protect endpoints from losing data by “accident”, where employees
send data to their private mail account, favorite collaboration service or simply copy it to a USB
thumb drive to be able continue the work from home. A DLP solution can also help to build
awareness if it just come up with a warning dialog when a user tries to upload files (e.g. a dump file
uploaded in a support case can include very sensitive information).

Today, lot of finance institutions have these minimal security measures in place, commonly operated
from different responsible entities, with more or less coordinated effort behind the operation.

If it comes to a more modern security operation, it is not only needed to extend the visibility to get
an overall picture, but to strengthen the cooperation and bundle up for a strong team of experts with
deep insight knowledge. Right after this organizational change, the security operation unit will be in a
condition to understand the whole cyber kill chain of ongoing attacks and response with the right
action.

3 Modern Security Operations

To act on the assumption that IT providers invest a good amount of money in protection solutions as
described in the previously chapters, if one wants to compete with new threats, it's self-evident to
furthermore think about shifting resources.

” o«

If we split the resources into the areas “prevention”, “monitoring” and “response”, the investment
focus was up to 80% into prevention technologies, 15% in monitoring capabilities and only 5% in
response actions in the past (self-reflecting my own experience). To be able to fulfil modern security
operation tasks, there is the need bring the resources more in line with each other (e.g. 33%
prevention, 33% monitoring, 33% response capabilities).

In the end, we established a solution framework for Security Operations (SecOps), composed of
Technology, People and Processes.
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The SecOps solution framework should ensure surrounding conditions to provide services for
defense-in-depth, threat intelligence as well as operations and reporting capabilities.

3.1 Technology

Heart of the technology part is a next generation SIEM system, which is able to fulfill the following
features.

3.1.1 Deep Network Analysis

The system monitors incoming and outgoing network traffic to answer simple questions like “what
entered and what left the company network?”. Further must it ensure to detect known as well as
unknown threat communication and have the ability for network forensic (full packet capture for a
certain period, meta data for long time retention). To fulfil this, external feeds must be subscribed
from different sources, which can enrich the network metadata with information, that can help the
SecOps unit to follow hints and detect unknown threats.

3.1.2 Advanced Log Monitoring

When security systems are operated in different departments with different responsibilities, it is
inevitable to collect all those logs/events and process into one system. Imagine thousands of
“low/medium/high” alerts at each single security solution (NIPS, HIPS, AV, DLP, Active Directory,
Radius, AAA,...) a day — no operator is able to handle that without having an overall picture of what is
going on. To have the continuing ability of correlating network and log data together, complex event
processing can be realized.

3.1.3 Enhanced 0-day Malware Analysis

Out of the captured network traffic and enriched with external feeds and indicators of compromise
(10C), the system must be able to extract suspicious files and sandbox it for further analysis (inline or
for later analysis) or block it bevor reaching the employees system.

3.1.4 Fraud prevention

Protect customer bank accounts from losses through malware, it is very important to have
capabilities for detecting such threats bevor money get lost. This needs the involvement of
transaction monitoring or even code injected in the transaction pages to examine if malware is trying
to hijack the browser at a customer PC or the APP running at their smartphones.

To be able to prevent the company from insider threats, the SecOps unit must have the capability for
user behavior monitoring. With this technique, advanced threats will be comprehensible and hidden
behavior visible. Using machine learning algorithms to anonymized metadata is precondition to not
violate employee privacy.

3.1.5 External Threat Intelligence

All of above tools and solutions are focusing on preventing the institutions infrastructure from being
hit by security threats. But when it comes to learn about the current threat landscape, being able to
react in time on upcoming threats, or the need to know which malware family is currently targeting
the bank customers, an External Threat Intelligence service is very important. Such a service can
monitor underground networks (e.g. darknet websites) for already stolen customer login credentials
or credit card numbers currently dealt, hacker groups discussing when to plan the next big DDoS
attack against own finance services or which new malware is under development.
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On the very top of this set of tools, there is the need for an umbrella framework to handle alerts,
trigger processes and security procedures. Such a framework shall include all available asset
information (clients, server, router, printer, ATMs, ...) from the company (#CMDB) as well as the
(business) solution setup the assets belongs to, and the contact details of the administrator who is
responsible for. If an alert is triggered by the system, an automatically opened incident can correlate
for example the source IP address with the corresponding solution and contact details from business
owner and administrator.

3.2 People

A modern security operation center (SOC) is typically staffed with people on different skill set,
ranging from network experts to malware reverse engineering. Therefor a layered operation
architecture is common. “Tier 1” analysts take alerts, enrich them with additional information and
follow predefined procedures to handle the incident. If they are not able to handle it by their own,
they can escalate the incident ticket to higher skilled “Tier 2” analysts. In some cases, when it comes
to advanced threats or unknown malware, the advanced skills of the “Tier 3" analyst could be
needed (e.g. malware reverse engineering). “Tier 1” and “Tier 2” analysts must be onsite and having
a very good understanding of the complex application landscape of a finance institute, but because a
“Tier 3” analyst shouldn’t be necessary each day, this special service can also be offered through an
external partner.

Needless to state, that there is the need for an ongoing educational program, where all analysts are
able to extend their skills and go alongside with up to date security trends.

3.3 Processes

To handle tools and alerts, a mature Security Operations Management is mandatory. The
management setup includes policies and handling procedures for Tier 1, Tier 2 and Tier3 operators,
to help them during analyzing and fast right handling of security incidents.

Having a good understanding about duties and the area of responsibility, ensures efficient operation
capabilities. In some cases, it is needed to involve stakeholders (business) to make decisions like
shutting down services or segregate network segments to curtail more damage.

4 Level od Ambition

To complete the thoughts of modern security operations, a strategic view at some more areas is
advisable.

4.1 Business Awareness

To continue with that high standard of defense technologies and people in SecOps, the business
owner must be kept informed about a changing threat landscape at a regular basis. On the other
hand, developers, project managers and infrastructure operators shall involve security experts at a
very early stage while building new solutions/services.

If new services are secured by design and benefit from existing measures, intruders will have a much
harder job to reach their goals.
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4.2 IT Risk Management

A side product of modern SecOps is the visibility of existing vulnerabilities in applications or
infrastructure. To get the needed attention of stakeholders for closing this findings, a valid IT Risk
Management processes can be useful. Introducing such structures can help to build a bridge
between security gaps and the budget owners while using a “common language”. In the end, the CEO
will be responsible for any damage when he/she is not willing to spend money for closing proper
documented “high” risks.

4.3 Strong Network

Providing a well-functioning platform for exchanging information with other (finance) institutions at
a trusted level, provide a very good opportunity for sharing know-how about new threats seen in
other organizations. With that knowledge, the security operations unit can prepare them self for
similar threats and will have a big advantage in time.

4.4 Incident response

Another important strategic goal is the ability for incident response and counteract measures. In that
case it is not meant to “hack back”, but there are technologies on the raise which allows to prepare
e.g. documents, that can “call home” if opened by the attacker.

This can be very helpful when intruders gain access to files or intercept communications to instruct
fraudulent transactions. If the SOC have the ability to “hand over” such a prepared document to the
intruder (e.g. place it nearby sensitive documents, send one more mail during an ongoing CEO fraud
communication,..) and the intruder opens this document, the real IP address and more information
can be revealed. This information can then be forwarded to official authorities who handle this case.
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From hacker's diary...
Z denicku hackera...

Pavol Luptak
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Pavol Luptak
pavol.luptak@nethemba.com

Pavol Luptak is CEO, Certified IT Security Professional. He gained his BSc. at the FEI-STU in Bratislava
and MSc in Computer Science at the Czech Technical University with master thesis focused on ultra-
secure systems. He holds many prestigious security certifications including CISSP and CEH, he is
Slovak OWASP chapter leader, co-founder of Progressbar and SOIT organizations where he is
responsible for IT security. Pavol uses to have regular presentations at various worldwide security
conferences (in Netherlands, Luxembourg, Berlin, Warsaw, Krakow, Prague). In the past, he
demonstrated vulnerabilities in the public transport SMS tickets in all major cities in Europe, together
with his colleague Norbert Szetei he practically demonstrated vulnerabilities in Mifare Classic RFID
cards. He has 14 years experience in IT security, penetration testing and security auditing including
social engineering and digital forensic analysis. He is co-author of the OWASP Testing Guide v3, has a
deep knowledge of the OSSTMM, 1SO017799/27001 and many vyears experience in seeking
vulnerabilities. He has a knowledge of many programming languages (ASM, C, C++, XSLT, Perl, Java,
PLSQL, Lisp, Prolog, scripting languages) and operating systems. He is also focused on VolP and
interesting IT security research.

Pavol Luptdk je vykonny reditel, certifikovany bezpecnostni specialista. Vystudoval FEI-STU
v Bratislavé a FEL-CVUT v Praze obor informatika s diplomovou praci zaméFfenou na ultra-bezpeéné
systémy. Je drzitelem prestiznich bezpecnostnich certifikaci CISSP a CEH, vede slovenskou OWASP
pobocku. Je také spoluzakladatelem organizaci Progressbar a SOIT, kde vede sekci pro IT bezpecnost.
Pavel ma pravidelné prezentace na rlznych svétovych bezpecnostnich konferencich (Nizozemsku,
Lucembursku, Berling, Varsavé, Krakové, Praze). V minulosti demonstroval mozZznost zneuziti SMS
jizdenek ve vsech velkych méstech Evropy, spolu s kolegou Norbertem Szeteiom demonstroval
masivni prolomeni ¢ipovych karet Mifare Classic. Ma ¢trnactileté zkuSenosti v oblasti IT bezpecnosti
a penetracniho testovani a tvorby nejriznéjsich bezpecnostnich auditl véetné socialniho inzenyrstvi
¢i forenzni analyzy. Je spoluautor testovaci pfirucky OWASP Testing Guide v3, detailné ovlada
OSSTMM, 1S017799/27001, ma dlouholeté zkusSenosti s manualnim vyhledavanim zranitelnosti
a rliznymi bezpecnostnimi ndstroji. Ovlada mnoZstvi programovacich jazykd (ASM, C, C++, XSLT, Perl,
Java, PLSQL, Lisp, Prolog, skriptovaci jazyky) a operacnich systému, vénuje se také VolP a zajimavému
vyzkumu v oblasti IT bezpecnosti.
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From hacker's diary...

Since 2007 when Nethemba was started, we have begun to focus on public research projects. One of
the reasons was that we were aware of a lack of security in technologies most people use daily, the
second one, was a need of being different compared to our IT security competition, especially in
Czech and Slovak republic. During the period 2007-2015, we published many security-related articles,
blogs, and papers.

The most important ones with the considerable impact were the following four projects:
1. SMS public transport ticket vulnerabilities.
2. Mifare Classic vulnerabilities and implementation of Mifare Classic Offline Cracker.
3. SMS parking ticket vulnerabilities.
4. Security analysis of Slovak and Czech NFC payment cards.

The goal of the presentation is to introduce these projects briefly.

Z denicku hackera...

Nas tym se jiz od roku 2007 zabyva verejnymi vyzkumnymi projekty. Primarnim motivacnim faktorem
byla absence bezpecnosti v technologiich, které vétsina lidi denné pouziva, druhym dldvodem pak
byla potieba se odlisit od konkurenénich spoleénostni na poli IT bezpe¢nosti, zejména na trhu v Ceské
a Slovenské republice.

V obdobi let 2007-2015 jsme publikovali a dali k dispozici mnozstvi ¢lank(, blogl a dokumentl na
bezpecnostni téma. Mezi nejdlleZitéjsi a ty s nejvétsim dopadem by bylo moziné zaradit tyto Ctyfi
projekty:

1. Zranitelnosti systému SMS jizdenek pro verejnou dopravu.

2. Zranitelnosti Mifare Classic a implementace ndastroje Mifare Classic Offline Cracker.

3. Zranitelnosti systému SMS parkovacich karet.

4. Bezpeénostni analyza implementovanych NFC patebnich karet na Slovensku a v Cesku.

Cilem prezentace je predstaveni vystupl z téchto projektl. Mnohé z uvedenych technologii jsou
dodnes pouzivany, a to i pro nové projekty. Doufdme, Ze predndska bude urcitym prispévkem
k zviditelnéni problému a ndslednd vefejnd diskuse na toto téma pak umozini rizika pro cilové
uZivatele téchto projektl snizit.
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1 Introduction, our reasons & motivation

Since 2007 when Nethemba was started, we have begun to focus on public research projects. One of
the reasons was that we were aware of a lack of security in technologies most people use daily, the
second one, was a need of being different compared to our IT security competition, especially in
Czech and Slovak republic. During the period 2007-2015, we published many security-related articles,
blogs, and papers. We would like to discuss the most important ones with the considerable impact.

2 SMS public transport ticket vulnerabilities

SMS tickets are widely used in all large cities in Central Europe (Prague, Bratislava, KosSice, Vienna,
Warsaw, ..). Using a simple SMS message (e.g. “DPT”) sent to a predefined number, you can receive a
valid SMS public transport ticket, e.g. “Price XYz, Validity: from 28.10.07 13:20 to 28.10.07 14:50,
code YrQPtMKs7 /52845”. The critical security issue lays in an absence of the connection between
user's identity and his SMS ticket's identity. Therefore, SMS ticket can be shared by a community
without any technological problems, despite the fact that legislatively it is prohibited to generate and
distribute copies of personal SMS ticket. In our research, we have shown there is almost no way to
detect these duplicates or the detection would be very expensive. We've also shown that an
arbitrary SMS message can be locally generated on every current smartphone with the predefined
sender, recipient, body, and status flag (“Not-Read-Yet”). Therefore, they are visually
indistinguishable from the original ones. We have proposed two ways of “valid SMS ticket”
distribution. One using SMS channel (it is publicly available, but too expensive with the impossibility
to modify SMS headers) and the second one using TCP/IP (very cheap, but requiring a prepaid mobile
data service and a smartphone which has to be capable of generating local SMSes). We have
designed and described a communication architecture including SMS hack clients and servers. We've
also described the following security workarounds implemented by public transport company that
can by bypassed by our proposed circumvention methods:

Circumvention method
(suggested by us)

Potential security fix
(by public transport company)

Public transport inspector can look for duplicate
SMS tickets (if two or more people use the same
ticket, it is cleared that the shared ticket is used

and distributed).

Public transport service can use sophisticated
geographical correlation systems to reveal that
one SMS ticket is used in a short time in multiple
places that are too far from each other.

The inspector makes a call to the SMS ticket
sender (because he knows his number).

Regeneration of already checked tickets (in case
the inspector looks for duplicate SMS tickets or
uses sophisticated geographic correlation). It can
be done fully automatically using passenger's
geographical collision detection. SMS hack clients
will send the passenger's current location to the
central SMS hack server that will evaluate
possible collisions and invalidate “collision” SMS
tickets and ask for the new valid ones.

Mandatory regeneration of already checked
tickets.

Use GSM card / Asterisk VOIP call center on the
central SMS hack server, if any call to this
number is detected, Asterisk will make a call to
all participants/clients (and only the right one
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The inspector sends a verification.
SMS to the SMS ticket sender (because he knows
his number).

The inspector can ask the user to make a call to
his predefined number (and he checks if the
same sender number is used that was used for
the SMS ticket request).

The inspector can ask the user to send him an
SMS verification (to verify if the user number is
the same as the sender number that was used
for the SMS ticket request).

Public transport service can reveal that many
SMS ticket requests are sent from the same
number. Consequently, it can blacklist this
number and reject all SMS tickets requests.

will pick up it ).

If the inspector's verification SMS message is
received by the central SMS hack server, this
SMS is redistributed to all participants/clients
with properly applied caller ID spoofing.

The black passenger can run his special
application that makes VOIP call through the
central SMS hack server to the inspector phone —
the inspector will see the same number that was
used for SMS ticket request.

The black passenger can run his special
application that sends this SMS verification
message through the central SMS hack server, so
the inspector will see the same sender number
that was used for the SMS ticket request).

Change of SIM/mobile number periodically (SIM
cards/unique numbers can be bought completely
anonymously in the Czech Republic or Austria).
Use of multiple SIMs/mobile numbers in the

central SMS hack server.
Use private P2P mobile networks.

There still can be a single point of detection — the central SMS hack server uses the unique and still
same phone number — this phone number can be easily detected and blacklisted. In this, each SMS
hack client should also have its SMS sending server. Thanks to this the proposed architecture can be
fully decentralized with no single point of detection — every client participates in sending of SMS
ticket requests — P2P mobile network cannot be easily blacklisted.

We have described two security fixes which are too expensive to implement:

5. Using IMEI for passenger identification (we can bind the passenger's IMEI with his SMS
ticket (after his proper registration).

6. Geographical localization of checked passengers — we need to know the response to a
guestion: “Is a just checked passenger sufficiently closed (in a defined distance) to the
inspector?” It requires cooperation with GSM/3G operators (they have to provide the
name/position of the BTS the passenger or inspector). It may be a big privacy issue and too
expensive.

The only viable and secure solution we have proposed was the registration of all new users with their
birthdate or ID number (personal ID or passport). We have described two different ways — the one
using public, the second using symmetric cryptography. The final verification should be quite easy to
use — the inspector just scans the personal ID document and visually compares the result of his PDA
with the given SMS ticket. The inspector's PDAs should support automatic personal ID scanning (e.g.
using QR codes).

More information is available in our paper Public transport SMS ticket hacking[1].

Few years after our public release, the iOS and Android version of the application FareBandit[2] was
published, allowing anyone to share his or her SMS public transport ticket. It is a quite simple
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application, and it does not implement most of our described functionality, but despite this fact, it is
still widespread used by many black passengers in Central Europe.

Despite the fact that public transport companies have already been informed about this serious
vulnerability, they ignore this fact and still use the vulnerable systems. We are not aware of any
public transport SMS tickets which are not vulnerable to this kind of attacks.

3 Mifare Classic vulnerabilities and implementation of Mifare
Classic Offline Cracker

Mifare Classic represents one of the most used RFID cards (more than a billion smart card chips are
used). It is based on ISO/IEC 14443 Type A, 1kB or 4kB and uses 13.56 Mhz contactless smart card
standard. It uses a proprietary CRYPTO1 with 48 bits keys. Historically this technology had many
security problems in the past. In Czech/Slovak Republic this technology was used by all
University/ISIC/Euro26 cards, public transport ID (“elektricenka”) in Bratislava, Slovak Lines, Slovak
railways cards, parking cards, swimming pools or skiing resorts. Mifare Classic security was based on
readonly Unique Identifier (UID), mutual authentication between reader and writer and encrypted
communication, CRYPTO1 nonpublic algorithm implementation and some other elements. The set of
Mifare Classic commands is quite limited — authenticate, read, write, increment, decrement, transfer,
and restore. We have revealed a lot publicly used cards (even in Czech Republic and Slovakia) used at
least one block encrypted with the default keys (i.e. Oxffffffffffff, OxaDala2a3a4a5, 0xbOb1lb2b3b4b5,
0x4d3a99c351dd, 0x1a982c7e459a, 000000000000, 0xd3f7d3f7d3f7 and Oxaabbccddeeff), so these
blocks can be easily read by NFC tag reader.

The fundamental problem of Mifare Classic security was a pseudo-random generator that is defined
by the polynomial x*16 + x14 + x*13 + x*11 + 1, also called LFSR. Despite its length of 32 bits, it has
only 16 bits entropy. This random generator was used for generation of “random” nonces that were
consequently used for a mutual authentication between the RFID card and RFID reader. Despite the
existence of various other attacks to Mifare Classic technology (e.g. “timeout” attack), we have
decided to implement “Nested Attack”.

This attack can be described by four following steps:
7. Authenticate to the block with default key and read tag's Nt (determined by LFSR).

8. Authenticate to the same block with default key and read tag's Nt' (determined by LFSR) (this
authentication is in an encrypted session).

9. Compute “timing distance” (number of LFSR shifts).
10. Guess the Nt value and authenticate to the different block.

The proposed attack works with Mifare Classic cards with at least one default block. This block
encrypted with default keys can be quickly revealed by many NFC Android-based applications or by
our released tool — Nethemba Mifare Offline Cracking Tool — MFOC [2].

Revealing all keys from Mifare Classic often makes possible cloning. When all keys are gained, every
card can be easily cloned; it is possible to make 99.6% clone (except 0.block in 0.sector that contains
readonly UID, in these days it is possible to buy in Chinese shops even Mifare Classic with rewritable
UID). All these blocks (including UID!) can be 100% emulated by Proxmark3 or by any other card
emulator. Proxmark3 is a general purpose RFID tool designed to snoop, listen and emulate
everything from LF (125kHz) to HF (13.56Mhz) tags, it is a universal hacking RFID device.
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Our MFOC implementation has been tested using very cheap (30 EUR) TouchTag RFID reader
(1S014443a 13.56 Mhz NFC reader).

For our “nested offline” card attack implementation we have used an open library Craptol that can
be used for cracking Mifare Classic initial authentication handshake.
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Unfortunately, we see a lot of practical applications of Mifare Classic (especially in public
transport/transport companies) that use a sensitive information, e.g. “credit” physically stored on
the card. Even if there is some complex crypto solution used for encryption/signing the credit, it is
possible to make a full dump of the card (after charging the credit) and after spending some credits
just restore this made the dump with the original credit (UID remains the same one). We have
proposed three countermeasures for this situation:

e Countermeasure #1 — use safer cards (Mifare Plus/DESFire or other).
e Countermeasure #2 — use “decrement counter” protection (it is only “workaround”).

e Countermeasure #3 — use online checking (the most secure one), unfortunately, this is not
technically possible in all situations.

Our analysis of Slovak Mifare Classic cards has shown:
o All tested cards use the same keys for the first 1024 bytes (first 16 keys).

e There was always at least one sector encrypted with a default key! (therefore, it was always
possible to perform our “nested attacks”.

e The name of passenger/the card owner was always stored in Oxd block — (imagine what can
happen with strong antenna).

e There was no protection against cloning or modification.
e All these cards could be easily cloned and modified.

We have also done a binary difference analysis between the newly bought card, after its activation
and charging credit. We have revealed the sensitive information that was available on all tested
Slovak cards (“passenger/username”, expiration date of public transport document in Bratislava,
student's university number, student's name).

Total costs for potential attackers are:

e 30 EUR for tikitag/touchatag RFID reader (sufficient for reading / cracking / writing / cloning
Mifare Classic cards).

e 5400 for Proxmark 3 (universal RFID emulator, reader, writer, sniffer).
e Lessthan 1 EUR for a blank 4kB Mifare Classic card.

There is no universally working security fix for Mifare Classic cards. We recommend using a safer
technology (Mifare DESFire EV1). If Mifare Classic cards should be still used, we propose a partial
workaround only — bind user identity with card's readonly UID, use UID in content card encryption,
use UID whitelists, use “decrement counter” solution. Because replacing all Mifare Classic cards to
safer ones may be very expensive and time-consuming process, for a short time it is possible to use
the “decrement-counter” workaround. Let's have the “decrement counter” — initially set to Oxffffffff.
Mifare access keys A and B have permission for decrementing counter only and these keys cannot be
changed. The content of the card (with passenger credit) should be re-encrypted/hashed with card
UID, this decrement counter, and private key. It is still possible to make a full clone of this card to
Mifare Classic card with rewritable 0-block, but the original card cannot be re-used.

In addition to our released Mifare Classic Offline Cracker[2], there is also another tool from Andrei C
called Mifare Classic Key Recovery Tool[3]. Compared to MFOC this tool is a bit slower, but it can
recover at least one key from the card with non-default keys (e.g. London Oyster cards). This key can
be used by MFOC to crack other keys from the card.
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4 SMS parking ticket vulnerabilities

In 2010, we revealed critical vulnerabilities in SMS mobile parking. All big cities (including Bratislava
and Kosice) were affected. We revealed two critical vulnerabilities:

11. We were able to force any registered prepaid Mobile Parking user to pay for parking of an
arbitrary car.

12. We were able to dump mobile numbers of all registered users in prepaid Mobile Parking.

Firstly, we would like to explain how prepaid Mobile Parking works. If someone wants to use prepaid
Mobile Parking, she should be registered in this system with her mobile number and car plate
number. After this registration, she needs to charge her parking credit (and transfer her money to
her Mobile Parking account). In this situation billing is performed by the Mobile parking company. If
she decide not to register to use prepaid Mobile parking, and she wants to pay immediately for her
parking by SMS messages, billing is performed by the mobile operator.

Syntax of SMS parking request looks like:
ParkingTime_CarPlateNumber

Parking Time — in hours (Bratislava) or in minutes (Vienna)
Car Plate number — it is possible to pay for parking of an arbitrary car (not only yours!)

The SMS message is sent to the particular number, e.g., +421902020202

The fundamental security problem is that the subscriber of the prepaid Mobile parking is identified
according to the SMS sender of the SMS parking request. Moreover, of course, this number can be
easily spoofed. For our experiments, we have used the SMS spoofing service www.armsms.com.
Because some SMS spoofing services accept Bitcoin, thanks to Tor and Bitcoin payments, the
potential attacker can be completely anonymous.

The question is how it is possible to force the existing registered users to pay for the parking without
their notice. Now we can send any SMS parking ticket with an arbitrary spoofed sender number, but
if we want to park for free, we need to send it from the originator number that is already registered
in the Mobile Parking system. So another question is — How it is possible to reveal existing registered
numbers?

We have revealed both Slovak M-parking system www.m-parking.sk and Austrian M-Parking system
www.handyparken.at are vulnerable to the trivial enumeration attacks. During the registration
process, the Mobile Parking system always informs if the given mobile number exists or not.
Therefore, this behavior can be exploited to dump all mobile numbers of all Mobile parking
registered users(!)

Using these two vulnerabilities it is possible to cause total Mobile Parking chaos:

The victim receives the SMS notification that he pays for parking of XYZ car plate. The owner of XYZ
car does not need to know necessarily anything about the victim and the attacker. The attacker can
be still anonymous and cause a maximum chaos because it will be difficult to distinguish between
justified and unjustified complaints. This confusion may lead to mobile parking anarchy and shutting
down the Mobile Parking service in the worst case.
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Despite the fact the registration form at www.m-parking.sk was protected against enumeration
attacks by Captcha, we were able to crack 100% of all Captcha images using commercial Captcha
cracking services http://decaptcher.com and

http://www.deathbycaptcha.com, solving 1000 Captcha images costs 0.97 €, cracking one mobile
subnet (0905XXXXXX) costs 978 €.

The registration form at www.handyparken.at did not use Captcha protection at all. Therefore,
mobile numbers of all registered users could be dumped just in few hours or days.

To fix these vulnerabilities, we have proposed three solutions:

4.1 SMS center verification

The Mobile Parking system should always checks if the number of SMS center of the SMS request has
the given country prefix (Slovakia +421%*, Austria, +43*) if not, the SMS parking request should be
throw away

Advantages: probably very efficient solution, because SMS spoofing services are prohibited in
Slovakia / Austria

Disadvantages: it is not possible to pay for the parked car in Slovakia from outside of Slovakia

4.2 Shortened numbers

The Mobile Parking company should disallow using the international number (e.g. +421902020202)
for the Mobile parking that can be easily reached from the SMS spoofing service. In the case of
shortened numbers, spoofing will be much more complicated because the SMS spoofing service has
to be functional in the given country where a mobile parking is used.

4.3 Protection against enumeration attacks

If a user put his mobile number on the registration form, a random authentication token should be
sent to his number. He should enter this authentication token to the second form and if it is valid, he
will be successfully registered to the system.

If anyone with this number is registered to the system — he will receive the SMS message with text
“This mobile number has been already used. Please ask for your forgotten credentials”. We
recommend not to use Captcha images at all.

5 Security analysis of Slovak and Czech NFC payment cards

Contactless payment cards VISA (payWave) and Mastercard (PayPass) are probably the most popular
in Slovakia — prefers them more than half of people (56% [4]. In April 2012, at the Conference Hackito
Ergo Sum in Paris there was published presentation “Hacking the NFC credit cards for fun and
profit”[5] firstly describing how it is technically possible fully anonymously and without
authentication to gain a significant amount of sensitive information that can be subsequently
misused. Such information includes, for example, a list of all executed payment transactions
(payments in POS terminals, ATM withdrawals).

Three years after this presentation, we decided to implement a similar security analysis of NFC credit
cards used in Slovakia and Czech Republic to find out if card issuers had already fixed these old
vulnerabilities and started to issue sufficiently secure NFC payment cards. The result of our analysis
was alarming — it is still possible to read much sensitive information from the most NFC cards used in
Slovakia and Czech Republic.

80 IS2 2016


http://www.m-parking.sk/
http://decaptcher.com/
http://www.deathbycaptcha.com/
http://www.handyparken.at/

The confidential information from NFC cards can be read by any seller with access to POS terminals,
ATM owner/provider or anyone with physical access to a vulnerable NFC card payments.
Consequently, it is possible to exploit this information to obtain “buying profile” of the card owner,
to reveal all countries (based on the currency used) the card owner had visited in the past, to assess
the card owner solvency and used this information for better-targeted marketing.

Contactless NFC cards can be read by an arbitrary 15014443 based NFC reader working at the
frequency of 13.56 MHz. In our case we have used standard smartphones and tablets with NFC
support a special NFC reader (touchatag) [6]. As an Android application, we have used the Banking
Card Reader (EMC) available directly from Google Play. Some information (e.g. card owner's name)
could not be read by Banking Card Reader application. To read this information we have used a
special Android application NFC millionaire [7] instead. As it was demonstrated in the following video
[8], reading the sensitive information from NFC cards can be performed very fast.

EMV Paycard Reader EMV Paycard Reader

CARD DETAIL TRANSACTIONS CARD DETAIL TRANSACTIONS

Card Representation 31/08/2014 EUR 1.00€

Transaction type : Refund
B an k Terminal Country : France
Cryptogram : 12

4123 4567 8901 2345

Bwire 08/14 \ 116 A 31/08/2014 USD0.12$

Transaction type : Purchase
Terminal Country : United States

Extended card details Cryptogram : 40

Holder name : John Doe

Card AID : A0000000031010 31/08/2014 UsSD1.208
Application: CB

Card type : VISA

Pintryleft: 3 Time(s)

Card issuer: CB Visa Bangque Populaire (France)
(possible)

o O = o O =

We were able to read cards without external NFC antenna from a distance of 4 cm. The NFC standard
allows this range to increase up to a distance of 20 cm.

According to a presentation “Hacking the NFC credit cards and debit for fun”[5] (slide 21) you can use
an external antenna read range amplifier (for 2000 EUR) and antenna (for 1000 EUR) to increase the
distance up to 1.5 meters.
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We have revealed that most than half of all tested NFC EMV payment cards contain sensitive
information that is not necessary for the correct card functionality — e.g. the transaction history.

During our analysis of more than 60 Slovak NFC cards and 30 Czech NFC cards, we have discovered
that it was possible for more than half of all tested cards to read a complete transaction history. Of
course without any authentication. For our comprehensive results, see [9]. For all tested cards, we
were able to read a card number, expiration date, and PIN tries. For almost half of them, it was
possible to read the whole transaction history, for some of them “owner name”.

Using applications NFC millionaire[7] we have also been able to retrieve the owner of the card.
CVC/ CVV code is not stored on the card and therefore cannot be read.

In the case it was possible to know the transaction history, then for each transaction the following
parameters were available:

e Type of operation (payment cards, ATM withdrawals, etc.).
e Date of the transaction.
e The total amount and the currency that was used.

Based on the used currency where the transaction was executed, it was possible to evaluate a
geographical profile of the card owner — it means when and what countries he had visited in the
past.

Based on the frequency and volume of the payments it was possible to create a “buying profile” and
assess his solvency, which is how much money the card owner had spent for the defined period.

It is necessary to emphasize that this information that can be obtained by any POS terminal owner
(seller) or any attacker who is sufficiently close to the card owner. More important, many e-
commerce websites still do not require CVC / CVV code for card transaction (only the owner name,
card number and expiration date). Therefore, stolen card information from NFC cards can be misused
easily.

How to check if someone is vulnerable to the attack mentioned above?

First of all, on any Android device that supports NFC, we recommend to install the application
Banking card reader[6] and try to find out what kind of information can be read from the given NFC
card. If it is possible to read a very sensitive information (e.g. a transaction history, the name, and
surname), we strongly recommend to contact the bank and ask them to issue newer and safer card
replacement.

As long as the bank does not support secure NFC credit cards, we recommend choosing the bank that
supports secure NFC cards.

If this is not possible, we recommend putting NFC cards to secure RFID shields (Faraday cage that
blocks any electromagnetic radiation).
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Pavel Hejduk works in area of ICT security in utility sector more than 10 years. Since October 2008 he
leads group of ICT security specialists and company CSIRT team. His responsibility is to ensure that
the security of main information systems in CEZ Group is on appropriate level and align with
company strategic goals. He is member of board of security managers in CEZ Group and last few
years he is focused on progressive security awareness, efficient methods of security incidents
handling, ICT systems and SCADA systems security testing.Pavel graduated as Ing. in field of
Electronics control systems on Faculty of Electricity University of West Bohemia in Pilsen and he
holds professional certifications Certified Information Security Manager (CISM, ISACA) and Certified
Information Systems Security Professional (CISSP, ISC2).

Pavel Hejduk pracuje v oblasti ICT bezpecnosti v energetickém sektoru vice jak 10 let. Od roku 2008
vede tym bezpecnostnich ICT specialistd a CSIRT tym spolec¢nosti. Jeho odpovédnost je zajistit, Ze
bezpeénost hlavnich informacnich systéma ve Skupiné CEZ je na odpovidajici Grovni a v souladu se
strategickymi cili spole¢nosti. Pavel je ¢lenem boardu bezpeénostnich manazerd ve Skupiné CEZ a v
poslednich letech se specializuje na progresivni metody bezpecnostniho vzdélavani, efektivni metody
zvladani bezpecnostnich incidentl a bezpecnostni testovani ICT a SCADA systému. Pavel vystudoval
inZenyrsky obor Elektronické fidici systémy na Elektrotechnické fakulté Zapadoceské university v Plzni
a je drzitelem profesnich certifikaci Certified Information Security Manager (CISM, ISACA) a Certified
Information Systems Security Professional (CISSP, ISC2).

SCADA security — good news or nightmare?

Joining of words “security” and “SCADA” is important topic in discussions (not only) for professionals
for few last years. SCADA systems are very important for control of technology, distribution and
production systems in the utility business sector. These systems were typically built as integral part
of whole technology complex years ago. SCADA systems were developed as operationally robust and
safe systems, but how they’ll manage risks in face of cyber threads in 21th century?

Talk is based on experiences from real projects and solved topics for internal customers in CEZ Group
and other external cases.

Bezpecnost SCADA — dobrad zprdava anebo nocni miira?

Spojeni slov ,bezpecnost” a ,,SCADA” rezonuje zejména v poslednich nékolika letech nejen v usich
odborné verejnosti. V utility sektoru jsou systémy SCADA velmi dlleZité pro fizeni technologickych,
distribuc¢nich a vyrobnich celk(. Tyto systémy jsou budované zpravidla jako soucast daného
technologického celku pred fadou let. Jedna se o provozné robustni a spolehlivé systémy, nicméné
obstoji tyto systémy i vlici kybernetickym hrozbam dvacatého prvniho stoleti?

Pfednaska je zaloZena na zkuSenostech z redlnych projektl a feSenych tématech internich zakaznik(
ve Skupiné CEZ i mimo ni.
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1 Uvod do problematiky

Spojeni slov , bezpecnost” a ,,SCADA” rezonuje, zejména v poslednich nékolika letech, nejen v usich
odborné verejnosti. V utility sektoru jsou systémy SCADA velmi dalezZité pro fizeni technologickych,
distribuc¢nich a vyrobnich celkl. Tyto systémy jsou budovany zpravidla jako soucdst daného
technologického celku. Jedna se o provozné robustni a spolehlivé systémy. Obstoji ale tyto systémy
i vic¢i kybernetickym hrozbam dvacatého prvniho stoleti?

Tuto otazku si v poslednich letech kladou zejména zastupci z fad provozovatell SCADA systémd.
Vedle zcela pozitivnich postojl, néktefi z nas by pouZili spiSe privlastek ,naivnich”, jsou zde feknéme
i daleko rezervovanéjsi a pragmatictéjsi nazory.

Hrozby tykajici se SCADA systému jsou nékdy bagatelizovany s argumentaci poukazujici na naprostou
oddélenost téchto systéml od okolniho svéta a na specifické protokoly, pfipadné proprietarni feseni
hardwarové i softwarové vrstvy. Tyto faktory jsou povazovdny za vyznamné a Udajné posouvaji
pravdépodobnost rizika , kybernetického Utoku“ na SCADA systémy do zanedbatelnych hodnot.

V kontrastu s touto rétorikou se na odbornych konferencich stdle castéji setkavame s naléhavym
ténem prezentaci z fad odbornikl a dodavateld bezpecnostnich feseni, ktefi doslova biji na poplach
a snazi se rozhybat ony povéstné ,klidné vody” v tak konzervativni oblasti, jako je kyberneticka
bezpecnost technologickych informacnich systému.

Pravdou je, Ze i ve sdélovacich prostfedcich a online informacnich kanalech stale castéji slySime
slovni spojeni ,bezpecnost SCADA“. Néktefi z nds sice mohli na chvili podlehnout presvédceni, Ze
kybernetické uUtoky na SCADA jsou cilené pouze na regiony blizkého vychodu nebo na plsobeni
blackoutll ve Spojenych statech americkych. Stale castéji nicméné zaznivaji informace o Uspésné
provedenych uatocich se skutecnymi dopady kybernetickych hrozeb pravé na technologické
informacéni systémy, a to i v nékterych Evropskych zemich. Pozvolna se tedy rozplyva iluze
nezajimavosti ¢i nedotknutelnosti tohoto regionu.

2 Bezpecnost prumyslovych SCADA systémtu

LJak ve skutecnosti SCADA systémy vypadaji? Kde jsou jejich hranice a co ovlivriuje jejich bezpecnost?
Jsme schopni je ucinné zabezpeclit, v jakém Case a s jakymi ndklady? Nase zkuSenost z prostiedi
Skupiny CEZ je takovd, Ze tzv. ,problém zabezpeceni SCADA“ zdaleka neni problémem pouze
primyslovych sbérnic, specifickych protokoli a proprietdrniho hardware, jak je casto ucelové
zjednodusovdno vyrobci ICT bezpecnostnich feSeni. Ukazuje se, Ze vyznamnymi faktory v bezpecnosti
SCADA systém( je také rozdilny Zivotni cyklus technologii oproti konvencnimu IT, bezpecnostni
povédomi persondlu pracujici se SCADA systémy a v neposledni rfadé i adekvdtni ndvrh ICT
architektury a sprdvné navrZené integrace s okolnimi systémy.”

Popisovat ,co to jsou SCADA systémy“ mlize nékomu v dnesni dobé pfijit jiz skutecné jako ztrata
Casu. | tak si pojdme v nékolika bodech znovu pfipomenout, co obvykle vnimadme pod pojmem
SCADA a proc jsou SCADA systémy vlastné pouzivany. Pfi Uvahach o zabezpecovani téchto systémi se
totiz, bohuzel az pfilis Casto, detailné vénujeme technickému ndvrhu a nastrojim, pficemz opomijime
vyznamné souvislosti plynouci ze zplsobu pouZivani téchto systéma.

S ohledem na nasi zkuSenost ze spolecnosti, ktera se primarné zabyva vyrobou, distribuci a prodejem
energii, zde budeme hovofit zejména o SCADA systémech vyrobnich a distribucnich zafizeni.
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SCADA systém, ,Supervisory control and data acquisition — Dispecerské fizeni a sbér dat”, je systém,
ktery primarné predstavuje tyto zakladni funkcionality:

e centrdlni monitoring a ovladani zatizeni a technologickych proces,

e presné méreni technologickych dat,

ukladani historie dat,
e prenos dat do dalSich zafizeni / systémd.

Soucasti dispecerského pracovisté je dnes bézné schematicky znazornénd anebo pfimo vizualizovana
podoba fizeného technologického procesu, kterd operatorovi umoznuje komplexni pohled na stav
fizeného procesu, dil¢i parametry a jejich historii. Samozfejmé poskytuje obsluze efektivni prvky
ovladani, at uZ mluvime o moZnostech zmény vice parametri najednou napf. formou
preddefinovanych profild a provoznich rezim( nebo dalkového ovladani konkrétnich prvkl v fizeném
procesu.

Operatorské pracovisté pak samoziejmé na pozadi aktivné komunikuje s dalSimi, béZznému oku casto
skrytymi prvky typu PLC, RTU, MTU a primyslovymi sbérnicemi (typicky je konkrétni oznaceni
poplatné danému vyrobci anebo rodiné, pripadné generaci, konkrétnich feseni), které zajistuji
konkrétni funkce v fizené technologii, jako je méreni hodnot sledovanych veli¢in v jednotlivych
mistech procesu nebo ovladani nejriiznéjsich stykadd, armatur a pohond.

SCADA systém je nasazovan jako soucast daného technologického celku, at uz hovotfime o bloku
uhelné elektrarny, distribu¢nim centru, solarni farmé nebo malé vodni elektrarné. Tyto systémy jsou
zpravidla navrzeny a nasazeny jako velmi robustni a provozné spolehlivé. Klicové komponenty jsou
zdvojeny a vidy existuje mozZnost potencidlni chybnou funkci ¢asti SCADA systému vyblokovat
a danou cast technologického celku Fidit mistné. V tu chvili samozfejmé obsluha ztraci moznost
komplexniho pohledu a pomérné komfortni obsluhy fizeného technologického procesu. V téchto
pfipadech vsak, lety (Casto desitkami let) provéfené a pravidelné testované postupy mistni obsluhy
zajisti provozni spolehlivost celého systému.

AZ do této chvile zni popis situace pomérné idylicky a to i z pohledu kybernetické bezpecnosti.
V pomysiném kontrolnim checklistu si oznacdime: systém byl navrien jako provozné robustni, byl
fizené nasazen, zdokumentovdn, byla proskolena obsluha a existuji ndhradni postupy.

Kdyz to vsak zhodnotime znovu, ve vétsim detailu, prvni co nas jisté zaujme je fakt, kdy byl systém
nasazen (v dobé instalace daného technologického celku — neni tedy vyjimkou, Ze uplynulo 10-20 let
od nasazeni) a jakou ma pldnovanou Zivostnost (10-15-30-? let). V dalSim pfiblizeni zjistime, Ze
v zaddni pro design SCADA nebylo zpravidla nic, co by pfipominalo poZadavky kybernetické
bezpecnosti (snad s vyjimkou zabezpeceni pristupu do objektl, rozvoden a rozvadécud). Zde vsak
primarni motivaci nebyla kybernetickd bezpecnost ICT komponent umisténych napf. v onéch
rozvadécich, ale zejména ochrana majetku, provozni bezpecnost a bezpecnost pfi praci. Jak jisté
tusite, ona idylka o bezpecném SCADA systému se ndm zacina rychle rozplyvat. Pfi dalSim ovérovani
zjistujeme, Ze v rdmci nasazeni sice byla provedena velka fada test — kyberneticko-bezpecnostni test
vSak zadny. Obsluha perfektné zvlada fizeni technologického celku jak mistné, tak prostfednictvim
SCADA systému, nicméné zpravidla nic nevi o kybernetickych rizicich a nezdrdha si z operatorského
pocitate vyfizovat soukromé e-maily a prohlizet web. Snad jedind dobrd zprava je existence
a funkénost nahradnich postupd.

Teorie je jedna véc, ale co praxe? Jak to ve skutecnosti vypadd v konkrétnich feSenich a jaké mame
mozZnosti situaci resit?

Rozmanitost vyrobnich zdroji vlastnénych spole¢nostmi Skupiny CEZ ndm v uplynulych letech
umoznila ovérit stav kybernetické bezpecnosti a redlné bezpecnost SCADA otestovat v fadé instalaci
rozdilnych velikosti i rizného data uvedeni do provozu.
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V pribéhu téchto let téma kybernetické bezpecnosti SCADA systémU postupné rostlo na vyznamu
a bylo zajimavé sledovat, jak rychle se objevila fada exkluzivnich a zarucenych out-of-box feSeni
udajné komplexni ochrany SCADA systémU. Tato feSeni v podobé nejriznéjsich bezpecnostnich bran,
sond a appliances jisté pfi zabezpecovani SCADA systému lze s vyhodou vyuzit, neméli bychom vsak
podlehnout iluzi, Ze komplexné vyresi cely problém zabezpeceni téchto systémd.

Rychlym dsudkem bychom mohli fici, Ze SCADA systémy uvadéné do provozu v poslednich letech jsou

vevs

PFi zobecnéni vystupl testovani SCADA systéml, a to prakticky bez ohledu na termin spusténi do
provozu lze fici, Ze mezi obvyklé oblasti s vyznamnymi dopady do uUrovné bezpecénosti, lze Fadit
zejména:

e celkova ICT architektura, topologie a pouZzité platformy,
e bezpecnost operdtorskych stanic,

e bezpecnost pouzitych komunikacnich protokold,

e neprovedeny hardening platforem,

e bezpecnost PLC/MTU/RTU jednotek a prdmyslovych sbérnic.

3 ,,SCADA svét“ vs. ,konvencni IT”

,Casto slychdme, Ze ,,SCADA svét”“ a ,konvenéni IT“ nelze porovndvat. Jsou to rozdilné filozofie,
architektury, procesy i zplsoby uZiti. Je tomu skutec¢né tak?

Tradice ICT (kybernetickych) bezpecnostnich ndvyku, opatreni, technologii a bezpecnostniho
povédomi se v konvencnim IT v fadé spolecnosti pocitd na 10 a vice let. Ukazuje se, Ze ,,SCADA svét”
do jisté miry stdl po celou tu dobu stranou a fada dobrych ndvykd, postupd, architektur a technologii
zde nebyla aplikovdna. Mdme Sanci to nyni napravit, nebo jsou tyto svéty natolik odlisné, Ze toho
nebudeme schopni?*

Rada oblasti ovliviiujici bezpe¢nost SCADA systém(l je pro nas ddvérné zndma ze svéta tzv.
ykonvencéniho IT“. Anebo Vam témata typu: neprovedeny hardening platforem, volba spréavné ICT
architektury, bezpec€nost pracovni stanice a topologie sité, pfijdou jako ryze SCADA témata?

V diskusich s operatory technologii fizenych SCADA systémy (feknéme tedy uZivateli SCADA) témér
vidy zazniva, Ze jsou si védomi nepodporované platformy napf. daného operaéniho systému.
Zpravidla vSak jednim dechem doddvaji, Ze oni to nezméni — systém SCADA byl dodan jako souéast
dané Cerpadlové stanice, kotelny atd., kterd je podporovana dodavatelem XY.

Logicky tedy vedeme dialog se servisnim dodavatelem daného feSeni, ktery omezeni zpravidla
potvrzuje: ,,... vizualizace SCADA vyuziva knihovnu, kterd funguje jen s webovym serverem verze ...,
atd.” Pfi dalSim dotazovani vSak zpravidla jiz najdeme spolecnou fe¢ a shodneme se, Ze neni Zadny
dlvod pouzivat defaultni hesla, sdilené pristupy, pfimy pfistup na Internet, servisni kanal pres plain
HTTP protokol atd. Ve finéle zjistujeme, Ze servisni dodavatel zpravidla velmi dobfe vi, jak bezpecnost
SCADA zlepsit, jen to po ném nikdo nechtél. Servisni kontrakt se vétSinou tyka jen zajisténi
provoznich parametrd.

Ano, ,svét SCADA“ je mozna v nékterych ohledech jiny nez svét konvencniho IT, nicméné nevidime
dlvod, pro¢ bychom se neméli pokusit aplikovat nejlepsi praxi z konvenéniho IT, minimalné pokud se
jednd o obdobné platformy, detekci malware, segmentaci sité, bariérovou ochranu, bezpecnostni
povédomi nebo bezpecnostni pozadavky v dodavatelskych smlouvach.
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Ukazuje se, ze témi spravnymi cestami k rychlému zlepSeni Urovné kybernetické bezpecnosti jsou
aktivity typu prabéiného bezpeénostniho vzdélavani uZivatell (operatorl SCADA), zavazani
dodavatele SCADA pro uplatnéni bezpecné administrace a sprdvy systému, aplikace Uc¢inné bariérové
ochrany SCADA systém( a v neposledni fadé i fizené zmény obnovy jiZz nepodporovanych platforem
a pfipadné upravy ICT architektury systému. Doplnéni o nové infrastrukturni prvky cilené na detekci
a eliminaci ,SCADA*relevant” hrozeb je jen dalsi oblasti k reseni.

4 Malé SCADA systémy jako (budouci) soucast Internetu véci (loT)

Skupina CEZ kromé velkych (a obecné zndmych) vyrobnich zdroji typu klasické (uhelné), vodni anebo
jaderné elektrdrny operuje i dil¢i, relativné malé, vyrobni zdroje typu fotovoltaické, malé-vodni anebo
vétrné elektrdarny. Tyto malé zdroje jsou samozifejmé také vybaveny SCADA systémy, které jsou
generacné casto velmi mladé. Jsou zde, z bezpecnostniho pohledu platné, stejné charakteristiky jako
pro SCADA systémy u velkych vyrobnich zdroji? Jsou tyto SCADA systémy pripraveny stadt se soucdsti
loT, nebo ji uZ dokonce jsou?

V této Casti prednasky se spolecné podivejme na slaba mista relativné mladych instalaci SCADA
systému ve vétsim detailu.

Tyto instalace samozfejmé maji, oproti svym ,starSsim sourozenclim®, nespornou vyhodu ve vyuziti
aktualné podporovanych operaénich systému a platforem. Stejné tak posledni roky prolomily tabu
technologickych siti, coZz umozZnilo aplikovat fadu principl z dobré praxe znamé z , konvencniho IT“.

| tak vysledky bezpecénostnich testl nejsou nijak omracujici. Znacnou mérou se na tomto stavu
podepisuje, dnes jiz pomérné béziny, pozadavek na pfimou konektivitu do sité Internet. At uz se
jedna o propojeni dil¢ich ,,malych” vyrobnich zdroji na centraini dispecink (sbér dat, dohled, fizeni)
anebo vzdaleny pfistup servisnich spole¢nosti.

Pfi hledani typickych oblasti s bezpe¢nostnimi nedostatky prakticky miZeme okopirovat predchozi
poznatky — byt situace, napf. v otazkach zabezpecéenych protokold a zvolené IT architektury, je jisté
o dost jina. Stdle vSak nelze konstatovat, Ze je situace zcela uspokojiva.

Dozajista tyto SCADA systémy byly v dobé spusténi daného technologického celku ,v pofadku®,
nékolik mésicl poté jiz instalace velmi pravdépodobné obsahuje fadu platformnich zranitelnosti
a Casto i ,,uvolnéné” chovani obsluhy. Toto velmi dobfe zname z ,konvencniho IT“ a nezbyvd nez
nasazovat dalsi prvky dobré praxe: patch management, testovani zmén, periodické bezpecnostni
vzdélavani atd.

5 Zaveér

Pfednaska rozhodné nema za cil presné popsat vSechny moznosti a principy zabezpedeni SCADA
systémi. Mym cilem bylo poskytnout posluchaclim pohled na problematiku zabezpeceni SCADA
systém(l ocima ¢lentl bezpe¢nostniho tymu z prostiedi Skupiny CEZ a jejich zékaznikd.

Predkladany pohled neni zcela ve shodé s marketingovymi prezentacemi nékterych vyrobcli SCADA
a spolecnosti zabyvajici se bezpecnosti SCADA, ani neni resersi tohoto tématu v narodnim,
evropském anebo celosvétovém méritku. Pfedndska vychazi zejména z nasich realnych zkusSenosti
s konkrétnimi instalacemi a technologiemi, pficemz svym charakterem odpovida case-study.

Skupina CEZ tradi¢né vénuje provozni bezpeénosti a ochrané svych vyrobnich zdrojil, a samozfejmé
i svych dalsich aktiv, vysokou pozornost. Kyberneticka bezpecnost SCADA je jednou kapitolou tohoto
pfibéhu. Zacali jsme jej pomysIné psat jiz pfed lety a rozhodné tento pribéh prozatim nekonci. Nové
hrozby a nové technologické moZnosti nam do cesty stavi stale nové vyzvy ...
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Improving security management with SIEM

Organizations within their risk management activities implement a SIEM (Security Information and
Event Management) systems to ensure information security. These systems evaluate data from
applications within the IT environment of the organization and based on that decide whether there is
a security incident or not. The authors of the article are dealing with the possibilities of improving
SIEM systems and also propose a method based on filtering of SQL queries to achieve better
performance characteristics of these systems.

Moznosti zlepseni provozu systémi SIEM

Organizace v ramci fizeni rizik implementuji systémy SIEM (Security Information and Event
Management) za Ucelem zajisténi informacni bezpecnosti. Tyto systémy vyhodnocuji data aplikaci
v ramci IT prostfedi organizace a na zdkladé toho rozhoduji, zda doslo k bezpecnostnimu incidentu i
nikoliv. Autofi se v ¢lanku zabyvaji moZnostmi zlepSeni systém( SIEM a zaroven navrhuji metodu
zaloZzenou na filtrovani SQL dotazli, aby bylo dosazeno lepsich provoznich charakteristik téchto
systéma.

IS2 2016 93



1 Uvod

Organizace provadi stale vétsi mnozZstvi aktivit elektronicky, pficemz roste podil aktivit, které jsou
z pohledu informacni bezpecnosti rizikové [2]. Zarovenn dochazi ke stdle vétSimu mnozZstvi
bezpe&nostnich incidentl s cilem finanéniho obohaceni ¢ odcizeni citlivych dat organizace. Utoénici
provadéji utoky mnohem sofistikovanéji a dimysinéji nejen s pomoci informacnich technologii, ale
také s pomoci technik socidlniho inZenyrstvi. Tohoto vzristajiciho trendu jsou si védomy vladni
instituce a pfijimaji opatfeni umoZnujici zvysit informacni bezpecnost obecné. Dillkazem toho je
i Evropskym parlamentem nedavno schvalena direktiva ,Directive of the European Parliament and of
the Council concerning measures to ensure a high common level of network and information security
across the Union.” Z této direktivy vychazi zakon ¢. 181/2014 Sb., o kybernetické bezpecnosti ptijaty
parlamentem Ceské republiky v Iét& roku 2014. Zdkon dale doplfiuji nasledujici vyhlasky: vyhladka
¢.316/2014 Sb., vyhlaska ¢. 317/2014 Sb. a nafizeni vlady ¢. 315/2014 Sb.

1.1 Definice problému a cile ¢lanku

Pfedmétem této prdce je informacni bezpecnost (ddle jen IB) organizace, ktera vyuZivd systém
vyhodnocujici udalosti informacni bezpecnosti (dale jen SIEM). Systémy SIEM vyhodnocuji data
z aplikaci v ramci IT prostfedi organizace a na zakladé toho rozhoduji, zda doslo k bezpeénostnimu
incidentu ¢i nikoliv. Problém je, Ze aplikace generuji ptili§ velké mnozstvi dat / udalosti, které musi
systém vyhodnotit. Toto Cini provoz systémU SIEM nakladnym, a to jak z hlediska pfimych, tak
neprimych nakladl: prfimé naklady jsou zpUsobeny vysokymi licenénimi poplatky, protoZze vétsina
feseni ma licenéni model postaveny na mnozstvi zpracovanych dat / udalosti [8]; nepfimé naklady
vyplyvaji z mnoZstvi dat, které je zpracovavano v systému SIEM. Cim vice dat musi systém vyhodnotit,
tim vétsi jsou naroky na vypocetni vykon systému a také naroky na sitovou infrastrukturu
organizace?, ktera musi transportovat do systému tato data k vyhodnoceni.

Cilem prezentovaného vyzkumu je posoudit relevanci implementace systému SIEM pro organizaci
z pohledu dnesnich trend( v oblasti IB a navrhnout metodu, kterd umozni snizeni mnoZzstvi dat, jez
vstupuji do systému SIEM k vyhodnoceni, aniz by tim byla sniZena uUroven IB organizace. Tato metoda
zaroven umoznuje organizaci zlepsit provoz systému SIEM.

Autofi touto praci navazuji na svlj predesly vyzkum [3], kde byl definovan normativni rdmec IB
organizace véetné predstaveni principl auditu IB a [4], kde byly definovany pfedpoklady pro spravné
fungovani systému vyhodnocujicich chovani uzivatell informacnich technologii (IT).

1.2 Definice zakladnich pojma

Cilem této podkapitoly je definovat v praci nejvice pouZivané terminy a dosahnout tak jednotného
porozuméni zkoumaného tématu.

Informacni bezpecnost

Ve védecké obci plati pro pojem informacni bezpecnost ndsledujici definice: bezpeénost informaci je
zachovani dulvérnosti, integrity a dostupnosti informaci a dalSich vlastnosti jako napfiklad:
autenticnost, odpovédnost, nepopiratelnost a spolehlivost. Tato definice byla prevzata
i mezinarodnim standardem CSN ISO/IEC 27001.

Udalost

Pod pojmem uddlost bude pro potfeby tohoto ¢lanku rozuména jakakoliv akce v IT prostredi
organizace, ktera je natolik vyznamna pro informacni bezpecnost organizace, Ze stoji za to ji

! Jinymi slovy: naroky na $itku komunikaéniho kanalu.
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zaznamenat, je v Case ohrani¢ena a lze k ni jednoznacné priradit dalsi atributy, a to zejména: kde
a kdy se uskutecnila, predmét udalosti, typ udalosti (¢teni, Uprava, mazani) a kdo ji inicioval.

Bezpecnostni incident

Za bezpecnostni incident je povazovana uddlost, kterd zahrnuje poruseni bezpecnosti (dostupnosti,
integrity ¢i dUvérnosti) informaci. Bezpecnostni incident miZe nastat, aniz by byla patrnd Skoda
v momenté jeho vyskytu. Vse se mizZe projevit pozdéji.

1.3 Zakladni principy hodnoceni udalosti

Tato kapitola slouZi k definici zakladnich principd fungovani systémd SIEM. Z téchto principt
fungovani vychazi nize definovand metoda redukce dat. Autofi sestavili tyto principy na zakladé
syntézy poznatk( ucinénych béhem analyzy soucasnych SIEM fteSeni. Pro analyzu byly zvoleny
3 nejlépe hodnocené produkty (IBM QRadar, HP ArcSight, Splunk) dle konzultacni spolecnosti Gartner

[5].

Systémy hodnotici udalosti funguji tak, Ze v IT prostfedi organizace pomoci sond? monitoruji data
a udalosti a nasledné z nich sestavuji pomoci statistickych metod (korelace) retézce udalosti, které
maji jeden spole¢ny jmenovatel. Tim byva zpravidla uZivatel. Retézce udalosti jsou tedy aktivity
jednoho uzivatele sefazené v ¢asové souslednosti, jak je uzivatel inicioval. K tomu, aby systém mohl
posoudit, Ze dany retézec udalosti je tzv. kritickym retézcem uddlosti bezpeénostniho incidentu, musi
znat tzv. kontext, ve kterém se udalosti udaly. Kontext je sestaven na zakladé dodate¢nych dat
zevnitf i vné organizace. Jinak rec¢eno, systém na zakladé posbiranych dat z datovych zdroji dokaze
odpovédét na otdzky kdo, co, kdy, kde a pro¢ provadi: jaky uzivatel inicioval i z jaké IP adresy byla
iniciovana udalost; co bylo naplni udalosti (editace dat, kopirovani, mazani); v kolik hodin; v jaké
aplikaci se udalost stala, a proc se udalost stala.

Systém SIEM vyhodnocuje kybernetické udalosti na zakladé definovanych pravidel. Systémy disponuji
vlastnosti ,ucit se”, coz znamend, Ze za provozu jsou schopny pfipravit novd pravidla pro
vyhodnocovani udalosti. Zpravidla vsak plati, Ze pocatecni pravidla hodnoceni musi definovat
administrator systému SIEM na zakladé bezpecnostni politiky organizace.

Na zakladé téchto pravidel je kazda udalost posouzena a je rozhodnuto o tom, jaka kategorie udalosti
nastala: zndmy bezpecny stav; neznamy stav; zndmy nebezpecny stav. Pro kazdou kategorii lze
v systému SIEM definovat podkategorie, ke kterym lze pfiradit konkrétni sady operaci, které ma SIEM
provést v pripadé jejich vyskytu. Napfiklad pfi neznamém stavu odesila SIEM celou uddlost k dalsi
analyze ¢lentim tymu SOC3 — ti potom mohou rozhodnout o vytvoreni nového pravidla, jez vymezuje,
jak danou udalost posoudit; pfi znamém nebezpecném stavu muze SIEM generovat vystrazné hlaseni
¢i danou aktivitu zcela zastavit.

Obrazek 1 zobrazuje velmi zjednodusené schéma architektury IT organizace vcéetné znazornéni
umisténi sond, které doddvaji data do systému SIEM k vyhodnoceni. K ptipojeni systému SIEM do
databazi se vyuZivaji nastroje DAM*, které sbiraji data o udalostech v databazich. Diky nastroji DAM
nastava prvni Uspora v toku dat v komunikaci mezi DAM a SIEM.

2 Sonda je typicky programovéd komponenta, kterd sbird data o provozu v IT infrastruktufe organizace
a nasledné je odesila do systému SIEM k vyhodnoceni.

3 Security Operations Centre (tym zajistujici aktivity kolem Fizeni informaé&ni bezpe&nosti organizace).

4 Database Activity Monitoring systém slouZi jako konektor, ktery umoZfiuje pfipojit SIEM a sledovat tak aktivity
v databazich.
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Obrazek 1: Zjednodusené schéma sbéru dat do systému SIEM. Zdroj: [autofi].

Zlepseni (optimalizace) provozu systému SIEM témér vidy znamend omezeni dat, které do néj
vstupuji, proto je vidy nutné volit kompromis mezi dostate¢nou Urovni IB organizace a dostatecnym
mnozstvim relevantnich dat. Pokud dojde k pfiliSnému omezeni dat, jeZ do systému vstupuji, mlze se
stat, Ze systém nebude schopen vyhodnocovat udalosti. To se v konecném dusledku muzZe projevit
neschopnosti systému identifikovat nastaly bezpecnostni incident nebo mzZe generovat pfilis mnoho
faleSnych vystraznych hlaseni.

2 Relevance systému SIEM z pohledu dnesnich trendu v oblasti
informacni bezpecnosti

Ucelem této kapitoly je odpovédét na otazku, zda je nasazeni systémi SIEM pro organizace
z dnesniho pohledu relevantni.

2.1 Prfispiva SIEM k naplnéni poZadavk( zakona €. 181/2014 Sb.?

Sledovani a vyhodnocovani udélosti kybernetické bezpecnosti nafizuje zdkon ¢. 181/2014 Sb.,
o kybernetické bezpecénosti [15] v §7, odstavec 3. Navazujici vyhlaska ¢. 316/2014 Sb. [13] poZadavky
na vyhodnocovani udalosti dale konkretizuje. Toto vSak plati pouze pro organizace spadajici do
plsobnosti zdkona ¢. 181/2014 Sb., ktera je vymezena v navazujicich vyhlaskach: [12] a [14].
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Zakon ¢. 181/2014 o

kybernetické bezpecnosti Zpusob osetreni / implementace

§ 4 odst. 2 Administrativni ukon

§4 odst. 3 Administrativni ukon

§7 odst. 3 SIEM

§8 odst. 1 SIEM a nasledné administrativni tkon
§16 odst 2 Administrativni ukon

Tabulka 1: ZpUsoby feseni pozadavkd v paragrafech zakona ¢. 181/2014. Zdroj: autofi.

Vyhlaska &.
316/2014 Sb.
§3
§4
§5
§6
§7
§8

§9
§10

§11
§12
§13
§14
§15
§16
§17

§18
§19
§20
§21
§22
§23
§24
§ 25
§26
§ 27

Zpusob implementace
Administrativni Ukon
Administrativni ukon
Administrativni tkon
Administrativni ukon
Administrativni ukon
Administrativni ukon

Administrativni ukon, SIEM a systém Identity and Access
Management

Administrativni ukon a SIEM

Administrativni ukon a systém Identity and Access
Management

Administrativni tkon
Administrativni kon
Administrativni ukon
Administrativni tkon
Administrativni tkon
Administrativni dkon a Firewall

Administrativni ukon a systém Identity and Access
Management

Systém Identity and Access Management

Antivir

SIEM

SIEM

SIEM a administratorsky ukon

IDS (Intrusion detection system) a pfipadné SIEM
Administrativni ikon

Monitoring a redundance

Administrativni ukon
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Vyhlaska €.
316/2014 Sh. Zpusob implementace

§28 Administrativni ukon
§29 Administrativni ukon
§30 Administrativni ukon
§31 Administrativni ukon
§32 Administrativni ukon
§33 Administrativni ukon
§34 Administrativni ukon

Tabulka 2: ZpUsoby feseni poZadavki v paragrafech vyhlasky ¢. 316/2014. Zdroj: autofi.

Z autory provedené analyzy pozadavk( zdkona 181/2014 Sb. i vyhlasky 316/2014 Sb. vyplyva, Ze
nasazeni systému SIEM napomaha plnit tyto legislativni pozadavky: §7 a §8 odst. 1. zdkona 181/2014
Sb., o kybernetické bezpecnosti a §9, §10, §21, §22, §23, §24 specifikované ve vyhlasce 316/2014 Sb.,
o bezpecénostnich opattenich, kybernetickych bezpecnostnich incidentech, reaktivnich opatfenich
a o stanoveni ndleZitosti podani v oblasti kybernetické bezpecnosti (vyhlaska o kybernetické
bezpecnosti).

2.2 Dalsi zdroje pozadavki na sledovani a vyvhodnocovani bezpecnostnich udalosti

Neni to vSak pouze zakon o kybernetické bezpecnosti, ktery vyZzaduje sledovani uddlosti za ucelem
dosaZeni organizaci definované drovné IB. Sledovani a vyhodnocovani bezpecnostnich udalosti je
v souladu s best—practice a vyznamnymi normami, jako je napfiklad mezinarodni standard CSN
ISO/IEC 27001 [11], ktery definuje systém Fizeni informacni bezpecnosti a zdkon ¢. 181/2014 z néj do
znacné miry vychazi.

Implementace systém, které vyhodnocuji udalosti, je pro organizace relevantni nejen z pohledu
plnéni legislativnich a normativnich pozadavki, ale také z pohledu realizace opatteni proti rizikim,
kterym organizace Celi. Dle globalniho prizkumu [10], ktery zkouma pfticiny bezpecnostnich incidentd
za rok 2015, Ize implementaci systému SIEM pokryt cca 64,9% bezpecnostnich incidentl (viz Graf 1).
Konkrétné se jedna o crimeware, kybernetickou Spiondz, insider Utoky (Utoky zevnitf) a zneuZiti
pravomoci, Utoky pres webové aplikace a chyby lidského faktoru.
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Graf 1: PFiciny bezpecnostnich incidentd. Zdroj: [10].

Na zakladé vyse popsaného lze ucinit zavér, Ze nasazeni systému SIEM je pro organizace relevantni
z pohledu souladu s legislativou, plnéni doporuceni best—practice a realizace opatteni proti rizikiim.

3 Moznosti zlepSeni provozu systému SIEM

Ve védecké obci je zkoumdano nékolik pfistupl k redukci provoznich nakladd SIEM ¢i zlepseni jeho
vykonnostnich charakteristik. Snahy o zlepSeni provozu lze pozorovat jak na vstupni strané systému
SIEM, tak i na vystupni strané systému SIEM. ZlepSeni provozu na vstupni strané systému SIEM m3 za
cil redukci mnoZstvi dat, které do né&j vstupuji; na tomto principu je zaloZena autory navriend
metoda. Zlepseni provozu na vystupu cili na omezeni poctu varovnych hlaseni (,alerts”) ze systému
SIEM, kterym by se jinak museli vénovat pracovnici SOC ¢i administratofi systému. DalSim pfistupem
k zlepSeni provozu systému SIEM je zlepSeni vnitni logiky systému, jeZ vyhodnocuje nastalé udalosti
dle definovanych pravidel. Stru¢né porovnani téchto pristupl uvadéji autofi na obrazku 2.
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Obrazek 2: MoZnosti zlepSeni provozu SIEM. Zdroj: autofi.

Koncept filtrovani paketd na vstupu systému SIEM v ramci detekce malware je prezentovan v [6].
Princip spocivd v modelovani dopravy na siti a jeji rozliSeni na ,znamou”, ktera je filtrovana, a na
neznamou, kterd je pusténa k dalSimu vyhodnoceni do systému SIEM. Nevyhodou tohoto pfistupu je,
Ze neumoznuje pokryt Sirsi spektrum IT rizik vyplyvajici napfiklad z lidského faktoru (chyba, kradez
dat, apod.), protozZe pracuje na pfili$ nizké vrstvé 1ISO/OSI modelu. Autofi proto v této praci navrhuiji
metodu zaloZenou na filtraci SQL dotaz(, ktera pracuje na vyssi vrstvé ISO/OSI modelu a umoziuje
tato rizika zohlednit.

Pfikladem zlep3eni vnitfni logiky SIEM je prace [9], jejiz autofi aplikuji poznatky z umélé inteligence
a prezentuji korela¢ni modul® zaloZeny na genetickém programovani a neuronovych sitich, ktery je
schopen sam navrhnout a ucit se nova korelacni pravidla. Tento pfistup vyznamné usnadnuje praci
SOC operatoram pfi definici novych pravidel vyhodnocovani bezpecnostnich udalosti. Nevyhodou je,
Ze nesnizuje mnozstvi dat, které systém SIEM musi vyhodnotit.

Metoda, kterad je zamérena na optimalizaci vystupu ze systému SIEM je prezentovana v ¢lanku [7].
Tato metoda spociva ve filtraci hlaseni ze systému SIEM. Toto ve vysledku prinasi snizené naroky na
pocet FTE® pracovnik( SOC, ktefi se tak vénuji pouze relevantnim hlasenim.

Dalsi védecké clanky vénujici se této problematice jsou napftiklad [1], kde se autor vénuje pfedstaveni
vyvoje IB v poslednich letech a jejim zakladnim principdm.

5 ,Correlation Engine”
8 Full-time ekvivalent (FTE) je jednotka slouZici k vyjadieni pracovni naroénosti daného tkolu.
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Vyse zminéné pfistupy véetné metody prezentované v tomto ¢lanku se vzajemné nevylucuji, proto
organizace mohou za Ucelem dosaZeni optimalniho provozu systému SIEM zvolit nékolik pfistupt dle
svych internich podminek.

4 Metoda zlepsSeni provozu SIEM pomoci filtrovani SQL dotazl

Pro splnéni vyse definovaného cile vyzkumu je nutné redukovat mnozstvi dat vstupujici do systému
vyhodnocujici udalosti infomacni bezpecnosti. Za timto Ucelem navrhuji autofi ¢lanku nize popsanou
metodu. Tato metoda ma ndsledujici pfedpoklady:

1. Organizace ma implementovany systém fizeni informaéni bezpeénosti naptiklad dle CSN
ISO/IEC 27001. Divodem tohoto predpokladu je, Ze pfi jeho splnéni ma timto organizace
definovany bezpecnostni perimetr, klasifikovana data a ma definovanu politiku fizeni
informacni bezpecnosti.

2. Organizace planuje implementovat nebo jiz ma implementovany systém SIEM, ktery je
oddélen od vlastniho informacniho systému; pro pfipojeni k databazim slouzi nastroj DAM.

3. Vlastni informacni systém vyuZivd databdzovou datovou zdkladnu. Tento predpoklad
nicméné neni pro funkénost metody zasadni; metodu lze preformulovat téz pro jiné modely
architektury IT organizace.

Jiz samotny predpoklad 2 (vyuziti ndstroje DAM) pro pfipojeni databazi znamena vyrazné snizeni dat
pro vlastni SIEM, protoZe SQL dotazy jsou ponechany na urovni DAM a do SIEM se dostdvaji pouze
varovna hlaseni (incidenty) z DAM ohledné déni v databdzich. Timto se vSak problém ohledné
mnozstvi dat presunul na stranu DAM, ktery musi vyhodnocovat vSechny SQL dotazy, jeZ na databaze
sméFuji (viz obrazek 1). Ustfedni myslenka navrhované metody proto spoéiva v implementaci filtraéni
vrstvy pfed nastroj DAM, ¢imzZ bude zajiSténo, Ze DAM vyhodnocuje pouze z pohledu IB relevantni
SQL dotazy (viz obrazek 3).

Obrazek 3: Zjednodusené schéma sbéru dat do systému SIEM véetné zobrazeni
umisténi filtru SQL dotazl. Zdroj: autofi.
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Pro efektivni funkci filtracni vrstvy je nutné identifikovat citlivd data pro jednotlivé databaze.
Samotnda implementace filtru nasledné spodiva v konstrukci parseru SQL dotazl, ktery o kazdém
dotazu rozhodne, zda se dotazuje na citliva data ¢i nikoli.

Autory navrzend metoda redukce mnozstvi dat pro systém vyhodnocujici udalosti ma nasledujici
kroky:

1. Identifikace citlivych dat.

2. Identifikace aplikaci zpracovavajicich citliva data.
3. Sestaveni pravidel filtrace dat.

4. Implementace filtrace dat.

5. Ovéreni a pfipadnd uprava pravidel filtrace.

Kroky 3 — 5 lIze iterativné opakovat, dokud neni dosazeno optimdlniho mnozstvi dat, jez vstupuji do
systému SIEM.

Rizikem navrzené metody je moznost odcizeni dat pfimo prostfednictvim lokalniho pfipojeni do
databdze prostfednictvim souborového systému. Pokud predpoklddame, Ze toto Cini oprdvnény
uzivatel (administrator) lze toto riziko redukovat persondlni politikou organizace — dostate¢nym
provérenim a vybérem kandidatll na pozice administratord systému. Pokud vsak predpoklddame, Ze
k tomuto bezpecnostnimu incidentu doslo prostfednictvim ziskani privilegovaného pfistupu
vzdalenym uZivatelem (napt. za pomoci Skodlivého programového kdédu), pak lze predpokladat, ze
tento vzdaleny uZivatel, je zkuSeny Utocnik a ndasledné umi deaktivovat sondy na databdzi a tak
nepozorované data rovnéz prostrednictvim souborového systému odcizi. V takovémto pripadé vsak
selhal cely systém fizeni informacni bezpecnosti organizace (jiz od Urovné antiviru) a SIEM tomuto
incidentu nezabrani’.

DalSim rizikem je moZnost vyvoldvani systémovych funkci vzdalenym uzivatelem prostfednictvim
Skodlivych SQL dotazl (viz napft.: zranitelnost CVE—2007-3280). Tuto zranitelnost v3ak autofi povazuji
za jiz oSetfenou na strané poskytovatel( databazi.

Na zakladé zkuSenosti z implementace lze zminit i riziko opomenuti nékterych datovych poloZek
obsahujicich citlivad data. Toto riziko nastava v pfipadé provadéni , Identifikace citlivych dat” pouze na
zdkladé dokumentace, kterda mlze byt v nékterych pripadech neaktualni. Autofi proto doporucuji
radéji provadét identifikaci na zakladé datovych poloZek pfimo v databazi.

4.1 Identifikace citlivych dat

Citlivd data jsou identifikovana v souladu s vymezenim bezpecnostniho perimetru. Lze rozlisit dvé
skupiny citlivych dat:

1. Identifikatory (sloupce tabulek v databazi), které jsou citlivé samy o sobé. Do této skupiny je
zafazen kazdy identifikator, jenz je v ramci bezpecénostniho perimetru oznacen jako citlivy
udaj. Do skupiny identifikatord budou patfit i ta datova pole, jejichZ sledovani je vyZzadovano
legislativné, napf. legislativou chranici osobni Udaje apod. MnoZina vsech identifikatord,
které jsou citlivé samy o sobé, bude dale znacena ..

2. MnotZiny identifikator(i, které dohromady tvofi citlivd data. Do této skupiny jsou zafazeny
takové mnoziny identifikatord, které jsou v ramci bezpecnostniho perimetru oznaceny za
citlivé, tj. takové mnoZiny identifikator, které dohromady umoznuji plnit roli citlivého
identifikatoru (viz bod 1.). Kolekce vSech takovych mnoZin identifikator( se bude znacit 1,,,.

7 Lze pouze diskutovat nakolik je Gtoénik zkuseny a bude po sobé& umét ,,zamést stopy*“ ¢ deaktivovat sondy,
které sbiraji data do SIEM. SIEM pak incident zaznamend nebo nikoliv. Pokud k takovémuto selhani systému
fizeni IB dojde, jsou moznosti zabranéni incidentu velmi omezené.
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Ptiklad:

Rodné Cislo je vZdy citlivym udajem, nebot jednoznacné identifikuje osobu a umoZriuje tak pristupovat
k osobnim datum konkrétni entity.

Prijmeni (v analogické situaci) samo o sobé neni citlivym udajem, nebot osobu jednoznacné
neidentifikuje. Z hlediska informacni bezpecnosti Ize v tomto pfipadé pfijmeni oznacit za nezajimavy
identifikdtor. Pokud vsak prijmeni zkombinujeme s dalsimi udaji, napriklad s datem narozeni (které je
taktéZ zrejmé samo o sobé nezajimavé), ziskime mnoZinu identifikdatoru, kterd jiz mizZe vymezit
dostatecné malou skupinu osob, aby bylo mozné data ziskand pomoci kombinace téchto
identifikdtor( povaZovat za citliva.

Vystupem tohoto kroku jsou tedy mnoZiny I, identifikator( citlivych dat (datové polozky, které
obsahuji citlivd data) a I,, mnozin identifikator(, které dohromady vedou k citlivym datim. Pro
jednoduchost nasledujiciho vykladu dale pfedpokladejme, Ze prvky I. jsou jednoprvkové mnoZiny.

4.2 Identifikace aplikaci zpracovavajici citliva data

Cilem tohoto procesniho kroku je identifikovat, v jakych aplikacich a jak jsou citlivd data
zpracovavana. Prvni ¢ast v podstaté znamena identifikovat toky citlivych dat skrz aplikace organizace.
Druha cast analyzy se primarné zabyva zjisténim zplsobu, podle jakych poloZzek jsou data
vyhleddvana, jaké datové polozky Ize v danych aplikacich zobrazit a jaké moZnosti maji uZivatelé pro
Cteni, editaci ¢i mazani konkrétnich datovych polozek.

Analyzovdny jsou vidy ty aplikace, které spadaji do vymezeného bezpecnostniho perimetru
bezpecnostni politikou organizace. Avsak pro kontrolu Ize pouZit i schéma architektury nebo datovy
model organizace, pokud jsou dostupné a aktualni.

Ke kazdé mnoziné citlivych identifikatorl I se pro kazdou aplikaci v bezpecnostnim perimetru
eviduje, zda je nutné ve filtracni vrstvé dotazy sméfujici na I sledovat.

Oznalime-li symbolem 4 mnoZinu aplikaci spadajicich do bezpeénostniho perimetru, je vystupem
tohoto kroku funkce f: 1. U1, » A = {0,1}. Vyznam funk¢nich hodnot je nasledujici: je li I mnoZina
identifikdtord a a aplikace, f(I,a) = 1 tehdy, pokud je nutné mnozinu identifikdtord I v aplikaci
a sledovat, v opaéném pfipadé je f(I,a) = 0.

Je-li z organizacnich dlvodl Zadouci rozliSovat akce (Cteni, editace, mazani), které Ize v aplikaci
a nad mnoZinou identifikdtort I provadét, lze funkci f zavést jako f:I.Ul, x A= 2% Kkde
0 = {mazani, cteni, editace} a 2% je mnoZina viech podmnozin mnoziny Q.

Funkéni hodnoty funkce [ Ize pfipadné pro prehlednost uchovavat v matici, kde by fadky odpovidaly
jednotlivym mnozinam identifikator( a sloupce jednotlivym aplikacim.

Identifikator Aplikace
SAP Siebel EXK
Rodné ¢islo X X X
ID osoby v DB X X X
PFfijmeni + Datum narozeni X
PFfijmeni + Trvald adresa X X X
Trvald adresa + Datum narozeni X

,,,,,
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4.3 Sestaveni pravidel filtrace dat

Pro kazdou aplikaci (kazdou sondu) je nutné implementovat ta filtracni pravidla, kterd budou
testovat, zda jsou jednotlivé individualni udalosti v aplikaci iniciované dotazy nad citlivymi daty.

Podobné jako pfi konstrukci mnoZin identifikator( tvoficich citliva data, i zde mlze vypocet narazit na
limity rozumné ¢asové ndrocnosti. Snadno se totiz nahlédne, Ze pro otestovani, zda se zadany dotaz
neptd na nékterou z mnozZin identifikatord sestavenych v kroku 1, je nutné SQL dotaz prevést na
disjunktivni normalni formu (dale jen DNF), pfipadné provést néjakou ekvivalentni operaci. Pfevod na
DNF je obecné NP—obtizny. Je proto namisté hledat rozumné heuristické postupy.

Navrzend metoda problém sestaveni DNF obchazi nasledovné: je stanoven pocet p mintermd
(literall spojenych konjunkci), které je pripustné zkonstruovat. Pokud se v prlibéhu konstrukce DNF
ukaze, Ze DNF mintermU obsahuje vice neZ p, je dotaz automaticky oznacen za citlivy.

Pocet p je moZné optimalizovat v krocich 3-5.

Pokud se DNF podafi zkonstruovat, je dale otestovano, zda nékterd kombinace identifikator(
zmnoziny I, U I, je podmnoZinou identifikatord v nékterém mintermu. Pokud ano, povaZujeme
dotaz za citlivy, v opacném pfipadé jej mizeme odfiltrovat.

Test popsany vy3e Ize realizovat (“hrubou silou”) v ¢ase @{np|I. U I,,|), kde n je polet identifikator(
a |l uUl,|znadi pocet prvki mnoziny I, U I,,,.

4.4 Implementace filtrace dat

Cilem tohoto kroku je wvytvofit funkcni prototyp filtru (filtranich pravidel) v podobé modulu
databazové sondy systému SIEM — nastroje DAM nebo prosttfednictvim jeho konfigurace.

Funkénost vytvoreného filtru spociva v ovéreni splnéni definovanych filtracnich pravidel; nasledné pfi
splnéni pravidla bude posilat SQL dotazy k dalSimu vyhodnoceni v DAM. V pfipadé nesplnéni
podminky filtr nepusti SQL dotaz dale do DAM.

Vystupem tohoto procesniho kroku je modul filtrujici SQL dotazy ¢i sada nakonfigurovanych
filtracnich pravidel, tak aby do DAM vstupovaly pouze ty SQL dotazy, které jsou relevantni pro 1B
organizace.

4.5 Ovéreni a pripadna Uprava pravidel filtrace

Pro ovéfeni lze vyuZit sestavena pravidla filtrace ¢i jiz zminénou matici citlivych dat z procesniho
kroku 2 (byla—li sestavena). Oba tyto podklady slouZi jako testovaci scénare. Tester zadava SQL
dotazy dle této matice a nasledné ovéfuje, Ze dané SQL dotazy se v pfipadé potfeby promitly i
nepromitly do systému SIEM. Pokud se vysledky shoduji s definovanymi filtracnimi pravidly, lze
aplikaci nasadit do readlného provozu.

Vlastnimu ovéreni navrzené metody se vénuji autofti v kapitole nize.

4.6 Klicové role a odpovédnosti v procesu

Na zakladé zkusenosti z implementace této metody v praxi sestavil tym autort matici klicovych roli
a jejich odpovédnosti v procesu — tzv. matici RACI (Responsible, Accountable, Consulted, Informed).
Tuto matici uvadi nasledujici tabulka. Pro Uplnost je ke kazdému kroku ptidan kli€ovy vystup a vstup
pro to, aby mohl byt proveden.
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Definice klicovych odpovédnosti a roli v procesu
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Analyza zpracovani informacni bezpecnosti
citlivych dat . P A c
v aplikacich organizace
Schéma aplikacni architektury = Aktualizovana matice
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Sestaveni pravidel L
. Matice citlivych dat . . A R C
filtrace dat Y Pravidla filtrace dat
Implementace filtrace ' Pravidla filtrace dat Modul filtrujici SQL A c R
dat Matice citlivych dat dotazy
Ovéreni a pfipadna
Uprava pravidel Matice citlivych dat Potvrzeni o souladu A | C

filtrace

Pravidla filtrace dat pravidel filtrace s realitou

Tabulka 4: Definice kli¢ovych odpovédnosti a roli v procesu. Zdroj: autofi.

5 Oveéreni navrzené metody

Autofi ovéfili vySe navrienou metodu empiricky. Jednalo se o praktické nasazeni v organizaci
zpracovavajici osobni data. Organizace si z bezpecnostnich dlvod(l neprila byt jmenovéna.
Organizace ma trfivrstvou IT architekturu respektujici principy SOA? s centralnim datovym uloZistém
a ma cca 8 000 zaméstnancl. Ovéreni probihalo na implementovaném systému IBM QRadar (a IBM
Guardium jako ndastroj DAM) a mélo dva kroky:

1. Ovéreni, zda navrZena metoda pfrispiva ke snizeni dat, jez vstupuji do SIEM pomoci metriky
pocet SQL dotazl pred a po aplikaci filtrace dat.

2. Vyhodnoceni, zda metoda nesnizuje Uroven IB organizace tim, Ze neposkytne systému SIEM
vSechna data o SQL dotazech.

V prvnim kroku ovéreni byla sledovana jedna metrika, a to pocet SQL dotaz(i. Ovéreni probihalo
v obdobi trvajicim 7 tydn(, a to od 2. listopadu 2015 do 18. prosince 2015. Z nasbiraného vzorku byly
vynechany vikendy a svatek (17.11.). Méfeni se tykalo vSech aplikaci zpracovavajici citliva data®.
Méreni probihalo paralelné na vstupu databdze pred aplikaci filtracnich pravidel a na vystupu filtru
po aplikaci filtra¢nich pravidel. Vyhodou paralelniho méfreni ve dvou bodech zaroven je eliminace
sezénnich a dalsich rusivych vliva.

VysSe navriend metoda filtrace SQL dotazl vedla v dané organizaci k tvorbé celkem 250 filtracnich
pravidel.

& Service Oriented Architecture.
®To znamend viechny aplikace zahrnuté v bezpeénostnim perimetru organizace.
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Pred filtrem bylo naméreno primérné 2 493 184 SQL dotazl denné, které by vstoupily do DAM
k vyhodnoceni. Po aplikaci filtraénich pravidel doslo k poklesu po¢tu SQL dotazll na prdmérné
1439 333 za den. Primérny pocet SQL dotazli po aplikaci navrzené metody filtrovani dat je o0 43 %
nizsi. Detailni primérné pocty dotazi za kazdy den v tydnu za méfenou periodu zobrazuje graf 2.

Pocet SQL dotazu (listopad - prosinec 2015)

3 000 000

of

2 500 000

2 000 000

1 500 000

1 000 000 B Pred filtraci

m Pofiltraci

Priimérny pocet SQL dotaz

500 000

0

PO uT ST cT PA
Pfed filtraci| 2 884 132 | 2751 441 | 2426 230 | 2431 869 | 1972 248
Pofiltraci | 1894 785 | 1510552 | 1234 873 | 1493 715 | 1062 742
Den v tydnu

Graf 2: Pocet SQL dotazl pred a po filtraci. Zdroj: autofi.

Lze tedy konstatovat, Ze navrzend metoda vyznamné sniZila mnoZstvi dat, které vstupuji do DAM
k vyhodnoceni.

Odfiltrované dotazy lze rozdélit do nékolika kategorii. Tyto kategorie jsou sefazeny dle svého podilu
ve skupiné:

1. Tzv. ,.Dummy” dotazy — ,dummy selekty” (34,05 %), napfiklad se jedna o tento typ dotazl:
Select “1” from Dual nebo Select sysdate() from dual. Tento typ dotazu mize slouZit pro
aplikaci k ovéfeni spojeni s databazi, ale z pohledu ztraty citlivych dat je irelevantni. Jednalo
se rovnéz o dotazy typu ukladani logovych zaznamu: , Insert into log...”

2. Dotazy na Ciselniky (23,54 %) — tyto dotazy typicky vraci hodnoty Cciselnikd, proto je lze
povaZovat z bezpecénostniho hlediska za irelevantni.

3. Procedury na databdzi: proc vymaz_log(den) (22,6 %). Nékteré aplikace mohou volat
preddefinované procedury, které ma databdze vykonat. Procedury pracujici s citlivymi daty
musi byt identifikovany v kroku 2 a nasledné o né musi byt upravena filtraéni pravidla.
Procedura uvedend v pfikladu vymaze log soubor za dany konkrétni den.

4. Posledni kategorii jsou takové dotazy, které nesmérovaly k ziskani citlivych dat (19,81 %). To
jsou takové dotazy, které po parsovani na tzv. SQL konstrukt (ten se sklada z prikazu —
command, objektu — object, a pole — field) nepracuji s piredem definovanymi poli tabulky, jez
citliva data obsahuji.
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Autofi analyzovali také variabilitu v poc¢tu SQL dotaz( za dané sledované obdobi. Pocet SQL dotazl ze
strany aplikaci smérem do databaze ma nékolik slozZek, které jej vyznamné ovliviiuji:

1. ,Fixni datovy presun” — tato doprava se objevuje kazdy den a nesouvisi s aktivitou uZivatelll
v aplikacich. Napftiklad: aplikace provadéji denni zavérku, pocitaji reporty apod.

2. SQL dotazy z okolnich systém — napfiklad vstupy z ,redlného svéta“ v podobé kazdodennich
davkovych importl z datovych schranek.

3. SQL dotazy zpUsobené vlastni aktivitou uZivatell, kterd mlze byt kazdy den odlisna.

Druhy krok ovéreni spociva v posouzeni, zda metoda nepfispivd ke snizeni IB organizace tim, Ze
snhizuje mnozstvi dat systému SIEM. Toto autofi provedli porovnanim reportl o primérném poctu
bezpecnostnich incidentl za tyden prfed a po aplikaci filtrace dat. Méreni probihalo sekvencné:
méreni pred filtraci dat probihalo za mésice zari az fijen 2015; méfeni po aplikaci filtrace dat
probihalo v obdobi listopad aZ prosinec 2015. Porovnanim obou reportl bylo zjisténo, Ze primérny
pocet bezpecnostnich incidentll za tyden zlstal na uUrovni jednotek incidentl za tyden pred i po
filtraci, coz znamen3, Ze nedoslo k Zddnym vyznamnym odchylkam.

Jako treti krok ovéreni chtéli autofi zkoumat i mnoZstvi vystraznych hlaseni ze systému SIEM pred
i po filtraci dat, avSak nedostali povoleni od organizace tato data dale publikovat.

Na zakladé vysledkd ovéreni z obou vyse popsanych krokl lze konstatovat, Ze navriend metoda
vyznamné snizuje mnozstvi dat, jeZz vstupuji do systému SIEM k vyhodnoceni bez snizeni IB
organizace, ¢imz byl splnén cil této prace.

Ekonomické pfinosy navriené metody filtrace SQL dotazl jsou: nizsi naroky na kapacitu datového
UloZisté DAM o 30 %, NiZsi vytiZzeni server(i o 21 %, na kterych je celé feseni provozovano a tim lepsi
vykonnostni charakteristiky celého feseni vyhodnocujici udalosti kybernetické bezpecnosti. | pres
vyznamné snizeni mnoZstvi SQL dotazll, nedoslo k poklesu do nizsiho licenéniho pasma. Dlvodem je
Siroké nastaveni licenénich pasem ze strany poskytovatel( SIEM systém( a také fakt, Ze se navrzena
metoda zamértuje pouze na filtraci SQL dotazli a nebere v Uvahu dalsi zpUsoby redukce dat, které
organizace muze soubéiné realizovat. Vyhodou pfipojeni databazi prostfednictvim DAM vsak je
moznost proaktivniho feSeni IB ve smyslu okamzitého preruseni aktivity, kterd sméfuje na odcizeni
citlivych dat. Toto by v pfipadé alternativnich zpUsobU pripojeni databazi nebylo mozné.

6 Zaveér

Cilem vyzkumu prezentovaného v této praci bylo posoudit relevanci SIEM systém(l pro organizaci
z pohledu dnesnich trendd v oblasti informacni bezpecnosti a navrhnout a ovéfit novou metodu,
ktera vede ke sniZzeni mnoZzstvi dat, jez systém SIEM zpracovdva. Na zakladé provedeného prizkumu
Ize konstatovat, Ze systémy SIEM jsou pro organizace relevantni z pohledu plnéni legislativnich
a normativnich poZadavkl a také z pohledu realizace opatieni proti riziklm. Autofi dale navrhli
metodu, ktera je zaloZena na filtraci SQL dotaz( za Ucelem zlepseni provozu systému vyhodnocujiciho
udalosti kybernetické bezpecnosti.

Ovéreni metody probéhlo empiricky na zakladé méreni poctu SQL dotazli a bezpecnostnich
incidentld. Méreni potvrdilo, Ze navrzend metoda umozniuje vyznamné snizit mnozstvi udalosti (SQL
dotazll), které by bylo nutné do systému zaslat k vyhodnoceni, aniz by byla snizena Uroven

vrve

10 Organizace, kde ovéfeni probihalo, je legislativné vazana k ukladani historickych zdznam( po dobu 3 mésicd.
Filtrovani SQL dotazl, proto pro ni ma velky vyznam z pohledu kapacity datového uloZisté.
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mimo jiné nizkou kvalitou aplika¢niho software zkoumané organizace, ktery generuje velké mnozstvi,
z naseho pohledu, balastnich SQL prikazu.

Pfinosy navriené metody jsou zlepseni vykonnostnich parametrl celého feseni vyhodnocujiciho
udalosti kybernetické bezpecnosti a snizeni potfebné kapacity datového uloZisté pro nastroj DAM.

Autofi dale béhem ovérovani jimi navriené metody identifikovali mozné dalsi vylepSeni procesu
optimalizace, a to pomoci sledovani a filtrovani SQL dotazl dle jeho inicidtora. Zejména se jedna
o implementaci metrik pro jednotlivé vyhleddvaci uUdaje, které by umoznovaly provadét ,scoring”
jednotlivych SQL dotazli — obdobné, jako se pouZiva pfi rozhodovani, jestli je zprava elektronické
posty SPAM. Tuto hypotézu chtéji ovéfit v dalSim vyzkumu.
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Michal Svoboda is a data analytics technical leader in the Cognitive Threat Analytics team within
Security and Business Group of Cisco Systems. We do internet-scale security analytics of web traffic
meta-data. Our mission is to build Al detection engines that reveal active breaches inside the
networks of our customers, and that without traffic content inspection and signatures. Michal's role
includes analytics, engineering, as well as leadership and continuous improvement of the team's
unique methodology, practices, and tools.

Michal Svoboda je technickym expertem v oblasti analyzy dat. Pracuje pro skupinu Cognitive Threat
Analytics, kterd je soucasti Security and Business Group v ramci Cisco Systems. Nasi misi je pracovat
se zdznamy o provozu na sitich nasich zakaznik(, a stavét samoucici se reseni, kterd odhaluji aktivni
bezpecnostni priniky. Tato feseni se neopiraji o metody rozpoznavani pomoci signatur, ani o metody
kontroly obsahu sitového provozu. Michalova role pokryva datovou analytiku, programovani, ale také
vedeni a zlepSovani metodik a nastrojl, se kterymi tym pracuje.

Detecting malware with machine learning, from c&c to exfiltration

In this example-driven session, we will cover novel malware detection methods, as used by Cisco
Cognitive Threat Analytics (CTA) engine. Participants will learn about:

e Modern malware, its modus operandi and revenue streams.

e Evasion of traditional security defenses (firewall, antivirus).

e How network anomaly detection and machine learning can uncover its presence.

e Methods used to reduce false positives (FP) and false negatives (FN).

e (Cohesive and actionable incident assembly.

Detekce malware pomoci strojového uceni, od C&C po exfiltraci

V tomto pfispévku se budeme bavit o modernich metodach detekce malwaru, které se soucasné
pouzivaji v Cisco Cognitive Threat Analytics (CTA). Na pfikladech se Ucastnici nauci o:

e Modernim malware, jak funguje a jak vydélava.

e  Pronikani tradi¢nimi bezpecnostnimi prvky (firewall, antivir).

e 7ZpUsobu nalezeni malware pomoci detekce anomalii a strojového uceni nad sitovym

provozem.
e Metodach, které snizuji pocCet nespravnych nalez( (false positive/false negative).
e Sestavovani incidentq, které poskytuji kompletni prehled o situaci.
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Abstract

In this paper, we present an example of modern malware. We discuss how it operates and gains
money for its operators and how it evades detection by antivirus and web reputation. Then, we
describe how we can reliably detect its main behavioral aspects — command and control (c&c) and
data exfiltration — by looking at network traffic meta-data and analyzing them in a working system
using a combination of both supervised and unsupervised learning methods.

1 Meet #CMST

The malware with code name #CMST represents one of the more advanced botnets today. This
designation covers a number of malware that exhibit similar network behavior, with industry names
such as Miuref and Boaxxe. Known samples of this malware infect Windows based systems and are
distributed through common channels, including but not limited to:

1. Droppers (small executables that download and install the malware, usually attached to
spam e-mails, and similar),

2. Exploit kits (web-based applications that scan, identify, and exploit vulnerabilities in
browsers),

3. Other malware that is already present at the endpoint.

The threat evades detection by signature-based antivirus software by using polymorphism, i.e. the
executable is always unique when distributed, and also by employing strong encryption of its own
parts with symmetric ciphers (RC4 or similar). Since the antivirus cannot see it, traditional cleaning is
also impossible. It has also been observed that some samples behave differently or refuse to execute
inside sandbox, therefore evading detection by sandboxing technologies. Finally, it employs the usual
mix of anti-debug and heavy obfuscation to make reverse-engineering of its binary code as hard as
possible.

From network standpoint, #MST establishes a secure command-and-control (c&c) channel with the
aid of strong asymmetric and symmetric ciphers (RSA, RC4, and other). This channel is carried over
HTTP or HTTPS connections, as these are usually permitted by common firewall setups. Two
transport methods have been observed:

1. Embedding the encrypted data into base-64 encoded string directly in URL of the request,
and in the body of the response, which works reliably even with inspecting HTTP proxies in
the way.

2. Direct communication to TCP port 443, which is normally used for HTTPS, but the protocol is
not actually HTTPS, rather a binary custom protocol Y taking advantage of the fact that
port 443 traffic is rarely validated or inspected.

Both of these channels are easy to miss using traditional network traffic inspection, but can be
reliably detected with network behavior analysis methods used by Cognitive Threat Analytics (CTA).
The c&c nodes are located in various countries and autonomous systems, and have been observed to
promptly migrate once they gained negative reputation or got blacklisted.
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Once installed on target machine, the malware can load additional modules or perform “software
updates” on itself. Indeed, running an older sample warrants an immediate observation of
megabyte-long downloads. Its main monetization methods are:

1. Click-jacking: a web browser plugin is installed that forces users to visit a revenue-generating
page in addition to their normal browsing.

2. Click-fraud: an autonomous hidden browser is launched on the system that visits pay-per-
click destinations.

In addition to click-fraud, the malware was also observed to exfiltrate gigabytes of data from infected
computers, and participate in delivery of additional malware, such as ransomware.

2 Behavior analysis based on network meta-data

CTA analysis engine works with web proxy log entries. Such entries include source and target of the
request, the URL, status codes, byte amounts (upload and download). For unencrypted HTTP
transaction, the log entries include select headers, such as MIME-type and referrer. Web proxy log
entries do not include the actual body of the request or response. The engine is therefore agnostic to
the actual content of the web traffic and works purely on the principle of analyzing statistical models
derived from the web log data. In the case of HTTPS, most of the HTTP-specific fields are missing, but
this type of traffic can also be analyzed by CTA engine. The engine processes billions of such web
proxy log entries daily.

Let’s examine the engine design from ground up. The proxy log is processed by the system in
multiple stages which are, in order: anomaly detection, trust modelling, behavior classification, and
incident assembly. The first two layers are based on unsupervised learning, and their purpose is to
detect anomalies in the observed traffic. As we shall see in the next section, the malware traffic is
highly anomalous when compared to the rest of the traffic. This layer is designed to have high recall,
rather than precision. After this layer, we can safely remove 95% of the traffic from processing and
focus on the remaining top anomalous 5% with more aggressive precision-biased algorithms.

The result of anomaly detection — the anomalies — can be actual threats as well as uninteresting
traffic anomalies. To distinguish those, we employ a number of supervised classifiers that can classify
threats with high precision in two ways:

1. Wide-range behaviors, such as various c&c types.

2. Campaign specific behaviors, which track individual campaigns. These are both novel and
industry-known.

The final step is incident assembly from the detections. The system maintains a concept of incidents
that include multiple behaviors to tell a story. The incidents can evolve over time as the threat
escalates. Incidents can be created even retrospectively, if enough supportive evidence is gathered.

These incidents are assigned severity and confidence levels, which then are used to formulate
concrete remediation steps. Some classifiers, especially the campaign-specific ones, are capable of
producing incidents that have 100% confidence, thus do not require any additional investigation on
the customer side.

3 Anomalous traffic

Let’s look at how #CMST traffic is handled by different layers of the CTA detection engine. A typical
c&c web request has the form

Bytes up=385, Bytes down=337, HTTP status=200 OK,
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URL=hxxp://83.222.126.211/m/IbQDI... 112 more characters ...]

The anomaly detection layer contains dozens of heterogeneous anomaly detectors that will assign an
anomaly score from 0.0 (not anomalous) to 1.0 (extremely anomalous). These small detectors are
allowed to err frequently. A snapshot of few example detectors acting on the #MST behavior would
be:

1. Very anomalous from “repetitive requests” detector based on the Fourier transform, since
this behavior occurs periodically.

2. Very anomalous from “rarely visited sites” detector, as not many users visit this site.

3. Somewhat normal from “this site is visited with only one path” detector, since the encrypted
string varies from request to request.

4. Somewhat normal from “site is visited during out of office hours” detector, since usually it
requires active user session to produce c&c requests, although this can vary depending on
the user’s habits.

5. Absolutely normal from “visited countries” detector, since the IP address is hosted in the U.S.

As we can see, the individual detectors have very different opinions. Plainly averaging these opinions
would result in high false positive (FP) and false negative (FN) rate of the anomaly detection layer.
We are able to improve the results by applying additional techniques.

First step is to do several interim sub-aggregations on detectors that react to common attributes of
the traffic, and then do an orthogonal average between these groups. Such groups are called
ensembles and the “common attributes” can be found automatically instead of manual analysis.

The second step is trust modelling. If we can observe these requests for extended time periods, and
on multiple users, we can average out random fluctuations in the detector results and form a
consistent opinion (trust) of a given behavior. A trust model indexes the behaviors by position inside
an N-dimensional cube whose dimensions are features of the behavior, such as number of bytes
transferred, destinations, etc. This cube cell is maintained over long term, accumulating overall
anomaly score. There are several such trust models, indexed by different features, and again their
results are aggregated in multiple stages.

The applied principles of multiple aggregation and long-term trust modelling result in significant
reduction of both false positives and false negatives. The typical anomaly score for #CMST behavior
turns to be very anomalous, which makes it distinguishable from the normal traffic.

4 Getting it classified

The next step is to find and clearly label #CMST in the anomalies (some of which can still present
non-threat behavior). We could obviously lock-on the IP address, but as has been mentioned before
this is relocated frequently, and also that would prevent us from autonomously detecting alternate
c&c channels. We use a robust classifier, so that if the malware decides to use another c&c node, it
will be automatically detected again and again, as long as it represents an anomalous behavior.

To train this classifier, we proceed as follows. The already discovered c&c behavior is presented to a
supervised learning algorithm, which then learns its key attributes. In this case, a random forest
classifier is used. The learning method first derives over 300 features from the web-flow, such as byte
transfer values, timings, URL features, etc. Then a number of random decision trees is generated, and
the one with best performance is selected. This is further refined by splitting the classifier into
multiple stages of decisions, which are run in sequence.
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With this method, we can train a classifier that labels the HTTP requests of #CMST with very high
precision. Same learning method can be used to train more classifiers for different campaigns, or to
label generic malware techniques such as use of domain generation algorithms (DGAs).

5 Exfiltration in the kill chain

#CMST can also employ a different c&c channel, which connects directly to TCP port 443, normally
reserved for HTTPS, but uses a custom binary protocol (which is neither HTTP nor HTTPS). This has
been observed with mostly very large data uploads (over gigabyte). The supervised training method
described above is not suitable for classifying this kind of behavior.

CTA engine uses a different method to spot the exfiltration traffic. For each combination of user and
web server, a histogram of observed values of transferred bytes in both directions and request
timings is perpetually created. This histogram is set to have finite number of bins and thus can be
used as feature vector, allowing a linear classifier to be trained. The training method used for this
classifier is based on optimizing the FP-50 benchmark 7660,

The anomaly detection pre-processing helps to a large extent, because this classifier can be trained
and executed only on the more interesting anomalous data. It also allows to reduce computational
footprint of the histograms.

Another trick to use here is correlation of the kill-chain. We know that the malware must execute
different behaviors

1. It must first establish a working c&c channel
2. It will likely perform click-fraud
3. It will optionally perform data exfiltration

Therefore, we can look for the exfiltration events that occur at the same endpoint as the c&c events.
If the c&c does not happen, we can delay the incident, if it happens we create an incident containing
multiple behaviors. That in turn allows for increased confidence and severity levels of the incidents.

A visual example of such incident with generous amounts of c&c and exfiltration as shown on the
dashboard:
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Traffic: 3.0 GIB up | 38.2 MIB down, Requesis: 18, Duration: 11 days 7 hours 45 minutes 59 seconds. User Agents: 1, No Refersr: 100%, HTTP: 0
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6 Conclusion

We have described how one of the more advanced botnets, designated #CMST, operates on the
network, how it gets money for its authors, and how it evades detection by traditional security
systems. The network behavior analysis engine outlined in this paper allows for accurate detection of
this threat, and is also robust against common changes in the malware c&c infrastructure. We have
also presented how several indicators of compromise can be turned to work together if correlated on
a kill-chain.
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Jifi Slaby is a Senior Manager in the Advisory Services of Deloitte Czech Republic. He has more than
11 years of experience in the ICT industry. Jiri held many positions within the life-cycle of IT projects.
He established a small IT company and as a lead architect designed and co-developed several
information systems. Then joined bigger IT companies to continue his journey with complete pre-sale
and sales activities, application/system/enterprise architecture and design of big systems and
industry solutions. Currently Jiri acts as a head of Security & Privacy consulting group in Deloitte
Czech Republic, which primarily deals with security audits, security monitoring, penetration testing
and mobile security topics.

Jifi Slaby je senior manaZzerem v oddéleni poradenskych sluzeb spole¢nosti Deloitte Ceska republika.
Ma 11 let zkuSenosti v oblasti IT a z toho 8 let zkuSenosti v oblasti informacni bezpec¢nosti. Ma Siroké
technické znalosti a je zkusenym IT a bezpecnostnim architektem. Zacdinal jako zakladatel malé
technologické firmy na vyvoj systémU a postupné vystfidal nékolik vétsSich spolecnosti, aby si
vyzkousSel préaci i v téch nejvétsich, jakymi byly IBM nebo Deloitte. Zaroven se snazil fungovanim
v riznych rolich pochopit, jak jednotlivé ¢asti v IT projektech do sebe zapadaji, od prodeje HW, SW
licenci, pfes IT vyvoj ai po konzultaéni sféru. Jifi je driitelem doktoratu z CVUT v Praze v oboru
Systémové inZenyrstvi a aplikovana informatika.

Changes in attack strategies over the last five years and further outlook

The session will sumarize the most important breaches and attacks globally and specifically in the
Czech Republic during the last 5 years. Then interesting statistics and patterns derived from past data
will be presented. Ent the end the session will outline emerging trends for upcoming year with some
hints how to defend against them.

Zmény v pFistupu utocniki za poslednich pét let a dalsi vyhled

Jiz jsme si zvykli na prekotny a extrémné rychly vyvoj ve svété IT technologii. To samé ale plati
o bezpecnosti, protoZe kazdd nové predstavend technologie s sebou nese i bezpecnostni rizika
a jelikozZ jsou technické vymozenosti vyuzivany Sirokou verejnosti, tyka se jejich zabezpeceni vSech.
Dokonce i téch, ktefi zatim jesté odolavaji IT pokroku a sami technologie moc nevyuzivaji, avsak maji
své osobni Udaje uloZeny v systémech patficnych instituci a resortll statni spravy a jsou tedy nepfimo
také ohroZeni. Autor se v prispévku poohlédne a zhodnoti poslednich 5 let v IT svété formou vyctu
nejvétsich pranikl a kradezi. Vyzdvihne nejvétsi bezpeénostni incidenty, rozdéli je na celosvétové a ty
cilené na Ceskou republiku. Pokusi se v nich najit spole¢né rysy. Zaroven se podiva na aktudlni situaci
na zacatku roku 2016 a dovoli si pfedstavit vyhled na nejblizsi rok s dirazem na ocekdvané a nové
vzniklé trendy, a jak se jim postavit.
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Lidska spolecnost se stale vice spoléhd na online prostfedky, které tak nabyvaji na hodnoté a stavaji
se lakavym cilem pro Gtocniky vseho druhu. Stim roste vyznam zabezpeceni téchto prostredkd
| souvisejici infrastruktury. Historie je v mnoha pfipadech zdrojem pouceni pro lepsi ptipravu na
budoucnost.

S trochou nadsazky lze fici, Ze neuplyne tyden, aby se neobjevila nova kritickd zranitelnost, a mésic,
aby se néjaky incident neobjevil na prednich strdnkdch novin. To, Ze se bezpecnost dostava do
hlavniho zpravodajstvi, je dobrd zprava. Jednotlivci i organizace tak ¢astéji vnimaji bezpecnost jako
dulezity faktor a nikoliv jako nutné zlo. Jiz davno neplati, Ze cilem Utocnikl jsou jen systémy umisténé
v temnych salech velkych korporaci, nybrz kazdy jednotlivec, ktery pracuje s internetem a vyuziva
néjaké sluzby. Zde jsou podle nds nejzajimavéjsi uddlosti v oblasti kybernetické bezpeénosti minulych
péti let v CR a zbytku demokratického svéta’.

1 Poslednich pét let u nas a ve svété

Nasledujici souhrn obsahuje jen nékolik malo nejzajimavéjsich a nejzasadnéjsich bezpecnostnich
udalosti daného roku u nas a ve zbytku zadpadniho svéta. Je ovSem na misté upozornit, Ze kritéria jako
»nejzajimavéjsi“, , nejvétsi“, ,nejzasadnéjsi“ apod. jsou kritérii subjektivnimi. Neexistuje jednotné
méritko, podle kterého by se zdvainost nebo zajimavost Utokd méla posuzovat. Nejcastéji
pouzivanym meéfitkem je velikost dopadu Utoku na organizaci nebo jednotlivce, mérena penézi.
Avsak i tak je velice zavadéjici, nebot vidy se jedna o hruby odhad, jak veliky finanéni dopad méla
ztrata danych dat na chod organizace.

Prezentovany seznam je vybérem autoru.

1.1 2010

1.1.1 Svét

O zranitelnosti SCADA systému se dlouho teoretizovalo, ale v ¢ervnu 2010 byl zachycen vzorek
malwaru Stuxnet, ktery byl velmi piesné zacilen na sabotovani iranského jaderného programu. Slo
navic o prvni — oficidlné nepotvrzeny — malware vytvoreny statem, v tomto pfipadé USA.

Zavér a prelom roku pak patfil WikiLeaks a s tim souvisejicim DDoS utokdm skupiny Anonymous na
spolecnosti Visa, Mastercard, Paypal a dalsi.

1.1.2 CR

V CR byl rok 2010 pomérné klidny. Velké banky se potykaly se skimmingem i phishingovymi
kampanémi [1], Ceskd posta pred vanocnimi svéatky éelila DDoS Gtoku na aplikaci zaji$tujici hromadné
online objednavky [2].

1.2 2011

1.2.1 Svét

Tento rok probihal ve znameni krddezi dat a hackingu skupin Anonymous a Lulzsec. Asi nejvétSim
utokem bylo ukradeni miliénU identit uZivatelG herni konzole Playstation od Sony a hacknuti e-maild

! &lanek ¢erpd z mnoha vefejné dostupnych zdroji. Je viak vhodné zminit, Ze naptiklad o bezpeénostnich
incidentech v Ciné existuji jen strohé zaznamy (pokud vilbec), a prezentovany stav tedy odraZi spise realitu
zapadniho svéta.
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od nejvétsiho poskytovatele e-mailu zdarma, spolecnosti Google. V tomto pfipadé jsou podezirani
hackefi z Ciny. [3]

1.2.2 CR

U nas jsme tento rok zaznamenali vinu pfipadd phishingu, napadeno bylo mnoho finanénich instituci
a pozor si museli dat napftiklad i zakaznici internetovych providerd.

Ceska spofitelna a Raiffeisenbank se potykaly se zvy§enym poctem podvodnych e-mailll, které se
snazily vylakat z klientd vyuZivajicich internetové bankovnictvi Udaje o platebnich kartach. Utoénici se
snazili pfimét adresaty kliknout na odkaz faleSného internetového bankovnictvi, a nasledné vloZit
Udaje o jejich platebni karté [4,5]

1.3 2012

1.3.1 Svét

Pocatek plsobeni Spiondzniho malware Turla se datuje do roku 2012 a sahd az do dnesnich dnd.
Tento malware se zaméruje predevsim na pocitacové systémy vlad a velvyslanectvi. Jeho plsobeni
neni destruktivni, ale vykazuje prvky $pionazZe, nebot se zaméfuje na citlivé informace, které predava
utoénikdm. Cely kyberneticky Utok se da rozdélit na tfi hlavni Casti: V prvni ¢asti je vyuZit spear
phishing a watering hole utok pro infikovani cile trojskym koném Wipbot. V druhé ¢asti jiz zminény
trojsky kOn vytvofi v systému zadni vratka, ¢imz pripravi skrytou cestu pro infikovani systému
trojskym koném Turla. Zde nastdva treti ¢ast Utoku, kdy Turla zacind dlouhodobé shromazdovat
dalezita data. Turla se aktivuje vZdy pFi zapnuti pocitace.

1.3.2 C€R

Zndmé hackerské hnuti Anonymous v lednu 2012 zablokovalo pomoci DDoS Gtoku stranky Ceské
protipiratské unie (CPU). Divodem bylo prohlaseni CPU, ve kterém schvalovala zablokovani stranek
sluzby Megaupload. [6]

Dalsi DDoS utok od hnuti Anonymous sméroval na stranky Ochranného svazu autorského (OSA);
divodem byl nesouhlas Anonymous s mezinarodni obchodni dohodou ACTA, jejimz ucelem je
vytvoreni mezinarodniho systému pro vynucovani dusevniho vlastnictvi. [7]

DDoS utokdm skupiny Anonymous se nevyhnula ani Ob&anska demokraticka strana (ODS). Utoénici
nejprve provedli klasicky DDoS uUtok a nasledné prolomili zabezpeceni stranek a obsah nahradili svym
vlastnim. Podafilo se jim ukrast 30 000 jmen ¢lent ODS. Tento seznam rozeslali médiim se vzkazem
politikim, aby odmitli mezinarodni obchodni dohodu proti padélani ACTA. [8]

V Unoru hacktivisté napadli web poslanecké snémovny pomoci DDoS utoku; spravci sité se rozhodli
web odpojit, a ten byl nedostupny aZz do ¢asnych rannich hodin. [9]

Jako udalost s bezpecnostnim presahem je tfeba vnimat i pocin umélecké skupiny Ztohoven ,Moralni
obroda“, kdy byli schopni vkratkém ¢&asovém Useku rozeslat poslancim PS PCR pres 500
podvrzenych SMS. [10]

1.4 2013

1.4.1 Svét

K udalosti, ktera nenavratné zménila svét (nejen) IT bezpecnosti, doslo v kvétnu 2013, kdy byvaly
systémovy inZenyr americké Narodni bezpecnostni agentury (NSA) a senior advisor pro CIA Edward
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Snowden zvefejnil pres 1,7 milionu tajnych dokumentld NSA. K jejich ukradeni pouZil svij
administratorsky Gcet a SSH klice svych kolegl. [11] Snowdenovy dokumenty jsou stdle
zpracovavany, nicméné svétu odhalily dlouhodobé masové sledovani a odposlouchavani ze strany
zapadnich tajnych sluZzeb ve spolupraci s komercnimi poskytovateli sluzeb a infrastruktury.

V Fijnu 2013 doslo k uzavfeni nejvétSiho mezinarodniho ilegalniho obchodniho portalu Silk Road
a zatéeni jeho majitele a provozovatele Rosse Ulbrichta. Tento portal pouZival systém TOR zajistujici
anonymizaci uZivatele pfi pohybu na internetu. Aféra méla bohuzel za nasledek pouze zrod rady
nasledovnikl a upozornila verejnost na existenci ,darknetu”. K dopadeni Ulbrichta nakonec zfejmé
prispélo sledovani a korelace pohybu bitcoin(, které maji (nepfesné) povést naprosté anonymity.

Dne 20. bfezna 2013 probéhlo v Jizni Koreji nékolik kybernetickych utok(, které byly pojmenovany
»,DarkSeoul”. Tyto utoky cilily na fadu vladnich webovych stranek, jako napriklad na webové stranky
ministerstev, vojenskych velitelstvi, americkych sil v Jizni Koreji a hlavnich bankovnich instituci
v regionu. Odhaduje se, Ze bylo zasazeno okolo 40 vladnich a firemnich webovych stranek. Pfi vyuziti
specidlniho malware bylo mozné provést utok typu DDoS. Pro tento utok se predpokladalo vyuziti az
11 000 osobnich pocitacl, které byly nakazeny skodlivym kédem.

Od cervna 2013 bylo ruskou skupinou Dragonfly napaddno velké mnoZstvi webovych stranek
organizaci Cinnych v odvétvi energetiky. Nejvice zasazeny byly organizace nachazejici se v USA
a zdpadni Evropé. Internetové stranky byly infikovany Skodlivym malware a presmérovaly
navstévniky na stranky, které obsahovaly Lightsout exploit kit. Tento kit kontroloval software, ktery
navstévnik pouzival. Toho bylo vyuZito k ziskani kontroly nad napadenym pocitac¢em. Z napadenych
pocitac v nékolika zemich ziskala skupina fadu informaci, které mohou v budoucnu ohrozit
operatory energetické rozvodné sité, fadu podnik( zabyvajicich se vyrobou energie, provozovatele
ropného potrubi a poskytovatele primyslovych zafizeni.

Za nejvétsi kradez roku 2013 je v neposledni fadé povazovan unik az 110 milion0 zaznam{ osobnich
Udaju a kreditnich karet zakaznik( sité obchodnich dom( Target.

1.4.2 CR

V bfeznu do CR necekané pFigly masivni DDoS Utoky a zastihly cile nepfipravené. Po zpravodajskych
serverech byl Uspésné napaden nejvétsi lokalni portdl Seznam.cz a ndsledujici den také stranky fady
ceskych bank, coz v jednom ptipadé vedlo i k vypadkim PQOS terminald.

Pomérné primitivni Utok vFfadu jednotek Gbps byl veden zfejmé zRuska a nikdo se knému
nepfihlasil, motivace zlstavd nejasna. Dle délky vypadkll lze usuzovat, Ze stimto typem hrozby
a vdaném rozsahu chybély praktické zkusenosti na vSech urovnich infrastruktury, nicméné ndsledné
rychlé korektivni kroky CSIRTu i zasaZenych instituci tento typ utokl vyrazné ztiZily.

V Cervenci pronikl do hlavnich zprdv bezpecnostni incident Penzijni spole¢nosti Komeréni banky, kdy
bylo mozné bez zvlastnich nastroji a zcela oteviené ziskat osobni Udaje priblizné 50 000 obcant
z databaze kontaktd. Zranitelnost byla objevena ndhodou a urychlené odstranéna, avsak bohuzel pro
KB aZ po zverejnéni. [12] Tento incident podtrhuje dllezitost bezpecného Zivotniho cyklu softwaru,
dohledu nad dodavateli a pravidelného penetracniho testovani.

Vsrpnu a zafi pak nékteré banky v CR zasahl zatim asi nejsofistikovanéjsi Utok, napadajici
dvoufaktorovou autentizaci a autorizaci pomoci SMS zprdv. Prvnim krokem bylo ziskani
prihladovacich Gdaj do internetového bankovnictvi. Uto¢nici poté pomoci velmi kvalitniho phishingu
presvédcili obéti kinstalaci ,bezpecnostni aktualizace” na svlij smartphone. Tento malware
(Hesperbot) ve skutecnosti zachytdval autorizacni SMS zpravy a preposilal je Uto¢nikim. Vyse ztrat,
kterou cilové banky zaznamenaly, nebyla sdélena. Udajné viak byli Gtoénici vyjimeéné rychli ve
vyklizeni uctQ, na které si prostiedky prevadéli. Naslednou analyzou tohoto malware bylo zjisténo, ze
mohl byt snadno pouZit pro Utoky na dalsi banky na ¢eském a slovenském trhu. [13,14,15]
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1.5 2014

1.5.1 Svét

V dubnu 2014 byla objevena jedna z doposud nejzavaznéjsich chyb v zabezpeceni v historii internetu.
Chyba s nazvem Heartbleed v protokolu OpenSSL umozni utoéniklim zachytavat datovy prenos po do
té doby divéryhodném zabezpeceném protokolu HTTPS. Heartbleed otrasl predevsim dlvérou
verejnosti v bezpecnost open source, prestoze nikde nedochazelo k zatajovani detail(i o chybé. Dale
doslo k nékolika mohutnym kradezim dat — JPMorgan Chase (86 milioni zdznamU zdkaznik(), Home
Depot (56 miliont zaznam( zakaznik), iCloud (,citlivé” fotografie a videa nékterych celebrit) a Sony
(obrovsky objem interni komunikace).

1.5.2 CR

U nas byl rok 2014 ve srovnani se svétem relativné klidny. Pokracovaly phishingové kampané
a skimming; incidenty vsSak nijak nevybocovaly z béiné praxe a jiz se ani vtak hojné mire
neobjevovaly v masmédiich.

1.6 2015

1.6.1 Svét

V Unoru byla ozndmena kradez osobnich Gdaja klient americké zdravotni pojistovny Anthem. [16]
V ¢ervnu obvinily USA Cinu z kybernetického ttoku, pii kterém byla ukradena data ¢tyfem milidonam
zaméstnanc( vladnich organizaci s bezpecnostni provérkou. Cilem utoku byl vladni persondlni urad
(OPM) a ukradena byla citliva data jako jména, Cisla smluv socidlniho pojisténi a data narozeni osob,
které byly ,jen” v evidenci tohoto uUradu. V ¢ervenci skupina , The Impact Team” ziskala a posléze
zverejnila data 37 milionU uZivatell internetové seznamky ,,pro nevérné” Ashley Madison. Na tomto
pfikladu je nejjasnéji vidét, Ze uZivatelé sluzby utrpi mnohem vétsi skodu nez cil dtocnika.

Kampan Carbanak/Anunak, ktera byla objevena a popsana v Unoru 2015, Udajné zpUsobila bankdm
celkové ztraty ve vysi jedné miliardy dolar(i. Ponechame-li stranou spornou vysi skody a jeji rozsah,
vyjimecna je presnost provedeni, kdy utocnici pfi podvodnych transakcich vérné napodobovali
chovani konkrétnich uzivatel(, aby transakce nevypadaly neobvykle a vyhnuly se tak odpovidajici
kontrole. [17]

1.6.2 CR

| Ceskou republiku zasahla vina ransomware. Zajimava je perfektni lokalizace podptrného
~ekosystému“ véetné nastaveni cen odpovidajicich lokalni pfrijmové roviné (v radech tisica korun).
Platba probihd vesmés v bitcoinech. Phishing se zacal vyskytovat na socidlnich sitich a kvalita
standardniho e-mailového phishingu trvale rostla. Na prelomu roku se uto¢nikiim z rasistické skupiny
White Media podafilo proniknout na soukromy e-mailovy Ucet premiéra Bohuslava Sobotky
a zverfejnit nékolik e-mailll z jeho schranky. Podle poskytovatele sluzby Seznam.cz se nejednalo
o hackersky utok jako takovy, protoZe na e-mailovém Uctu nedoslo k Zadné podezielé aktivité.
Utoénik uz heslo musel znat, kdy? se na e-mailovy Ucet pfipojoval. Je tedy pravdépodobné, 7e
utocnici premiérav pocita¢ predem napadli. [18]
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1.7 Historie ukazuje vzorce chovani utocniku

V oblasti bezpecnosti je velice tézké vyvozovat trendy, nebot Utocnici se jiz ddvno nesnazi ohromit
svét kreativitou, ale vydélat kriminalni ¢innosti penize, a je jedno, zda pouziji deset let stary trik nebo
Uplnou novinku. Pfesto je mozné jisté zavéry z minulosti vypozorovat.

1.7.1 Staré pristupy stale funguji

Obrazek 1 ukazuje porovnani poslednich tfi let z pohledu typu pouzitého Utoku. Velikost kruhu znaci
zadvaznost priniku a barva poté typ utoku dle legendy.
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Obrazek 1: Prehled nejvétsich utokl v letech 2013 az 2015 a jejich rozdéleni podle druhu.

Tento prehled ve zkratce prozrazuje nékolik fakt(:
e pro velké uniky dat se jiz pomalu vytraci dfive velice hojné vyuzivany SQL injection utok;

e pres veskerou snahu vyrobcl bezpecnostnich technologii a firem o jejich implementaci
existuje znac¢né procento utokd, u kterych se nepodafi zjistit jejich plvod a provedeni;

e kazdym rokem roste pocet sofistikovaného malware;

e spiSe neZ dlouhodobé planované akce jsou DDoS utoky sezénniho charakteru a reaguji na
okamzitou situaci;

e U(tocnici se mnohem vice zaméfili na Spatné nebo nevhodné nastavené prvky infrastruktury,
kdy neni treba vyslovené zneuzit zranitelnost, ale kde nepozornost nebo ledabylost
administratorl otevie dvefe mnohem snaze;

e klasické phishingové kampané jsou stale popularni, dokonce mirné na vzestupu.

Jiny pohled na trendy v hrozbach poskytuje kazdorocni zprava ENISA (Obrazek 2). Jak je vidét,
v poradi prvnich péti kategorii k Zddné zméné meziro¢né nedoslo, pouze roste jejich intenzita.
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Obrazek 2: Nejrozsitrenéjsi typy hrozeb dle ENISA.

1.7.2 VIady nestoji stranou

Kromé viny hacktivismu je jasné patrné rostouci zapojovani statl na kybernetickém bojisti, coz jde
ruku v ruce s vyvojem geopolitické situace. Po Snowdenové odhaleni je navic zfejmé, Ze tito aktéfi
disponuji znaénymi prostfedky a operuji mimo rdmec béznych zakon(.

Ukrajinska krize naplno ukazala, Ze kyberprostor je regulérni soucdsti bojisté a Ze moderni armady
jsou na valku pfipraveny. Kybernetické Utoky se béhem poslednich péti let staly plnohodnotnou
soucasti zbrojniho arzenalu a propagandy.

1.7.3 Phishing: vétsi zacileni, chatrnéjsi identita

Pravdépodobné neexistuje e-mailova schranka, do které by nebyl nékdy dorucen alespon jeden
nigerijsky (Ci podobny) dopis. Tento typ utoku stale pretrvava, ale celkové dochazi ke specializaci.
Malware Carbanak, za kterym stoji stejnojmenna krimindlni skupina a které se pfipisuje kradez
v souctu az 1 miliardy americkych dolard, je toho pfikladem. Nicméné presné;jsi zacileni a rostouci
kvalita je zjevna i v béZném spamu a také na socialnich sitich. Je to zplsobeno i zvétsujici se digitalni
stopou, kterou za sebou jednotlivci nechavaiji.

1.7.4 Technicka zranitelnost se neresi

Odstranovani zranitelnosti aplikaci a infrastruktury se za poslednich pét let nikam vyrazné
neposunulo, vyuZiti zranitelnosti tedy stale zlstava nejbéznéjsim zplsobem priniku. Podle studie
spolec¢nosti Verizon bylo v roce 2015 aZ 99,9 % zneuzitych zranitelnosti zndmo vice nez 1 rok [19].
Z pohledu na Obrazek 3 je patrné, Ze pocet nalezenych zranitelnosti se za posledni |éta vyrazné
nezvysil, ale ani nesnizil.
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Obrazek 3: Pocet zranitelnosti.

1.7.5 Detekce incidentt stale pokulhava

Detekce bezpecnostnich incidentl se zlepsuje, ovsem velmi pomalu. Podle studie Trustwave z roku
2013 cinila primérna doba odhaleni bezpecnostniho incidentu 210 dni, v roce 2015 to bylo 188 [20].

| v pfipadg, Ze je incident detekovan, je jeho nasledné Fedeni mnohdy také problémem. Rada
organizaci se vénuje primarné béZnému provozu a vysetfovani incidentu, kdy ¢asto neni ztrata zfejma
ihned, ma vétsinou podfadnou prioritu. Dobrou zprdvou je rostouci pouzivani SIEM systémdi
a dohledovych bezpecénostnich center (SOC).

1.7.6 Budete Uspésné napadeni

Pokud vase spolec¢nost nebyla zatim UspéSné napadena, v nadchazejicich letech zcela jisté bude.
Pfipadné plati v poslednich letech velmi skloiovana verze pfedchozi véty — pokud jesté nebyla vase
spole€nost napadena, jen o tom jesté nevite. Velké uniky dat a informace nejen ze Snowdenova
odhaleni prispély k tomu, Ze se idea neprostupné vrstvené hradby okolo IT prostfedkd ukazuje byt
utopickou. Vyrobci se jiz nékolik poslednich let snazi tomuto trendu ptizplsobit a postupné prechazi
s vyrobky ze skupiny pro zamezeni napadeni (protoZe je nevyhnutelné) na typ pro detekci napadeni
(co nejdrive, co nejpresnéji).

Je vhodné si uvédomit, Ze vy nebo vaSe organizace nemusi byt Utocnikovym cilem, ale pouze
»prestupnym bodem®, jak se dostat k informacim.

1.7.7 Ransomware

Ransomware je na silném vzestupu a diky dnes jiz béznému vyuZivani velkych uloZist i v domacim
prostfedi predstavuje velice UspéSnou formu uatoku. V pribéhu let vyzral z trividlniho blokovani
prihlaseni do systému v sofistikovany Sifrovaci malware a ochrana proti nému je zatim velmi obtizna.
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FBI dokonce pred ¢asem vydala tiskovou zpravu, ve které doporucuje obétem , prosté zaplatit®. | pfes
to, Ze se objevily varianty, kdy Slo o podvod a ani po zaplaceni nedoslo k odsifrovani obsahu, tak ve
vétsiné pfipadl se jednalo o ,legitimni” ransomware, kdy po zaplaceni obét dostala sva data zpét.
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Obrazek 4: Pocet uzivatelll napadeny Trojan-Ransom.

1.8 Svétla nebo temnd budoucnost? Top trendy pro 2016

Strucny prehled incidentl za uplynula léta jasné ukazuje, Ze rozhodné neni na misté predpokladat
sniZeni aktivity hackerl. Naopak, Uspesnost rady utoku je dokladem toho, Ze kyberneticky prostor je
dnes nejvydéle¢néjsSim odvétvim zloinu a mnohé skupiny dfive operujici na ¢erném trhu se
zbranémi, drogami a dalSim nelegdlnim zboZim se dnes presouvaji do online svéta. DDoS utoky dnes
rutinné prekracuji 100 Gbps (zatim nepotvrzeny rekord drzi Gtok na BBC z ledna 2016 — 602 Gbps
[21]). PoZzadavky na patchovani rostou a spolecnosti stale nestihaji bezpecnostni zaplaty aplikovat
véas.

Je pravda, Ze malware se uZ dnes nesifi pomoci disket a misto USB klicenek se dnes kradou celé
laptopy, ale pro kvalitni zabezpeceni je stale platnym pravidlem mit zakladni bezpecnostni opatieni
v poradku a pouzivat zdravy selsky rozum.

Kyberneticka bezpecnost je zdvodem ve zbrojeni, ve kterém jsou ,ti dobti“ z principu v nevyhodé.
Staré hrozby nikam nemizi, s Sirsi paletou Utok( a jejich rostouci kvalitou pouze stoupa ,tlak“ na
branici se stranu. Je dobrou zpravou, Ze povédomi o bezpecnosti v kybersvété roste mezi
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organizacemi i béZnymi uzivateli, a proto se s nékterymi typy hrozeb setkdvdme méné neiz dfive, kde
typickymi predstaviteli této mizici skupiny jsou:

e SQL injection, session hijacking (penetracni test je prakticky nezbytny krok pfi publikaci
webové aplikace).

e Odposlouchavani bezdratovych siti (Sifrovani WEP jiz zcela vymizelo, uZivatelé vyuzivaji end-
to-end sSifrovani).

e Defaultni uZivatelské ucty a jejich hesla (to ovSem neplati o pouZivani slabych
a odhadnutelnych hesel, které jsou stale jednim z nejslabsich mist).

To vzadném ptipadé neznamend, Ze utoclnici prestali tyto uvedené moznosti hledat. Pouze je
nachazeji méné casto.

1.8.1 Ransomware v prvni lize

Rok 2016 bude rokem ransomware. Dokud IT prdmysl nepftijde s Siroce pfijatelnym feSenim, jedna se
pro uto¢niky o snadny vydélek. Vyzkum Cisco poskytl vypocet, ktery ukazuje, Ze jen na jednom
z rozsirenych virll typu ramsomware (Angler) Utocnici vydélavaji az 34 milioni USD rocné [22].
Ransomware se za¢ne masivnéji rozSifovat na mobilni telefony, kterym uzivatelé svéruji stale vice
cennych dat, a zaméfi se také na prostfedi cloudovych uloZist. Prvni verze ransomware ukazaly i své
sranitelné stranky a u nékterych se vyzkumnikim podafilo nalézt kli¢ k odsifrovani bez nutnosti
zaplaceni, ale Utocnici se poucili a jiz na toto nelze spoléhat.

Doporuceni: V pripadé jednotlivych uZivatel(l zde pom(zZe nejstarsi opatfeni — obezfetnost a selsky
rozum. V mnohych pfipadech se totiz ransomware Sifi za pomoci naivnich uZivatell, otevirajici
podezielé pfilohy od neznamych odesilatelll, nez konkrétni technickou zranitelnosti. V korporatnim
prostfedi je vhodnou prevenci predevsim dlsledné zalohovani a kontrola konzistence.

1.8.2 Mobilni malware

Narast mobilniho malware je s neuvéfitelné rychlou adopci chytrych zafizeni vSeho druhu raketovy.
Pro nasledujici obdobi predpokladame rapidni nardst skodlivych kéda a to predevsim o dva typy
malware — ransomware a sledovani uzivatelovy aktivity.

Doporuceni: Zavést vhodné Enterprise Mobility Management fesSeni pro snizeni rizika Uniku citlivych
dat, ale pamatovat na potreby uZivatell. Velmi dilezitym krokem také je prepracovat systém sdileni
soubor( ve spolecnosti a to z divod(, aby uZivatelé nemuseli v pfipadé restriktivnich omezeni hledat
nové snazsi (a nebezpecné) zplsoby, jak sdilet firemni dokumenty, nad kterymi nebude mit
spolec¢nost kontrolu (dropbox, soukromé emaily, atp.)

1.8.3 Phishing blize uzivatelim

Phishingové kampané budou mnohem cilené&jsi. Pred lety byly v CR béZné amatérsky a strojové
prelozené e-maily plné pravopisnych chyb a nekvalitni napodobeniny webovych stranek. Jejich
Uspésnost nebyla valna. Posledni dva roky ukazaly, 7e i mald Ceska republika je pro uGtocniky
zajimavym cilem a vyplati se jim vénovat dostate¢nou pozornost lokalizaci. Lze tedy ¢ekat mnohem
kvalitnéjsi padélky e-mailll a celych sluZzeb s cilem oklamat i zkusené oko profesiondla. Poslednim
trendem jsou phishing Utoky na socialnich sitich. Obchodni vyznam pfitomnosti na téchto sitich pro
spole¢nosti roste, byvaiji i oficidlnim komunikaénim prostfedkem napf. pro podporu klientl. Hodnota
facebook uctu takové firmy md pro utocnika vysokou cenu. Ve vyzkumu Cloudmark 84 %
dotazovanych spolec¢nosti uvedlo, Ze v poslednich 12 mésicich zaregistrovali Uspésny spear phishing.
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Tato fotka vazné porusuje nase autorska prava
Dobry den, piseme vam z divodu, Ze vase fotka, a to pfimo tato

http://fcbfb-photo = = = = ] ™ facebook-
cz.com

poruSuje nase autorska prava

Fotka ma naSe grafické vodoznaky a znacky, které sme nesvolili
vefejné Sifit

Prosime vas timto o véasné odstranéni obsahu v odkazu vyse
abysme predesli dalsim a nechténym problémim a nemuseli to fesit
jinym zplisobem

Dékuiji za vase urychlené vyfeSeni situace.

S pozdravem a pfanim pékného dne
Jmd Doooldk Al zastoupeni MAFRA Group

Obrazek 5: Priklad facebook phishingu.

Doporuceni: Aby bylo toto riziko akceptovano top managementem, je tfeba ukdzat jeho dopad
v podobé provozniho rizika. SnaZit se vyCislit Skody, které takové kampané zpUlsobuji. Dobrym
zpUsobem je vedeni prezentovat pfiklady malware, ktery se do instituce dostal diky takové kampani.
V druhém kroku doporucujeme jednoduchy monitoring v podobé sledovani hlavicek protokolu http,
které snadno ukazi vétsinu pripadl phishingové kampané.

1.8.4 Multi platformni malware

UZivatelé alternativnich operacnich systému jiZz nejsou v pozadi Gtoc¢nikd a drtiva vétSina moderniho
malware vznika paralelné pfinejmensim na 2 nebo vSechny 3 hlavni platformy (Windows, Linux,
MacOS). V roce 2016 se procenta jesté vice vyrovnaji a predevsim ransomware bude vznikat na
platformy Windows a MacOS simultanné.

Doporuceni: BohuZel neexistuje jedno doporuseni, které tento trend zvrati, ale mame-li jmenovat,
poté v prvni fadé bezpecnostni skoleni uZivatell svéta Apple vyrokd, ktefi v mnohem vétsi mire
reprezentuji skupinu ne-IT vzdélanych uZivatell, spoléhajicich na automatiku platformy nastavenou
vyrobcem.

1.8.5 Premysleni jako cilova skupina

Velikym trendem, ktery se zacal objevovat az na konci roku 2015 a je tedy velice Cerstvy, je zména
premysleni Gto¢nik(. Starsi utoky (libovolnou metodou) mély spole¢ny zaklad v tom, jak Gtocnici
premysleli — nalézt velmi kredibilni obét, védét, co ma smysl od takové zcizit a to ukrast. Pfikladem je
dostat se k bankovnimu Uctu obsahujici miliony korun a ¢im vice na uctu uloZeno tim |épe. Takové
mysleni se méni, protoze ukrast takovéto abnormalné veliké mnozstvi penéz bude jednak snaze
detekovdno a vyrazné té7§i takovou ¢&astku dostat do normdlniho obéhu. Utocnici predli na
premysleni uZivatell tim, Ze prestali byt chamtivi a cili na bézné uZivatele. Pfikladem je malware,
ktery e vydava za oficialni program policie, usvédcujici uZivatele z porusovani vlastnickych prav
a pozadujici zaplacena , pokuty”. Takova pokuta se pohybuje v fadu jednotek EUR nebo USD a je tedy
uzZivateli akceptovdna a zaplacena. Navic povahou odrazuje uZivatele pfi takovém incidentu
notifikovat policii, Ze doslo k utoku nebot predpoklada, Ze uZivatel nékdy v historii skutecné
vlastnicka prava porusil (stazeni filmu, serialu, hry, programu apod.) a nepujde se dobrovolné udat.

Doporuceni: Plati stejné doporuceni jako v pfipadé ransomware a obecného malware.
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Your genome and insurance: opportunity or threat?

The paper deals with legal matters arising in connection with the more and more common
exploitation of genetic information in the provision of life insurance and private health insurance.
Author of this paper aims to acquaint the reader with essential legally-philosophical conceptions and
principles, existing law in the Czech Republic and comparison with other jurisdictions in this
dynamically developing area.

Vds genom a pojisténi: prileZitost nebo hrozba?

Prispévek se zabyva pravnimi otdzkami vyvstavajicimi v souvislosti s ¢im dal tim béznéjsim vyuzivanim
genetickych informaci pfi poskytovani Zivotniho pojisténi a soukromého zdravotniho pojisténi. Autor
prispévku si klade za cil seznamit ¢tenare se zakladnimi pravné-filozofickymi koncepcemi a principy,

platnym pravem v Ceské republice a srovnanim s ostatnimi pravnimi Fady v této dynamicky se
rozvijejici oblasti.
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1 Uvod

Obrovské pokroky vanalyze DNA a jejim praktickém wvyuZiti vytvari nové problémy v mnoha
tradi¢nich pravnich oborech. Vtomto pfispévku se zabyvame zejména otdzkou, zda mohou
pojistovny po potencidlnich pojisténcich vyzadovat poskytnuti genetickych informaci. Tato otazka je
relevantni zejména v kontextu Zivotniho a soukromého zdravotniho pojisténi.

2 Filozoficko-pravni vychodiska

Od svych poc&atkl je pojisténi zaloZeno zejména na principu solidarity a principu spravedlnosti.?
Princip solidarity stanovi, Ze vsSichni pojisténci se podili na nakladech a uzitcich spojenych
s pojisténim. Princip spravedlnosti oproti tomu vyZaduje, aby ucast jednotlivych pojisténci na
pojisténi byla pfimérena jejich individualnimu riziku. Princip spravedInosti pak slouzi jako zaklad pro
uplatiovani zdsady uberrimae fidei neboli zasady ,vSechno v dobré vife“. Pfi Uvaze, zda jsou
pojistovny opravnény vyzadovat po potencidlnich klientech genetické informace, je nezbytné
posuzovat, jestli neni takové jednani ze strany pojistovny diskriminaci.

PFi posuzovani diskriminacniho potencialu genetickych informaci se otazka jejich vyuziti redukuje na
spravnost pozadovani a nasledného vyuZivani skutecnosti, kterd je mimo volni dispozici ¢lovéka.
Pojistovny posuzuji také fadu dalsich informaci, jako je napf. koufeni tabaku ¢i poZivani alkoholu,
které se primarné odviji od vile kaZzdého c¢lovéka. Pojistovny ale rovnéz béziné poZaduji anamnézu
potencidlniho pojisténce i ¢lend jeho rodiny. Genetické informace jsou vsak kazdému vrozené
a determinuji nase pohlavi, télesnou konstituci, zdravotni stav, ale i nachylnost k chorobam. Navic
i pres velky védecky pokrok v genetickych terapiich neni mozné geny bézné opravovat ¢i vyménovat.

Souvisejici otazkou, totiz diskriminaci podle pohlavi v kontextu pojistovnictvi, se zabyval Soudni dvir
Evropské unie (dale jen ,SDEU“) ve svém rozhodnuti ve véci Test-Achats ze dne 1. bfezna 2011.2
Tento pripad se tykal Zaloby jedné z belgickych organizaci na ochranu spotrebitell, ktera tvrdila, Ze
transpozice ustanoveni €¢l. 5 odst. 2 smérnice Rady ¢. 2004/113/ES, ktery zavadi zasadu rovného
zachdzeni mezi muZi a Zenami v pfistupu ke zboZi a sluzbam a jejich poskytovani (dale jen
»Smérnice”), je vrozporu s Listinou zakladnich prav Evropské unie, protoZze umoznuje diferenciaci
pojistného podle pohlavi pojisténce. SDEU souhlasil se stanoviskem Zalobce, prohlasil ¢l. 5 odst. 2
Smérnice za odporujici &l. 21 a 23 Listiny zakladnich prav Evropské unie a zrusil jej.>*

Je ziejmé, Ze €. 23 Listiny zdkladnich prav EU> nelze pfimo aplikovat na pfipad genetické
diskriminace, jelikoZ se vyslovné vztahuje pouze na rovnost muzli a Zen. SDEU vsak rovnéz aplikoval
¢l. 21 Listiny zakladnich prav EU, ktery obsahuje obecny zdkaz diskriminace a vypocitava jeji
nejzavaznéjsi formy. Vedle zdkazu diskriminace podle pohlavi také uvadi neslucitelnost diskriminace
na zakladé genetickych rysQ se zakladnimi prdvy uzndvanymi staty Evropské unie a tedy, slovy
preambule, s: ,duchovnim a mordlnim dédictvim a nedélitelnych a vSeobecnych hodnotach lidské
dastojnosti, svobody, rovnosti a solidarity.”® V demonstrativnim vyétu forem diskriminace v €l. 21
Listiny zdkladnich prav EU7 jsou k nalezeni zejména divody, které jsou zcela mimo vali jednotlivych
osob (pohlavi, rasa, barva pleti, etnicky nebo socialni plvod, genetické rysy, zdravotni postiZzeni, vék,

! Malpas, P.J.: Is genetic information relevantly different from other kinds of non-genetic information in the life
insurance context? in Journal of Medical Ethics, RoC. 34, €. 7. s. 548.

2 Rozhodnuti Soudniho dvora Evropské Unie ve véci Test-Achats ze dne 1. 3. 2011, sp. zn. C-236/09 [online].
Dostupné z: http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:62009CJ0236:cs:HTML.

3 Rozhodnuti ve véci Test-Achats, op. cit. s.1.

4 Listina zakladnich prav Evropské unie ze dne 7. 12. 2000 vyhld$end pod & 2007/C 303/01 [online]. Dostupna z:
http://eur-lex.europa.eu/cs/treaties/dat/32007X1214/htm/C2007303CS.01000101.htm.

5 Listina zakladnich prav Evropské unie, op. cit. Cl. 23.

6 Listina zakladnich prav Evropské unie, op. cit. Preambule.

7 Listina zakladnich prav Evropské unie, op. cit. Cl. 21.
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sexualni orientace) a nékteré volni dlvody, které vsak jsou, prevainé z historické zkusenosti,
pfedmeétem zvlastni ochrany ze strany Ustavniho prdva (napf. ndbozenské a politické presvédceni Ci
majetek).

Z vyse uvedeného tak plyne, Ze evropskd spolecnost zapovidad predevsim diskriminaci na zakladé
mimovolnich skuteénosti. Malpas odlvodriuje ve svém ¢&lanku®, Ze diskriminace na zakladé
mimovolnich skutecnosti je zcela béznd a za priklad dava pravé rozdilné pojistné plnéni u Zivotniho
pojisténi pro muze (dozivaji se pramérné nizsiho véku) a Zeny (doZivaji se priimérné vyssiho véku).
Svl{j argument ve prospéch pouZivani genetickych informaci pfi poskytovani pojisténi tak odvozuje
z obyceje, tj. Ze urcitad praxe je dostatecné dlouho zavedena (usus longaevus) a panuje presvédceni
0 jeji zavaznosti (opinio necessitatis). S timto argumentem vsak nelze souhlasit. Pokud je urcita praxe
v rozporu s vali zdkonodarce pretavenou do uznavané formy (zakona), musi obycej ustoupit. Navic,
obycej nemiZe za kaZzdych okolnosti odolavat pravnimu vyvoji. Argument, ktery se opird pouze
o fakticitu ¢innosti, je tudiZ logicky nespravny.

Wilkinson uvadi argumenty proti vyuzivani genetickych informaci v pojistovnictvi: (1) jedna se
o diskriminaci a ta je nepfipustnd ze své podstaty; a (2) jedna se o akceptovani genetického
determinismu.® K prvnimu argumentu Wilkinson uvédi, Ze diskriminace spoéivd v rozhodovani na
zékladé informaci, které jsou irelevantni v kontextu rozhodovani.’® Protiargument je pak zaloZen na
tom, Ze je Zadouci, aby pojistovna informace méla, a je dale podporovan tezi, Ze potfeba jejich sdileni
s pojistovnou je navic aprobovana pravem. Pfijeti této normy by pak vedlo k tomu, Ze by se vytvarely
celé skupiny osob, které by mély ztizeny &i zcela vylouceny pfistup k Zivotnimu pojisténi. To by mélo
za nasledek rozdéleni podle dostupnosti urditych socidlnich statkd (napf. pojisténi, pfip. nékterd
zaméstndni, atp.) skupindm spolecnosti a v principu také alokace ekonomické hodnoty lidského
Zivota podle jeho genetickych rys(. Pravo a jeho vyklad, ktery vede k nerovnosti mezi lidmi, je
z pohledu evropské humanistické filozofie i Ustavniho prava nepfijatelny.t*1?

Proti druhému Wilkinsonové argumentu mifi teze, Ze lidsky Zivot je determinovan genetickymi
informacemi. Tento smér, zpravidla oznacovan jako ,geneticky determinismus”, nebere v potaz
svobodnou vili clovéka a vklada jeho Zivot do zajeti genetickych rysl. Geneticky determinismus
nebere v Uvahu komplexitu biologickych proces(, jejichZ jsou genetické rysy obsazené v DNA pouze
soucasti a zpochybriuje lidskou podstatu, totiz houzevnatost, pili a predevsim vali. Wilkinson rovnéz
uvadi, Ze geneticky determinismus i genetickou diskriminaci je tfeba odmitnout.

Argumentace proti genetickému determinismu md svoji oporu v ustanoveni § 56 zdkona
o pojitovnictvi3, ktery stanovi, Ze rozdilna vy3e pojistného musi byt zaloZena na pfesnych pojistné-
matematickych a statistickych udajich. Adekvatni naplnéni takové podminky je vSak pfi soucasné
absenci hlubsiho porozuméni vztahll a vazeb mezi geny a environmentalnimi vlivy témér nemozné.
Nékteré nemoci jsou sice prokazatelné determinované genetickou mutaci, ale u vétsiny tuto jistotu
nemame. Obecné zdkazy diskriminace obsazené v narodnich Ustavach clenskych statd EU, v ¢l. 14
Evropské Umluvy o ochrané lidskych prav'* a vyslovné zapovézeni diskriminace na zakladé
genetickych rysd podle €l. 21 Listiny zédkladnich prav EU'® vedou k zavéru, Ze by nejen na vertikalni,
ale i na horizontalni Urovni méla byt diskriminace na zdkladé genetickych informaci zakazana.

8 Pozn. autora: &lanek je z roku 2007, tj. &tyfi roky pied rozhodnutim SDEU ve véci Test-Achats. Prezentuje viak
druhy pohled na véc a proto jej zde uvadim.

9 Wilkinson, Ruth.: Unjustified discrimination: is the moratorium on the use of genetic test results by insurers
a contradiction in terms? in Health Care Analysis. Roc. 18, €. 3. s. 285.

10 WILKINSON, op. cit. s. 285.

11 Srov. napt. Kant, Imannuel.: Groundwork of the Metaphysics of Morals (Cambridge Texts in the History of
Philosophy), 2. vyd. Cambridge University Press, Cambridge, 2012.

12 WILKINSON, op. cit. s. 285.

13 74kon €&. 277/2009 Sb., o pojistovnictvi, ve znéni pozdéjsich predpist (,zakon o pojistovnictvi®).

14 Evropska imluva o ochrané lidskych prav, op. cit. ¢l. 14.

15 Listina zakladnich prav Evropské unie, op. cit. &l. 21.
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Aplikace rozhodnuti SDEU ve véci Test-Achats!® na otdzku diskriminace na zakladé genetickych
informaci rovnéz vede k zavéru jeji neptipustnosti. Je vSak nutné poznamenat, Ze pokud zakonodarce
vyslovné takovou diskriminaci nezakad?e nebo SDEU ¢ Ustavniho soudu CR nerozhodnou o jeji
nepfipustnosti, nemUZeme s urditosti prohlasit, Ze je praxe poZadovani genetickych informaci
protidstavni diskriminaci.

3 Ceska pravni tuprava

Uzavirani pojistnych smluv je ovladano prisnéjsimi principy a pravidly nez jiné typy smluv zejména
s ohledem na informacni povinnosti v ramci kontraktace podle § 1728 a v kontextu pojistnych smluv
§ 2788 obc&anského zakoniku.' Ten urdi vzdjemnou povinnost stran ,pravdivé a Uplné” jedna druhé
odpovédét na dotazy, které maji vyznam pro jejich rozhodnuti tykajici se uzavreni pojistné smlouvy
(je tedy materidlnim pozadavkem pfi uzavirani smlouvy). Tato povinnost vychazi z principu uberrimae
fidei,’® ktery vyZaduje, aby si strany sdélily viechny relevantni informace, které jsou jim znamy.
Dalimi principy pojisténi jsou zejména princip rizika a princip nejistoty.r® Spoleéné se snaZi
eliminovat riziko?® a nejistotu, skrze maximalni informovanost a dal3i vefejnopravni instituty regulace
pojisténi.

Princip uberrimae fidei se v situaci, kdy pojistovna vyZaduje sdéleni genetickych informaci, a tyto
jsou znamy zdjemci o pojisténi, dostava do konfliktu s principem zakazu diskriminace podle ¢l. 3 odst.
1 Listiny.22 Princip zdkazu diskriminace se uplatni vidy ve vertikdlnich vztazich. V oblasti
horizontalnich, tj. soukromopravnich, vztah(l se uplatni pouze na urcité pravni vztahy v mezich
ustanoveni § 1 antidiskrimina¢niho zdkona.?®

Zakon o pojistovnictvi v ustanoveni § 56 stanovi zvlastni Upravu zdkazu diskriminace pro uUcely
pojistného a zajistného, ktera zavadi nasledujici rezim: (1) obecné plati zdsada rovného zachazeni pfi
urceni vySe pojistného plnéni; (2) vék nebo zdravotni stav mohou vsak byt pouzZity jako urcujici
faktory vySe pojistného; (3) pohlavi mlzZe byt pouZito pro hodnoceni pojistného rizika za Gcelem
zabezpeceni splnitelnosti zdvazk( z provozovaného pojisténi nebo zajisténi, pokud to nevede
k rozliSovani vyse pojistného a pojistného pInéni podle pohlavi na individualni Grovni; (4) urceni vyse
pojistného a vypocet pojistného plnéni na zakladé kritérii podle bodu €. 2 a 3 musi byt zaloZené na
relevantnich a prfesnych pojistné-matematickych a statistickych Udajich; a (5) rozdil ve vysi pojistného
¢i pojistného plnéni na zakladé kritérii podle bodu €. 2 a 3 musi byt pfiméreny.

Tato Uprava je vysledkem vaZeni principu materiality (ktery vychazi z principu uberrimae fidei),
a principu zdkazu diskriminace. Testem materiality se vymezuji informace relevantni k uzavfeni
pojistné smlouvy, a tedy zahrnuje i genetické informace. Test spociva v kladeni otazky: ,jaké
informace povaZuje opatrny pojistovatel za dlleZité pri stanovovani vyse pojistného, resp. uzavre
vibec pojistnou smlouvu?”?* Pfi posouzeni hodnoty prediktivnich genetickych informaci jsou pro
pojistovny relevantni zejména informace tykajici se tzv. ,single gene disorders”, tedy nemoci, které

16 Rozhodnuti Soudniho dvora Evropské Unie ve véci Test-Achats, op. cit.

17 74kon €. 89/2012 Sh., ob&ansky zékonik (,,ob&ansky zakonik”).

18 HULMAK, VLCEK, op. cit. s. 606.

1% MORGAN, Donald P. The American Economic Review: Rating Banks: Risk and Uncertainty in an Opaque
Industry. 2002. New York. Ro¢. 92. ¢. 4. s. 874-888.

20 K opaénému pohledu napt. TALEB, Nassim. Cernd labut: ndsledky vysoce nepravdépodobnych uddlosti. Viyd.
1. Praha: Paseka, 2011, 478 s. ISBN 9788074321283.

21 Napf. institut odpovédného pojistného matematika — § 80 a nésl. zdkona o pojistovnictvi.

22 istina zakladnich prav a svobod, op.cit. ¢l. 3 odst. 1.

23 74kon ¢&. 198/2009 Sb., o rovném zachazeni a o pravnich prostfedcich ochrany pfed diskriminaci, ve znéni
pozdéjsich predpist (,,antidiskriminacni zakon*).

24 WILKINSON, op. cit. s. 282.
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zpUsobuiji individudlni geny — napf. Huntingtonova choroba.? Pojistovny tedy maji zdjem na tom, aby
mély ke genetickym informacim pfistup, a naopak pojisténci maji zdjem na tom, aby je pojistovnam
nemuseli sdélovat.

Pojistovny argumentuji, Ze pokud nebudou mit vSechny relevantni informace, bude ve vztahu mezi
nimi a pojisténcem pritomna informacni asymetrie. Ta povede k nizSimu pfedepsanému pojistnému
a vysSim vyplatdm pojistnych nahrad a to dale povede ke zvyseni zakladniho pojistného pro vsechny
pojisténce.?® Informadni asymetrie maze vést také k tomu, Ze zdjemci o pojisténi dosdhnou na vyssi
pojistné kryti nez by mohli ziskat za stejnou cenu v pfipadé, Ze by genetické informace sdélili
pojistitelovi.

Pravni uprava v Ceské republice podfazuje genetické informace pod pojem ,zdravotni stav”, na
zdkladé ¢eho mohou pojistovny v rdmci predsmluvnich jednani i samotné kontraktace vyzadovat od
prospektivnich pojisténct také genetické informace.

Obcansky zakonik v ustanoveni & 2828 do sporného pojmu zahrnuje i ,zpravy a zdravotnickou
dokumentaci”, jejiz soucasti jsou podle § 53 odst. 2 pism. d) - g) zdkona o zdravotnich sluzbach? inter
alia i informace o zdravotnim stavu pacienta, ale také osobni, rodinnd a pracovni anamnéza pacienta.
Z § 28 odst. 3 pism. a) aZ b) ZSZS*® a z § 2647 ai 2650 ob&anského zakoniku vyplyvd, Ze genetické
informace jsou souddsti této zdravotnické dokumentace (zdznam( o péci o zdravi).?® Tento zavér
potvrzuje také Sulc, ktery srovnava genetické informace s informacemi o diagnéze AIDS ¢&i rakoviny
u prospektivniho pojisténce.*

V soucasnosti pojistovny plsobici v Ceské republice aktivné nepoZaduji po zajemcich o pojisténi
sdéleni genetickych informaci ani souhlas s jejich zjisténim podle § 26493! ve spojeni s § 2828 odst. 1
obcéanského zdkoniku,3? i kdyZ jim v tom zdkonnd Uprava nebrani.

Pojistovny vyuZivaji ustanoveni § 2828 odst. 1 obdéanského zdkoniku** a spolu s pojistnymi
podminkami®* zakladaji povinnost zajemce o pojisténi sdélit relevantni informace o svém zdravotnim
stavu pojistovné. Nesdéleni takovychto informaci pak mdze mit rlzné soukromopravni dopady,
zejména v podobé odmitnuti poskytnout pojistné pInéni ¢i jeho snizeni.®

Je rovnéz mozné kvalifikovat nesplnéni informacni povinnosti jako trestny ¢in pojistného podvodu ve
smyslu ustanoveni § 210 odst. 1 trestniho zakoniku, resp. jako jeho pfipravu podle ustanoveni § 210
odst. 7 trestniho zakoniku.?® Zivotni pojisténi sjednané pouze pro pfipad smrti s sebou nese jisté
specifikum toho, Ze trestny ¢in bude s nejvyssi pravdépodobnosti spachan, ale trestni stihani nebude

25 Encyclopeadia Britannica: Huntington disease [online]. Encyclopedia Britannica [cit. 29. 2. 2016]. Dostupné z:
http://www.britannica.com/science/Huntington-disease.

26 WILKINSON, op. cit. s. 283.

27 74kon ¢&. 372/2011 Sb., o zdravotnich sluzbach, ve znéni pozdéjsich pFedpisti (,,zakon o zdravotnich
sluzbach”).

28 § 28 odst. 3 pism. a) aZ b) zdkona &. 373/2011 Sb. o specifickych zdravotnich sluzbéch, ve znéni pozdéjsich
predpisu.

2 Nonnemann, Franti$ek.: Zdravotnicka dokumentace po nabyti G¢innosti nového ob&anského zékoniku in
Pravni rozhledy. Roc. 2013, ¢. 18. s. 638.

30 Sulc, Jaroslav.: IHned.cz.: Expert: Zakony na zneuziti informaci z DNA laboratoii v Cesku zcela chybi [online].
2011, cit. [25. 2. 2014]. Dostupné z: http://byznys.ihned.cz/c1-51402920-expert-zakony-na-zneuziti-informaci-
z-dna-laboratori-v-cesku-zcela-chybi.

31 NOZ, op. cit. § 2649.

32NOZ, op. cit. § 2828.

3 NOZ, op. cit. § 2828.

34 Napft. ING Pojistovna: Vseobecné pojistné podminky pro Zivotni pojisténi [online]. ING Pojistovna [cit. 24. 2.
2014]. Dostupné z: https://www.ingpojistovna.cz/o-ing/pravni-ustanoveni/vseobecne-pojistne-podminky-pro-
zivotni-pojisteni.html.

35 ING Pojistovna: Vseobecné pojistné podminky pro Zivotni pojisténi [online], op. cit. €l. 3 odst. 2.

36 Trestni zakonik, op. cit.
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zahajeno zdGvodu Umrti jeho pachatele. Zivotni pojisténi se dnes obvykle vztahuje také na
nejriznéjsi méné ¢i vice zdvaina onemocnéni, pracovni neschopnost atd. V téchto pfipadech by
trestné stihani bylo mozné zahajit.

4 Vybrana mezinarodni Uprava

Rada ¢lenskych statl Evropské unie jako je Belgie, Dansko a Francie zcela zakazala vyuZivani
genetickych informaci, resp. vysledk(l prediktivnich genetickych test( v pojistovnictvi. Dalsi staty,
napf. Velka Britanie, Finsko a Némecko, uzaviely s pojistovhnami moratoria, ktera obsahuji bud’ Gplny
zakaz vyuZivani genetickych informaci, nebo je jejich poZadovani vadzano na splnéni urcitych
podminek.3” Moratorium typicky bere v ivahu otazky informaéni asymetrie a samotnych genetickych
informaci prediktivniho charakteru. Informaéni asymetrie je povolena pro nizsi pojistné kryti, kde
mUze pojistovné zpuUsobit pouze zanedbatelnou Skodu, a je zapovézena vyssiho pojistného kryti,
jehoZz vyse je pro kaidy stat specificka. Jako priklad mlzZe slouzit Velkd Britanie, kde nejsou
prospektivni pojisténci povinni sdélovat genetické informace prediktivniho charakteru pojistovné pfi
uzavirani Zivotniho pojisténi s pojistnym krytim aZ do vy3e pét set tisic liber.3®

Otazka vyuzivani prediktivnich genetickych informaci pojistovnami je feSena stejnym zplsobem.
Vzhledem k tomu, Ze zatim neni jasné, jaky vliv mohou mit prediktivni genetické informace na trh
s Zivotnim pojisténim, omezilo moratorium jejich uzivani tak, zZe lidé, ktefi jsou si védomi své
genetické nemoci nemohou ziskat vysoké pojistné kryti. Pokud by mohli ziskat vysoké pojistné kryti,
aniz by pojistovna dokazala ocenit riziko, bylo by to vici ni nespravedlivé. V konkordatu je uvedeno,
Ze nesdileni genetickych prediktivnich informaci ma zanedbatelny vliv na vyplatu pojistnych kryti
a potazmo tedy i na hospodafeni pojistoven.?®

Odlisny pfistup pak zvolila Australie a Novy Zéland, kde pojistovny nesmi vyzadovat, aby prospektivni
pojisténec podstoupil genetické testovani, ale pokud jsou mu uz genetické informace zndmy, ma
pojistovna pravo vici prospektivnimu pojisténci, aby je pojistovné poskytnul.*® Tento pfistup
eliminuje informacdni asymetrii ve vztahu pojistovny a pojisténce. Na druhou stranu se vibec
nezabyva otazkou samé moznosti pojistoven genetické informace pozadovat.

5 Zaveér

Vhodnost vyZzadovani genetickych informaci pfi poskytovani Zivotniho a soukromého zdravotniho
pojisténi se tak redukuje na dvé otazky: (1) jakou povahu prizndme genetickym informacim
v pojistovnictvi; a (2) zda se jedna o diskriminaci, protoze nase genetické vlastnosti jsou nezavislé na
nasi vali.

Prvni otdzka se zabyva tim, jestli obecné pfizname genetickym informacim prediktivni vlastnosti.
Zodpovézeni této otdzky vyZaduje srovnani genetickych informaci s ostatnimi zdravotnickymi
informacemi. Genetické informace nejsou homogenni skupinou, kde kazda jednotliva informace ma
stejné prediktivni atributy, ale naopak jsou heterogenni skupinou. Nékteré informace tak mohou
znamenat jistotu vzniku urcitého onemocnéni, pricemz jiné predstavuji pouze nepatrné riziko. Jsou
vsak znama rizika a pravdépodobnost vzniku nasledk(l téchto predispozici a pojistovna je tedy
schopna ohodnotit jejich riziko a promitnout jej do vySe pojistného i vyse pojistného kryti. Z hlediska
pojistovny je napr. stejné pravdépodobné, Ze tézky alkoholik a ¢lovék trpici patologickou mutaci genu

37 MALPAS, op. cit. s. 548.

38 HM Government: Concordat and Moratorium on Genetics and Insurance [online]. HM Government website
[cit. 29. 2. 2016]. Dostupné z: https://www.gov.uk/government/uploads/system/uploads/attachment_data/
file/216821/Concordat-and-Moratorium-on-Genetics-and-Insurance-20111.pdf.

3% HM Government: Concordat and Moratorium on Genetics and Insurance [online], op. cit.

40 MALPAS, op. cit. s. 549.
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zpUsobujici nevylécitelnou nemoc zemfe predCasné. Pro Uclely pojistné matematiky tedy maji
genetické informace stejny charakter jako ostatni zdravotni informace.

Druha otdzka navazuje na prvni otazku a fesi, zda je spravné, aby byly genetické informace
v pojistovnictvi vyuZivany i pfesto, Ze jsou zcela mimo vili prospektivniho pojisténce. Pojistovny
povazuji genetické informace za hodnotné, protoZze jsou na jejich zdkladé schopny pojistné-
matematicky ocenit riziko vzniku pojistné udalosti u konkrétniho clovéka a tedy i stanovit pro
pojistovnu vyhodnou vysi pojistného. Pfitom cilem pojistoven je predevsim wvytvaret zisk. Toho
dosahnou tak, Ze ziskaji co nejvice pojisténcli s co nejmensim pojistnym rizikem a zvysi pojistné Ci
zcela odmitnou vysoce rizikové prospektivni pojisténce.** Soukromé pojisténi je tedy ze své podstaty
diskriminacni, ale jako celek je spravedlivé, protoze oceriuje riziko kazdého pojisténce zvlast.

Otazka, jakym zpuisobem spravné vyrovnat prava pojisténcd a pojistoven pfi dostupnosti genetickych
informaci tak zfejmé jesté néjakou dobu zlistane nezodpovézena. Lze se vSak domnivat, Ze i zvlastni
postaveni genetickych informaci bude odstranéno s praktickym rozvojem genetickych terapii, které
odstrani determinacni charakter genetickych informaci.
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Toma$ Rosa je doktorem v oboru kryptologie s Cenou rektora CVUT za rok 2004. Vénuje se
matematicko-fyzikalnim metodam pocitacové bezpecnosti, specidlné pak vestavénym a radiovym
aplikacim. Pomohl zlepsit nékolik celosvétovych standardd, konkrétné protokol TLS, platebni schéma
EMV a bezdratovy standard Bluetooth.

GPS Radio Hacking — What the Hell Time Is It?

Possibility of position, velocity, and also time spoofing of civil GPS is a well known implication of the
deliberately missing cryptographic protection of the L1 C/A satellite signal. Practical feasibility was
already demonstrated several times, so is there anything new? It is in the massive rise of software-
defined radio (SDR) phenomenon, that will soon allow even script kiddies to download the exploit
code from the internet and let it run. Are you still sure where are you and what time is it? Does it
hold for your infrastructure, too? Countermeasures are uneasy, proper understanding is the key.

Radiohacking GPS - vime, kterad bije?

Moznost podvrzeni polohy, rychlosti a také casu civilni GPS je zndmym dlsledkem zamérné absence
kryptografické ochrany druZzicového signdlu L1 C/A. Praktickd schidnost byla také uZ nékolikrat
prokazana, ergo co je zde nového? Jde o masivni nastup fenoménu softwarového radia (SDR), které
brzy dovoli i hackerskym zelenaclim stahnout si Utocny program z internetu a spustit ho. Stale jste si
jisti, kolik je hodin a kde jste? Plati to i o vasi infrastrukture? Obrana je nesnadni, klicem je
pochopeni problému.
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1 Introduction

GPS receivers for position, velocity, and time (PVT) measurements based on the civil service known
as C/A (Coarse Acquisition) or L1 C/A [1], [8], [24], [37], [39], where L1 stands for the satellite
downlink frequency of 1575.42 MHz, are almost ubiquitous. They have also successfully found their
way into many IT systems where they help to establish the spacetime topology and synchronization
[8]. Many of these systems are also parts of many critical infrastructures [10], [40]. This is not
surprising, as this service seems to be a really marvellous gift coming to us from the sky in almost any
place on Earth. There is, however, a considerable pitfall in that this service is by no means as robust
and bullet-proof as we would like it to be [2], [10], [16], [17], [26], [31], [34], [35], [40], [41].

Before starting the main topic, three clarifications are apposite. First, we will often use the GNSS
(Global Navigation Satellite System[s]) shorthand when referring to general properties that are
common to most of the contemporary satellite navigation systems. Today, GNSS set includes mainly
the following instances [1]:

e BeiDou-2 (former COMPASS) developed and maintained by China.

e Galileo of the Europen Union being built by the European GNSS Agency (GSA) residing in
Prague.

e  GLONASS (Globalnaja Navigacionaja Sputnikovaja Sistema) designed and operated by Russia.
e NAVSTAR Global Positioning System (GPS) of the United States.

The second note is on the service(s) we are going to talk about. Basically any GNSS offers two kinds
of signal: open and reserved ones. In case of GPS, this division is classically made into the civil and
military signals. Despite not serving a united army force, the European Galileo [28] also has its
security enhanced flagship called Public Regulated Service (PRS) [1], [32]. However, it seems to be
nearly impossible to get any plausible public review of these services, their security goals, protections
that are effectively applied, and last but not least the end-user license policy. Their usage in civil
applications seems to be therefore very limited. This is, unfortunately, also true for the PRS of
Galileo, although ideas exist on how to theoretically overcome its restrictions [32]. Anyway, we will
focus solely on the open or civil GNSS services here.

Finally, please note this is meant to be a relatively quick overview of the GNSS/GPS hacking state of
the art to support the invited talk at IS2 2016. It has to be accessible to a broad audience, including
technical experts as well as chief security officers, so the style has to be concise and clear. The result
is a kind of author’s essay, rather than a comprehensive study. The interested reader is kindly
referred to the references, namely [1], [8], [24], [27], [37], [39] for GNSS theory and practice, and
[10] for a monography devoted to GNSS vulnerabilities and attacks. The practical experiments
touched here are detailed in author’s technical presentation [31] that can be also seen as a kind of
scholastic supplement to the recent practical hacking demonstrations [16] and [41].

The rest of this overview is organised as follows: In part two, we review the basic positioning
principles of GNSS/GPS. We then continue with the vulnerabilities and possible attacks on the L1 C/A
civil service in part three. Practical experiments [31] are then briefly noted in part four. In part five,
we discuss on how much of help we can expect from the Satellite-Based Augmentation System(s)
(SBAS) that are used, for instance, to elevate the L1 C/A service quality to conform with the increased
aviation safety demands. In part six, we review the basic countermeasure ideas, and we finally
conclude in part seven. In that part, the very recent GSA announcements on the emerging Galileo
Open Service security enhacements [53] is also discussed.
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2 GNSS/GPS Positioning and Timing Reviewed

Generally speaking, any GNSS consists of three major parts: the space, ground, and user segments.
The space segment consists of several (in case of GPS at least 24) operational satellites that
continuously broadcast their signal in space (SIS) towards the Earth [1], [24], [28]. The ground
segment is responsible for satellite maintenance, including periodical checking of the SIS quality and
uploading possible corrections to the respective space vehicles (SVs). The user segment encapsulates
all those particular client receivers that consume SIS broadcasted from the selected satellites to
compute user position, velocity, and time (PVT). In this paper, we are mainly interested in the SIS
properties [1], [12], [15], [24], [27] and processing [37].

The method behind GNSS positioning is called a triangulation. Having given the position (x1, y1, z1) of
one SV and the actual distance r; in between this particular SV and the user, the receiver can deduce
that its spatial coordinates (x, yu, Zu) must be on a sphere satisfying

ri=[(x1=xu)* + (y1 = yu)* + (21— 2’12
Having given one more SV distance r; and position (x2, y2, z2), the receiver knows it must be on the
intersection of two such spheres which is a circle in the plane of the intersection satisfying

r1= (%= Xu)? + (y1 = yu)® + (21 = 2’12,
ra =[x = Xu)? + (y2 = yu)* + (22— 212

Third SV at distance r; and position (xs, ys, z3) further reduces the possible user coordinates to at
most two points in the space satisfying the equations

ri =[x —xu)? + (y1— yu)? + (22— 22)12,

ra=[(X2 = xu)? + (2= yu)? + (22— 2212,
rs=[(xs =Xu)? + (ys = yu)* + (23 — 2’12
This remaining uncertainty is of no problem most of the time, since one of these points can be
usually further eliminated basing on a contextual information, such as the receiver is supposed to be
on the Earth surface and the second point is then too high to be true.

In GNSS, however, we cannot measure the distances directly. Instead, we are looking at the delay in
between the SIS transmission from the respective SV (t.ns) and its reception by the receiver (trecy).
Since the speed of light denoted c is finite and invariant, there is a known relation holding in free
space

ri= (ti,recv - ti,send)c'

The receiver’s clock is, however, not perfectly synchronized with the GNSS master time. Therefore,
we are not getting the true ranges r; this way, but a sort of pseudoranges denoted p; instead. The
aforementioned equations are then in the form

pPi= (ti,recv +6-— ti,send)c = [(X/'_Xu)2 + (y: - yu)2 + (Zi - zu)z]l/2 + Au; 1<i< N;

where A, is the value of the distance error, introduced by the fact we are observing pseudoranges
instead of the direct true ranges, and N is the number of equations.

Seeing the positioning problem [37] this way, we can understand that instead of the three unknowns,
we have to recover also the fourth variable denoted A,. Assuming there is no generally usable
dependence among these variables, it follows that instead of three equations we need at least four
of them. That means N > 4, which in turn means we have to observe SIS for at least four satellites.

The good point is, however, that this way we are also implicitly getting the & correction of the local
receiver clock with respect to the GNSS master time with a precision that is approaching the atomic
time [25] of the space segment (further supervised by the ground segment). Despite seeming as a by-
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product, this is so valuable output that in many applications the particular GNSS service is solely used
for the precise timing purpose. In particular, the C/A service of GPS is the most widely used one here

[8].

According to the way we observe tjsnq it is important to emphasize GNSS is generally not a pulsed
system. The time-sent information is continuously embedded into the SIS being generated by the
respective SV [1], [8], [15], [24], [27] and we are recovering the tiwna Values by continuously
observing the respective SIS and maintaining a delayed replica clock for each SV. This procedure is
known as a satellite tracking and it is directly linked to the number of receiver channels available. The
receiver can track in parallel as many satellites as many channels it has.

Note also that we can in theory lower the number of equations, and so the satellites needed to be
tracked, by knowing some of those PVT variables a priori. For instance, if we know the receiver
position from another geoinformatical source, we can recover the precise timing signal by just a
single channel receiver and at least one strong SV in the sky view [8].

A simple illustration of the whole tracking process leading to position, velocity, and time estimation is
given in Figure 1. Please bear on mind the process of PVT computation [37] has been simplified here
considerably to exemplify the main principle. In practice, there are further SIS distortions the receiver
has to cope with, namely gravitational field perturbations affecting satellite orbits [25], ionospheric
and tropospheric phase shifts, local neighbourhood reflections etc. [24], [28]. Lot of the atmospheric
effects, for instance, are then much easier to correct provided we can observe their impact on signals
being transmitted on at least two different frequencies (not just L1 only). This is the reason why the
modernised GNSS services usually seek for an allocation of multiple frequencies for their SIS and
declare this as one of their key benefits [1], [12], [28].
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Figure 1: GNSS tracking loop showing the role of replica clocks derived from the satellite signals.

In Figure 1, there also is the antenna phase center indicated [1], [8], [20], [23]. For those who ever
wondered of what place is the position, velocity, and time relevant to, this is the answer. It is an
apparent spot at or close to the antenna where the incident electromagnetic wave seems to get
converted to the electrical antenna current. So, for example, if we would have an antenna at the roof
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top connected with a processing device several floors below the roof, the PVT computation would be
still valid with respect to a spot at the antenna on the roof. Antennas designed for precise PVT
measurements have their phase center(s) (as it may vary with the angle of the wave arrival) marked
in their data sheets.

3 GPS L1 C/A Vulnerabilities and Attacks

On one hand, we can hardly call the GPS L1 C/A service vulnerabilities a “discovery”, since there was
never any kind of a robust protection seriously considered [1], [24]. Perhaps, there was some hope
that the attacks would not be easy to carry out [40], but that was apparently all. For those who
required a better protection (and were also among the selected ones), there was the military-grade
service developed. Unfortunately, practically all GNSS, including the modernised GPS services [1],
continue with this “cold war” viewpoint, which is an obvious misconception nowadays [10].

The main reason why we shall also consider the GNSS civil services protection seriously, now can be
called a software-defined radio (SDR) [13], [19], [36]. Generally speaking, this is a universal
radioelectronic device that allows almost complete redesign of its signal processing parts by just
loading the appropriate firmware. When it comes to hacking, we can tell that what used to be a
question of deep radio understanding [30] together with a practical HW skill [33], is now becoming a
question of a few off-the-shelf components [31], [36], [43], a basic course in DSP (Digital Signal
Processing) [21], [22], and widespread SW frameworks [13], [36].

It is important to understand that the core of a contemporary radio attack is not the universal HW
itself [49], but the software realizing the signal processing flow-graph [17], [50]. Being written just
once, this piece of software can be then shared, downloaded, and executed all around the world very
easily. Just like any other so-called exploit code, as we know them from computer security everyday
practice very well. The practical experiments noted below fully support this argument [31].

So, what can the attacker do, having been equipped with the right SDR and having loaded the right
exploit SW into it? The basic classification of GNSS attacks is as follows [10]:

® jamming,
e meaconing (record & replay),
e spoofing.

Jamming attack is basically a DoS (Denial of Service) that is illustrated in Figure 2. It seems like a
trivial attack, but it can be really demanding, provided the attacker aims for a broad and reliable
effect without being easily identified due to a big power transmission. Not surprisingly, several
involved jamming strategies have been developed [10], [15].

Due to the ubiquitous implementation of GNSS receivers in our modern IT infrastructure, the
jamming attack can have rather devastating consequences, nowadays. It seems like the developers
had the assumption that unless there is the end of the world, the GPS L1 C/A service in particular
must be always available. Several interesting real-life incidents are assembled in [10] illustrating the
general public services practically collapsed after the GPS signal was jammed. This shall be fully
reflected in our future risk analyses.

The jamming threat is even more emphasized by the fact it seems to be a radio-based attack on
GNSS that can hardly be prevented by a cryptographic signal processing only [10] which otherwise is
clearly a preferred approach (cf. the discussion below). Therefore, even in the case of military-grade
signals, there is always a place for purely radio-oriented countermeasures, including the use of smart
antennas [20], [23].
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Figure 2: Denial of Service by the original satellite signal jamming.

Another attack on GNSS is the meaconing illustrated in Figure 3, which is basically another name for
the record & replay attack. The record phase starts similarly to an ordinary receiver signal processing
flow-graph. Instead of processing the RF signal samples towards getting PVT, however, the attacker
just only records these samples to a suitable medium. During the replay phase, they use the captured
samples as a source for the quadrature modulation [22] of a regenerated L1 carrier that is in turn
transmitted towards the victim’s receiver. That receiver then can see the fake signal like it was
coming from the original satellites.

A simple variant of the meaconing attack can, instead of offline storing, transfer the original samples
over e.g. internet to some other place and replay them in almost real time there. This way, we can
instantly “move” the remote sensor to the place of our receiving antenna.

s e

=

ba gsalt-palcl
:__//. silt - pale) v g Lo st - pale)
g%

reconstruct

AT , "
| Eo08 ——| L R = A ‘
{y —— ¥ A elocity, and time rv compulation

Figure 3: Meaconing (record & replay) attack on GNSS.
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The third kind of attacks on GNSS, called spoofing, is illustrated in Figure 4. This time the fake signal is
not based on a simple recording, but it is created synthetically instead. In particular, Figure 4 shows a
robust way on how to generate the spoofing signal from scratch that is able to naturally mimic the
physical properties of the original signal, namely a smooth Doppler shift [24], [28]. We use the PVT
values as an input and according to the equations mentioned in part two we derive the expected
values of the replica clocks dials together with their expected tick speed. Then we use the dial values
as phase variables for the fake signal synthesis that is then modulated on the L1 carrier and
transmitted.

It shall be understood that both meaconing and spoofing attacks can be in fact carried out by
practically any GNSS radio debugging tool. Actually, it took a surprisingly long time till people
recognized that these development simulators and testers, being equipped with a simple output
power amplifier and antenna, can be also used for a real attack [40]. On the other hand, there are,
however, reasons on why to develop a new line of these tools in parallel. The first is these
“superprofessional” tools seem to be often somehow overpriced for the purpose we need them,
while at the same time lacking security relevant functions such as, for instance, navigation data
fuzzing modules to search for receiver firmware vulnerabilities and exploits [26]. It is questionable
whether these functions would otherwise be ever implemented into those professional,
development-style black boxes. According to author’s own experience, their manufacturers do not
seem to appreciate the potential of GNSS security research too much, as, for instance, a security
conference review was unfortunately (as the device was really interesting) not enough to qualify for
a “free” 14-day trial test period of one of them.
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Figure 4: GNSS spoofing attack based on a synthetic signal generation
by the tracking reversal process.

The simple attack classification noted here can be further subdivided based on, for instance, what
are the requirements on the targeted receiver. Some of them may require a cold start, while
sometimes a warm start (by remembering the last PVT and satellite positions) is enough. There are
even attacks that can hijack the receiver while it is actively tracking the original SIS [17]. This usually
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requires the spoofing devices to also track and estimate the original SIS and carefully blend its own
fake signal with it. We can take the SCER (Security Code Estimation and Replay Attack) as an example
[10], [51]. Another subdivision can be based on the amount of independent transmitters the attacker
can use to improve the spatial diversity of the fake signal and so to bypass spatial diversity
countermeasures [38].

4 Practical Experiments

The low-cost, simplistic meaconing and spoofing attacks were successfully verified on GPS L1 C/Ain a
rather simplistic setup. Details allowing objective replication of these experiments are given in [31].
As the SDR platform, we have used USRP N210 [49] with the UBX-40 daughterboard [48]. For the
meaconing experiment, we also used a custom based front-end in between the active GPS antenna
and the UBX-40 daughterboard that was, however, based solely on off-the-shelf components [43]. Its
purpose was to carefully amplify the very weak GNSS signals without introducing too much additive
noise [11] over the level inevitably captured by the antenna [20].

To verify the fake signal, we used a state-of-the-art GNSS receiver uBlox NEO-M8N installed as a USB
component peripheral on a development breakout board, which is still an off-the-shelf product [44],
[45]. After a proper attenuation and DC current blocking in between UBX-40 output port and the
GNSS receiver input, we used a direct coaxial cable connection in between these two components.
This way we could avoid any direct fake signal emanation, which is clearly more than desirable. The
detailed report [31] also shows how to really transmit the forged signal, but this is just for the sake of
completeness and we can by no means recommend this.

Data from the uBlox receiver were processed and presented via uCenter [46], [47], which is a free of
charge development SW running on practically any reasonable platform equipped with MS Windows
Vista or higher. uCenter dashboard example is shown in Figure 5 below.

Despite there being professional (and still somehow overpriced) SW tools for GNSS/GPS signal
manipulation, we stayed with a very modest setup here to exemplify our argument of the massive
attacks threat accelerated by the SDR phenomenon. In particular, for the meaconing (record &
replay) attack experiment, we employed the rx_samples to file and
tx samples from file example codes that are installed together with the N210 device driver
(USRP Hardware Driver — UHD) source tree. Details of their invocation are given in [31].

For the preparation of the fake signal used in the spoofing attack, we used a simple but very handy
open source project GPS-SDR-SIM by Takuji Ebinuma et alia [50]. The core is a C module that is easy
to compile almost everywhere, where we have the OpenMP framework for shared-memory parallel
programming (open source code, not specific to GNSS). This utility prepares the simulated GPS L1
C/A signal as an offline file with its quadrature (complex) envelope samples [22]. The final
transmission step is then, therefore, de facto the same as in the meaconing attack experiment. Since
it uses a different data precision, however, tx samples from file should be edited slightly.
This would be really easy, but since GPS-SDR-SIM comes with its own “player” code [50], we have
stayed with that. In particular, this player is a Python code that creates a simple flow-graph based on
the GNU Radio framework [13]. This is again an open source project serving as the platform of first
choice for many academic projects. All the details necessary for an independent verification of these
experiments are given in [31].

5 SBAS to the Rescue?

Even without intentional attacks, the civil GPS C/A service is not as reliable as necessary to be directly
and solely usable in safety-critical applications such as flight security. Services known as Satellite-
Based Augmentation System [1], [28] have been devised to constantly monitor the integrity of C/A
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and report its safety status together with possible differential GPS (DGPS) correction parameters via
geostationary satellites. To be easily accessible for simple receivers, the signals coming from these
auxiliary satellites are also transmitted on L1 with almost the same CDMA [15] scheme. They differ in
the data modulation speed and payload [1], but this is relatively easy to handle in the receiver.

In particular, the Europe is practically covered with SBAS named EGNOS (European Geostationary
Navigation Overlay System) that is also operated by GSA [28]. Contrary to Galileo, however, this
system is in the production grade version, now, being enjoyed by many civil pilots landing on the old
continent.

Provided SBAS is such a wonderful safety system built around the C/A service, it is natural to ask
whether it is also a countermeasure against the attacks discussed above. To understand the answer,
it is important to see that SBAS provides a safety assurance based on SIS observed by its reference
monitoring stations. It cannot check the local reception of the (possibly) fake signal being received by
the individual users. It is oriented to measure and evaluate the quality of the original SIS as it is being
transmitted by the original satellites globally. Therefore, a reception of local invalid signals
transmitted by anybody else is not addressed by today’s SBAS [1]. So, the answer is unfortunately no,
it cannot prevent the attacks discussed here.

To practically demonstrate this, we present the Figure 5 that shows a dashboard of the reference
GNSS receiver used in our meaconing attack experiment. Since there was also an EGNOS satellite in
the sky view during the original SIS recording phase and since the EGNOS (as any other SBAS)
produces RF signal that is highly compatible with L1 C/A, that augmentation signal had been
recorded as well. In Figure 5, we can see the EGNOS channel was successfully recognized and
employed by the receiver during the replay phase of our demo attack. So, as a kind of by-product, we
also have a working example of the EGNOS replay attack here. Actually, we see a classical example of
false sense of security as the receiver dashboard shows the EGNOS signal has been applied to get a
DGPS (Differential GPS) precision grade [1], [24], [37] thereby suggesting everything should be more
than fine.

Note we have also successfully recorded the SBAS/EGNOS signal channel
PRN120 coming from Inmarsat 3F2 AOR-E. The DGPS indicator above
shows this signal has already been used for a fix assurance.

Figure 5: Successful meaconing attack on GPS L1 C/A that also covers the EGNOS signal.
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6 Countermeasures

Actual and comprehensive review of countermeasures can be found in monography [10] as well the
references noted there, cf. also [18], [23], [38]. Despite exposing the label “interference” in its title, it
also covers jamming, meaconing, and spoofing as a special kind of man-made intentional
interferences. Many classifications are also noted there, however, we will use a very simple three-
category scheme for our purpose here:

e countermeasures that also improve SIS definition,
e methods based on receiver radio signal processing only,
e PVT postprocessing verifications.

Note we are still talking about the civil GNSS services, as these are the only ones that are granted for
general IT companies. If we understand cryptography as the science bringing information protection
constructions based on rigorous mathematical or physical arguments, then we have to clearly admit
that cryptography shall be applied to SIS processing if we really want to get a robust GNSS security
[10], [14], [51], [52]. That in turns means the first countermeasures category is the one that shall be
preferred, so we pay a higher attention to it here. Truly, this is the case of e.g. military GPS signals.
Unfortunately, the only “protection” explicitly noted, for instance, in the actual definition of the
emerging Galileo Open Service SIS [12], besides a convolutional forward error correction (FEC) code,
is a simple CRC. Interestingly, the sole inclusion of FEC with a binary interleaving [12] can actually
work as a “spoofing obstacle”, but this is more or less a by-product of the receiver hijacking problem
[17] and it is clearly no protection against direct meaconing or synthetic signal spoofing. On the other
hand, the interleaved FEC can also potentially even help the attacker with the SCER attack [10],
provided the detector [52] was not tailored properly to its presence by reflecting its impact on the
processing flow-graph together with the residual attacker’s security code estimator advantage [51].
That said FEC incorporation is a tricky part deserving certain attention.

As we have the open signals without any cryptographic protection, now (hopefully, this will change),
we have to focus on the remaining two categories. Anyway, it should be emphasized that even with a
cryptographic protection in place, its verification needs to be understood as a probabilistic problem
[51] to be able to defeat SCER-like attacks [10]. Instead of a simple yes-no algebraic algorithm, we
need a statistical signal detector that allows us to distinguish between the original and fake signals
[52]. It follows we still need some radio signal processing techniques to help us. This is especially true
when coping with jamming. A question may arise on how far the cryptography is useful at all,
provided it is hardly enough in itself. In this light, we shall see the cryptographic protection of SIS as a
significant enabling factor that allows us to design and use much more powerful attack detection
techniques than what remains when no cryptography was employed.

To that end, the cryptographic protection goals shall be precisely stated and the cryptosystem shall
be then carefully tailored to the RF signal processing needs. We emphasize again, this is not only to
achieve certain efficiency, but mainly to fulfil those security goals at all. As an example, we may
consider the well-known method of “codeless” tracking that has been developed to gain some
information from the military GPS signal that is in turn used to get rid of the effects like the
ionospheric distortion [42]. At least, this is how it is known in the satellite navigation community.
Practically the same article could had been, however, issued in proceedings on cryptology as a
successful partial cryptanalysis of the military GPS scheme! This illustrates nicely that designing a
broadcast radio signal protection is not as easy as solving a simple general data encryption exercise.
We need to work with the low-level signal properties to fully understand on how to really achieve
our security goals [51].

Anyway, the radio signal processing tries to identify both intentional as well as unintentional
interferences basing on statistical properties of the RF samples being processed [10], [15], [52]. As
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the computational power of receiver controllers grows up, more and more involved methods can be
used. Unfortunately, regarding the intentional interference (jamming, meaconing, and spoofing), no
provable or at least universal purely radioelectronical countermeasure has been found and it does
not seem there is something like that on the horizon [10].

PVT postprocessing addresses these problems from a different perspective. Instead of trying to get
error-free receiver output, it combines the respective contributions of several independent PVT
measurement technologies and devices. This way we can, for instance, combine the GPS service with
GLONASS (or Galileo in the near future) or with inertial sensors like accelerometers, gyroscopes,
barometers, etc., to be able to mutually cross-check the individual results. Mathematically speaking,
this combination is typically based on the statistical Kalman filtering theory [27], [37].

In summary, the only rigorous approach to meaconing and spoofing, however, remains via
cryptography. Anything else can be seen like a cat-and-mouse game or the virus-antivirus fight. Once
we take the current best spoofer, for instance, we can look at its signal artefacts and design our
detector to go especially after them [10]. The spoofing device author, however, can learn this, tweak
their device a little bit and our detector falls short. And the whole story repeats again, and again...

7 Conclusion

The possibility of easy jamming, meaconing, and spoofing attacks, thereby of the free manipulation
with the receiver apparent position, velocity, and time, is a long overlooked problem of practically
any open GNSS service. The most popular target seems to be the widespread GPS L1 C/A signal. Any
other unprotected GNSS service can, however, follow soon, including the emerging Galileo Open
Service [12]. Furthermore, this is all getting accelerated by the software-defined radio paradigm that
has successfully established its place in many hacker arsenal toolboxes [16], [41]. Since SDR allows a
variant of the “write once, run anywhere” approach, we can expect even so-called “script kiddies”
will be soon able to play with GNSS attacks all around the world.

One may argue this is not a discovery, since a robust protection of the civil services was never
seriously considered. However, this is right the point that needs to be radically revised, now as the
threat model has clearly changed. We can see the public GNSS hacking and security research papers
mainly as an appeal on designers of these services, as well as a clear warning to its application
engineers to be careful with what they trust to.

As the cold war era is over and the civil sector plays important role in the critical infrastructure today,
it is right the civil service that deserves a robust security protection, now. Designing a new service
such as the Galileo Open Service without any solid cryptographic protection would be actually
bringing up a new system that is by-design broken. We can hardly agree with the position like that
civil applications do not deserve an accessible and robust protection of their GNSS signals. On one
hand, it is understood that services such as Galileo Public Regulated Service (PRS) should exist. Their
role shall be, however, mainly seen in the possibility to temporarily (!) restrict the access to the GNSS
service in time of war, severe terrorist attacks, dramatic regional destabilization, etc. They can also
broadcast some additional data that can be used for investigation, international police coordination,
natural disaster recovery, and so on. Their role is, however, by no means in distinguishing the usable
(i.e. protected and safe) GNSS services from the unusable (i.e. unprotected and unsafe) ones.

Interestingly, in the time of finishing this manuscript, GSA announced it will provide the Navigation
Message Authentication (NMA) protection [10], [52] right with the Galileo Open Service signal as of
2018 [53]. Cryptographically speaking, NMA allows the navigation data origin authentication by a
form of a digital signature or message authentication code (MAC). As any such protection embedded
into a broadcast data, in itself, it can only protect against a very harsh meaconing or a totally
synthetic signal spoofing, but it usually fails against a bit more clever variants of these attacks. To be
robust and useful, it needs to be made in a form of a statistical signal detector allowing to distinguish
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also the relevant SCER variants [10], [51], [52], as we have discussed it in part six above. This all
needs to be detailed in the new SIS definition to fairly get all the receiver manufacturers to the same
ground, as we clearly cannot assume all users will check the particular implementations by
themselves to see whether they are vulnerable or not. Since it is actually less than two years to the
planned start of this new Open Service version and the SIS definition remains practically intact [12],
this all brings more questions than answers. This is somehow unfortunate, as such an unprecedented
(with respect to the rest of the GNSS world) step would otherwise deserve clear ovations.
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elDAS and GDPR regulations

In 2016, we expect two major things with a huge impact on the European single digital market to
happen. Firstly, a majority of the Regulation No. 910/2014 on electronic identification and trust
services for electronic transactions in the internal market comes to effect and secondly, the approval
of the General Data Protection Regulation is also expected. These regulations will have considerable
impact on the security industry and the obliged entities will in many cases have to adapt their
internal processes as well as the used legal documents. This paper describes the most significant
changes brought by these regulations from the security perspective.

Narizeni eIDAS a GDPR

V roce 2016 dojde ke dvéma vyznamnym udalostem, které budou mit velky dopad na evropsky
digitalni trh. V G¢innost vstoupi Nafizeni Evropského parlamentu a Rady ¢. 910/2014 o elektronické
identifikaci a sluzbach vytvarejicich davéru pro elektronické transakce na vnitfnim trhu (nafizeni
elDAS) a predpoklada se schvaleni VSeobecného nafizeni o ochrané osobnich udajl. Tyto legislativni
zmény budou mit vyznamny dopad do oblasti bezpecnosti a povinné subjekty budou muset v mnoha
pfipadech zménit své interni a klientské procesy i pouZivané pravni dokumenty. Tento pfispévek
popisuje nejvyznamnéjsi zmény, které tato nafizeni z hlediska bezpecnosti pfinaseji.
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1 Nafrizeni eIDAS a vSseobecné nafizeni o ochrané udajti

Rok 2016 je pro legislativu v oblasti pocitacové bezpecnosti rokem velkych zmén. Zejména na
evropské urovni prichazi fada novych pravnich predpisl, jejichZ prijeti se v nejblizsi dobé ocekava
a bude tfeba se na né zacit pripravovat, nebo jiz brzy vstoupi v U¢innost a stanou se soucdsti naseho
Zivota. Mezi tyto predpisy patfi smérnice o vysoké Urovni bezpeénosti v sitovych a informacnich
systémech, natizeni elDAS a vSeobecné nafizeni o ochrané osobnich Udaji. V tomto prispévku se
vénujeme druhému a tfetimu jmenovanému predpisu.

2 Narizeni elDAS

Nafizeni Evropského parlamentu a Rady ¢. 910/2014 o elektronické identifikaci a sluzbach
vytvarejicich ddvéru pro elektronické transakce na vnitfnim trhu (nafizeni elDAS), které vychazi ze
strategie ,,Europe 2020“ a jeji iniciativy ,Digital Agenda for Europe”. V souladu se svym ndzvem
nafizeni upravuje dvé oblasti — elektronickou identifikaci a sluzby vytvéarejici davéru. Klicova
ustanoveni tohoto nafizeni tykajici se elektronickych podpisQ, elektronickych peceti a sluzeb
vytvarejicich ddvéru vstoupi v Ucinnost jiz 1. ¢ervence roku 2016. PInad ucinnost nafizeni elDAS, se
kterou je spojena zejména povinnost uznavat prostiredky elektronické identifikace jinych ¢lenskych
statd, nastane po uplynuti tfi let ode dne pouZitelnosti provadécich aktd, tedy v zari roku 2018.

Jednim z hlavnich principl natizeni elDAS je podpora dlvéryhodnosti elektronickych transakci
poskytnutim jednotného zadkladu pro bezpecnou elektronickou komunikaci mezi obéany, podniky, ale
také organy verejné moci. Disledkem by mélo byt posileni efektivnosti on-line sluzeb, elektronického
podnikani a elektronického obchodu v EU. Natizeni dale cili na odstranéni jiz existujicich prekazek
mezinarodniho uZivani prostfedkd pro elektronickou identifikaci, které se momentalné v ramci
pouzivani takovych prostfedkd v jednotlivych statech objevuji.

K elektronické identifikaci, coz je prvni z hlavnich upravovanych oblasti, stanovuje nafizeni povinnost
vzajemného uznavani prostiedkl pro elektronickou identifikaci pfi pfistupu k online sluzbam
poskytovanym verejnym sektorem v ramci EU. Nafizenim ureno jedno konkrétni feSeni, které by
Clenské staty EU musely jednotné implementovat, nicméné pro dané prostfedky elDAS stanovuje
jasné technické poZadavky a konkrétni podminky pro jednotlivé tzv. rovné zaruk. Pro kaZzdou Uroven
zaruk pak budou muset Clenské staty uzndvat pfi pristup k sluzbam vefejné spravy prostiedky pro
elektronickou identifikaci jinych ¢lenskych statl vSude tam, kde bude sluzba pfistupna pod narodni
elektronickou identitou stejné Urovné zaruky.

Je tfeba rovnéZz zminit dalsi institut, ktery s elektronickou identifikaci souvisi a ktery je nafizenim
elDAS regulovan, a to elektronicky podpis. Stavajici ¢eska pravni Gprava v podobé zdkona ¢. 227/2000
Sb. o elektronickém podpisu, ve znéni pozdéjSich predpist tak bude z vétsi ¢asti nahrazena pfimo
samotnym natizenim, doplnén bude zakonem o sluzbach vytvarejicich davéru, ktery je momentalné
pfipravovan k projednani legislativnimi orgdny a jenz by mél vstoupit v ucinnost spolecné
s narizenim. Nafizeni elDAS zachovava pojem zaruceny elektronicky podpis, kterym se stejné jako dle
stavajici ¢eské Upravy rozumi podpis, ktery je jednoznacné spojen s podepisujici osobou, umoziuje
identifikaci podepisujici osoby ve vztahu k datové zpraveé, byl vytvoren a pripojen k datové zpravé
pomoci prostfedkd, které podepisujici osoba miZe udrzet pod svou vyhradni kontrolou a rovnéz je
k datlim, kterd jsou timto podpisem podepsana, pfipojen takovym zplsobem, Ze je mozné zjistit
jakoukoliv naslednou zménu dat. Vyssi Urovni elektronického podpisu, nové definovanou v nafizeni
elDAS, je kvalifikovany elektronicky podpis, ktery musi byt vytvoren kvalifikovanym prostfedkem pro
vytvareni elektronickych podpisd, tedy napf. podepisovacim zafizenim jako je Cipova karta. Takova
zafizeni jsou jiz v souCasnosti komercné dostupna, jejich rozsifeni vSak dosud neni velké. VyuZiti
kvalifikovanych elektronickych podpist bude do budoucna vyZzadovano na strané verejné spravy, je
vSak stanoveno prechodné obdobi dvou let, kdy bude moZné vyuZivat uzndvany elektronicky podpis,
kterym se i naddle bude rozumét zaruceny elektronicky podpis zaloZzeny na kvalifikovaném certifikatu

1S2 2016 161



(tento pojem vsak neni definovan v nafizeni elDAS a objevi se tak pouze jako legislativni zkratka
v nasem zakoné o sluzbach vytvarejicich davéru).

Naftizeni elDAS také nové zavadi pojem sluzby vytvarejicich dlvéru, kterym se oznaduji elektronické
sluzby, poskytované obvykle za Uplatu a spocivajici ve vytvareni, ovéfovani shody a ovérovani
platnosti elektronickych podpist, elektronickych peceti nebo elektronickych casovych razitek, sluzeb
elektronického doporuceného dorucovani a certifikatll souvisejicich s témito sluzbami, nebo ve
vytvareni, ovérovani shody a ovérovani platnosti certifikdtd pro autentizaci internetovych stranek,
anebo v uchovavani elektronickych podpist, peceti nebo certifikatl souvisejicich s témito sluzbami.

RozliSuje se pritom prostd a kvalifikovand sluzba vytvarejici dlavéru, kterd spliuje stanovené
poZzadavky zejména v oblasti bezpecnosti a jejiz kvalifilkovany poskytovatel je evidovan
v divéryhodném seznamu, ktery udava stav kvalifikace jeho sluzeb v dobé dohledu, ¢imZ napomaha
budovani dlvéry mezi trznimi subjekty. Vyznamny rozdil mezi kvalifikovanym a nekvalifikovanym
poskytovatelem sluzeb vytvarejicich davéru bude v pfipadé uplatiiovani odpovédnosti za Skodu.
Zatimco v prfipadé skody zplUsobené nekvalifikovanym poskytovatelem bude bfemeno tvrzeni
i dikazni na strané domahajici se osoby, v pripadé kvalifikovaného poskytovatele sluzeb vytvarejicich
divéru se Umysl nebo nedbalost poskytovatele v pfipadé vzniklé skody predpoklada, pokud dany
kvalifikovany poskytovatel sluzeb vytvarejicich divéru neprokaze, Zze skoda nastala bez jeho Umyslu
nebo nedbalosti.

3 Vseobecné nafizeni o ochrané udaju

Nakladani s osobnimi Gdaji je v soucasnosti v EU regulovano smérnici 95/46/ES a kazdy Clensky stat
EU mad svoji narodni pravni Gpravu, kterd smérnici implementuje. V Ceské republice jde o zdkon
¢.101/2000 Sb., o ochrané osobnich Udajd, ve znéni pozdéjsich predpist. Po dvaceti letech fungovani
smérnice vSak zacalo byt vic nez zjevné, Ze jeji Uprava na jednu stranu neposkytuje dostatec¢nou
ochranu nasemu soukromi v kontextu internetu a modernich sledovacich nastroji a na druhou
stranu vytvari umélé prekazky pro rozvoj digitalni ekonomiky napf. formou sloZitého predavani
osobnich Udaji do zahraniéi. Z téchto divodi Evropska komise v roce 2012 predstavila ndvrh nového
vseobecného nafizeni o ochrané osobnich Udaji (General Data Protection Regulation, GDPR). Jednani
o textaci GDPR trvala témérF 4 roky a jejich vysledkem je findIni text, ktery byl dojednan v prosinci
roku 2015. Formalni schvdleni GDPR se o¢ekava na prelomu kvétna a ¢ervna roku 2016 a ucinnost ve
smyslu nutnosti pfizplsobit zpracovani pozadavkiim GDPR nastane dva roky po jeho uverejnéni, na
jare 2018.

Ucelem GDPR je posilit prava fyzickych osob na ochranu tdaji a usnadnit volny tok osobnich tGdajti
vramci jednotného digitalniho trhu, mimo jiné prostfednictvim sniZzovani administrativni zatéze.
V mnoha ohledech GDPR nepfindsi revolucni zmeény, drivéjsi Sedé zény jsou vSak ve vétsiné pripadu
vyjasnény smérem ke striktnéjsSimu vykladu. S ohledem na tento fakt nékteré postupy, které bylo
dfive moZné povaZovat za hranicni, avSak stale prijatelné, tak podle GDPR jiZ nebudou mozné.

GDPR bude ptimo ucinné v celé EU, nebude tedy nutné pfijimat narodni pravni Upravu a dojde tak
k prekonani rozdilnosti sou¢asnych narodnich uprav, které byly na prekazku volnému pohybu sluzeb
v oblasti zpracovani osobnich Udajli. GDPR také reaguje na poZadavky nejnovéjsi judikatury a radu
z nich zapracovava primo do svého textu, napf. pravo byt zapomenut. Soucasné ale upravuje rfadu
novych prav subjektl Udaji a zejména povinnosti spravcli a zpracovatell. Jednou z vyznamnych
zmén, které GDPR zavadi, je Uprava Uzemni pusobnosti. GDPR se budou muset fidit i spolecnosti,
které nemaji své sidlo v EU, ale maji zde pobocku a zpracovdni se tykd této pobocky, a také ty
spolecnosti, které nabizeji své sluzby ¢i zbozi fyzickym osobam v EU nebo monitoruji chovani téchto
fyzickych osob v EU.

GDPR stavi na principech, jako je zdkonnost, férovost a transparentnost, omezeni Ucelem,
minimalizace dat, presnost, omezeni uchovavani, integrita a d{vérnost, odpovédnost spravce
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a povinnost prokazovani. Zejména zasada zakonnosti, férovosti a transparentnosti se pfitom promita
jak do oblasti ziskavani souhlasu, tak do oblasti informacni povinnosti. V souladu s principem
transparentnosti musi byt napf. subjektdm uUdaja ziejmé, jaké osobni Gdaje jsou shromazdovany,
uzivany nebo jinym zplsobem zpracovavany a v jakém rozsahu jsou osobni Udaje zpracovavany (nebo
budou v budoucnosti zpracovavany). V souladu s principem transparentnosti musi byt dale také
informace tykajici se zpracovani osobnich Udaji jednoduse dostupné a jednoduse srozumitelné
a musi byt pfi jejich poskytovani uZivan jednoznacny a srozumitelny jazyk. V souladu se zasadou
zakonnosti potom musi byt osobni Udaje zpracovavany na zakladé souhlasu subjektu Udaji nebo
jiném zakladé stanoveném v GDPR nebo jiném predpise ¢lenského statu nebo pravu Unie.

Vymezeni zakladnich pojmd se v GDPR vyznamné neméni. Osobnimi Udaji jsou dle GDPR i nadale
veskeré informace o identifikované nebo primo ¢i nepfimo identifikovatelné fyzické osobé. Definice
nové zdlraznuje, Ze pfi posuzovani zda je osoba identifikovatelna je tfeba hledét také na lokalizacni
Gdaje a elektronické identifikatory jako jsou sitové adresy ¢i cookies. Zpracovanim se i nadale rozumi
jakykoli ukon nebo soubor Ukonl s osobnimi Udaji. Definice souhlasu subjektu Udaji byla oproti
smérnici 95/46/ES upravena souhlasem se rozumi ,jakykoli svobodny, vyslovny, védomy
a jednoznacny projev vile, kterym subjekt Udaji dava, a to bud prostfednictvim prohlaseni, nebo
jasnou kladnou akci, své svoleni k tomu, aby osobni udaje, které se jej tykaji, byly predmétem
zpracovani“. Na zdkladé doplnéné definice proto nebude mozné udélit souhlas se zpracovanim
osobnich Udaji micky, tj. naptiklad konkludentnim jednanim, ze kterého by za urcitych okolnosti bylo
mozné dovozovat udéleni souhlasu. Je pfitom tfeba zdlraznit, Ze souhlasy se zpracovanim osobnich
Udaju ziskané pred ucinnosti tohoto GDPR budou po jeho Ucinnosti nadale platné jen v tom pripadé,
kdy byly ziskany v souladu s podminkami GDPR.

GDPR nové uklada spravci i zpracovateli velké mnoZstvi povinnosti, jejichz splnéni ma povinnost
prokazovat. Jak spravce, tak zpracovatel, jsou proto povinni vést zaznamy o zpracovani osobnich
udajli, jejichz obsah je nové podrobnéji vymezen. Na vyzvu musi spravce, resp. zpracovatel tyto
zaznamy predlozit orgdnu dozoru ke kontrole. V GDPR jsou upraveny tfi nové instituty, které mohou
spravcim a zpracovatelim usnadnit zminéné prokazovani plnéni povinnosti dle GDPR. Prvnim z nich
je kodex chovdni, kterym se spravce €i zpracovatel zavazuje dodrZovat urcité chovani, které splfiuje
naroky specifikované v GDPR. Dalsimi instituty jsou osvédceni, peceti a zndmky o ochrané udaju
a standardni smluvni doloZky. Tyto nastroje je mozné vyuzit k prokdzani splnéni celé rfady povinnosti,
jako napfiklad povinnosti zabezpecovat osobni Udaje, a to jak u spravce, tak u zpracovatele, i
povinnosti zajistit vhodné zaruky ochrany pfi predavani osobnich udaja do tfetich zemi.

Zcela novym institutem je pozice inspektora pro ochranu osobnich Udajl. Zfizovat ji musi spravce
i zpracovatel, pokud je orgdnem vefejné moci, pokud se jejich klicové aktivity sestdvaji z operaci,
které z dlavodu své povahy, rozsahu ¢i Ucelu vyzaduji pravidelné a systematické monitorovani
subjektld osobnich udaji ve velkém méfitku, anebo pokud se jejich zakladni Cinnosti sestavaji ze
zpracovavani specidlni kategorie osobnich udaji (napf. udaje o zdravotnim stavu). Inspektor pro
ochranu osobnich Gdaji musi spliovat expertni znalost prava a praxe v oblasti ochrany osobnich
udajli. Co se tyce vztahu ke spravci ¢i zpracovateli, mize svou cinnost vykondavat jak v pracovnim
poméru, tak na zakladé smlouvy o poskytovani sluzeb. Spravce resp., zpracovatel dale musi zajistit,
aby byl inspektor informovan o aktivitach spravce, resp. zpracovatele spojenych se zpracovavanim
osobnich Udajd. Inspektor musi byt ohledné své cinnosti nezavisly, odpovidat pfimo nejvyssimu
vedeni a je vazan mlcenlivosti ohledné vykonu svych ukolG. Ddle ma informovat spravce Ci
zpracovatele o jeho povinnostech vyplyvajicich z GDPR a dohlizet na jejich dodrZzovani, poskytovat
spravci, resp. zpracovateli rady ohledné posuzovani dopadu na ochranu osobnich udajd,
spolupracovat s orgdnem dohledu a slouZit jako kontaktni osoba pro otdzky souvisejici s osobnimi
udaiji.

Nové také nemusi spravce oznamovat orgdnu dozoru svlj zamér zpracovavat osobni Udaje. Tato
povinnost je nahrazena povinnosti vést zaznamy a také povinnosti provést posouzeni dopadl na
ochranu osobnich udajl v pfipadé, kdy zpracovani mlze predstavovat s ohledem na povahu, rozsah,
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kontext a ucely zpracovani vysoké riziko pro prava a svobody jednotlivce (zejména pfi vyuZiti novych
technologii).

4 Zaver

Oba diskutované pravni predpisy, tedy natizeni elDAS i GDPR, budou mit podstatny dopad do oblasti
bezpecnosti. Zatimco natizeni elDAS bude za par mésicl realitou, se kterou se budeme muset
vyrovnat, GDPR je zatim spiSe budoucnosti. To vSak neznamend, Ze by nebylo tfeba tuto pravni
Upravu brat v potaz — ba naopak, rada pozadavk( stanovenych GDPR bude vyZadovat zasadni zmény
dosud vyuZivanych proces(, které si vyzadaji svlj Cas, proto je vhodné se na né zacit pripravovat jiz
nyni.
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Jifi Borej
Jiri.Borej@mazcr.cz

Ministerstvo zdravotnictvi
Koordinator Narodni strategie elektronického
zdravotnictvi

Jifi Borej se aktudlné vénuje elektronizaci
zdravotnictvi a tvorbé Narodni strategie
elektronického zdravotnictvi. Pracuje na
Ministerstvu zdravotnictvi jako Koordinator
Ndrodni strategie elektronického zdravotnictvi.
Profesni praxi v oboru IT ziskal jako poradce
v oblasti fizeni ICT, zpracovani strategii rozvoje
informatik statni spravy i komercnich podnikt
av poslednich tfech letech jako Enterprise
architekt vytvarejici podnikové architektury
a architektury komplexnich agend, jako napfr.
elektronické  volby. Tomu  predchazela
dvanactiletd praxe v pozicich ICT nebo
Operations manazerl vyznamnych telekomu-
nikacnich spolecnosti jako Eurotel, British
telecom a Aliatel.

Vlastimil Cerny
vlastimil.cerny
@vfn.cz

VsSeobecna fakultni nemocnice v Praze
Nameéstek pro informatiku
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LeoS Heger
hegerl@psp.cz

Parlament CR
Poslanec

Member of the Czech Parliament, Member of
the City Board of Hradec Kralové, former
Minister of Health, former director of the
University Hospital in Hradec Kralove. Since the
early 90s he was active not only at the faculty
(as Dean for Development), but gradually
became a member of the Scientific Council of
the Ministry of Health, the chairman of the
Association of Hospitals and Vice Chairman of
the Board of Trustees of the Internal Grant
Agency of the Ministry of Health. In the period
1993-2009 he worked as medical deputy
director and later director of University
Hospital. In connection with the entry into the
big league politics he resigned as director of
UH HK. In 2010 he was elected as Member of
Parliament (representing TOP 09) and later
became Minister of Health. He defended
mandate of the Member of the Czech
Parliament in the autumn of 2013.

Poslanec PCR, zastupitel Hradce Kralové, byvaly
ministr zdravotnictvi CR, byvaly feditel FN
Hradec Kralové. Od pocatku 90. let se aktivné
angazoval nejen na fakulté (jako prodékan pro
rozvoj), ale postupné se stal také clenem
Védecké rady ministerstva zdravotnictvi,
pfedsedou Asociace nemocnic a mistopred-
sedou Spravni rady Interni grantové agentury
Ministerstva zdravotnictvi. V obdobi let 1993-
2009 pusobil ve funkci Iékafského naméstka a
posléze freditele Fakultni nemocnice Hradec
Kralové. V souvislosti se vstupem do vysoké
politiky se vzdal postu feditele FN HK. V roce
2010 byl jiz za TOP 09 zvolen poslancem
Parlamentu CR a posléze se stal ministrem
zdravotnictvi. Poslanecky mandat na podzim
2013 obhdjil.

Sona Mértlova
Mertlova.S
@kr-vysocina.cz

Kraj Vysocina
Zastupce vedouci odboru zdravotnictvi

Sona Mértlova graduated from the Faculty of
Economics and Administration at Masaryk
University in Brno, Department of Public
Economics and Administration, with a focus
Economy and Health Management — Bachelor
studies and Faculty of Business and Economics
of the Czech Agricultural University in Prague,
Department of Public Administration and
Regional Development - Master's degree.

Now she works as an economist and Deputy
Head of the District Office in Jihlava — Health
department (state administration in the health
sector, management of health facilities,
economic analysis, budget adjustments — the
budget chapter Health, control activities).

Sona Meértlova vystudovala Ekonomicko-
spravni fakultu Masarykovy univerzity v Brné,
obor Verejna ekonomika a sprava se
zamérenim Ekonomika a fizeni zdravotnictvi —
bakalafské studium. A Provozné ekonomickou
fakultu Ceské zemédélské univerzity v Praze,
obor Verejnd sprdva a regionalni rozvoj —
magisterské studium.

Nyni pracuje na pozici ekonom a zdastupce
vedouci referdtu na Okresnim uradé v Jihlavé —
— referat zdravotnictvi (vykon statni spravy
v oblasti zdravotnictvi, sprava zfizovanych
zdravotnickych zafizeni, ekonomické rozbory,
Upravy rozpoctu Kapitoly Zdravotnictvi,
kontrolni ¢innost).
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Petr Pavlinec

Y

Krajsky Grad Kraje Vysocina

Vedouci odboru informatiky

Currently Head of the Department of Informatics of the Regional Authority of Vysocina Region (one
of 14 Czech Regions). Born in 1976, graduated from the University of Economics in Prague in the
fields of information technology, knowledge engineering and economics. His professional career in
ICT began in 1996 as a programmer and systems administrator CAD BOSCH Automation.

Since 2001 he is working as head of the Department of ICT (CIO) in Regional Authority. During his
work at the regional office became vice-president of Commission of Informatics, Association of Czech
Regions (2002-2004), chairman of the GIS Working Group of Czech Regions (since 2005) and member
of The Government Council for Information Technology (2013).

V soucasné dobé vedouci odboru informatiky Krajského uradu Kraje Vysocina. Narozen v roce 1976,
vystudoval Vysokou Skolu ekonomickou v Praze v oborech informacni technologie, znalostni
inZenyrstvi a ekonomie. Svoji profesionalni kariéru v ICT zahdjil v roce 1996 jako programator
a spravce CAD systém( firmy BOSCH Automatizace.

Od roku 2001 pracuje jako vedouci oddéleni a pozdéji odboru informatiky Krajského uUradu Kraje
Vlysodina. Béhem plsobeni na krajském Gfadé se stal mistopredsedou Komise informatiky AKCR
(2002-2004), predsedou pracovni skupiny GIS krajd (od 2005) a ¢lenem Ridiciho vyboru Rady vlady
pro konkurenceschopnost a informaéni spole¢nost CR (2013).
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Path to eHealth in the Czech Republic?

eHealth is actually a hot topic of Czech Republic health care for many reasons — searching for
efficiency, achieving better services, digitalization of agendas, etc. eHealth area has faced the
experience of successful projects (regional communications Ambulance / Hospital) and failures
(1ZIP ...) as well. Currently there is the National Strategy for eHealth (NSeZ) under preparation, which
should significantly help the development of eHealth in the Czech Republic. We would like to focus
our panel discussion on:

e Where are we going within eHealth in the Czech Republic?

e Are all the necessary basics ready to allow digitalization?

e Are there formulated the right priorities — registers, insurance houses?
e How the experience of successful projects and failures can help us?

e Security goes hand in hand with the digitalization — Do we have security in mind when
creating eHealth?

Cesta k eHealth v CR

eHealth je aktudlnim tématem ve zdravotnictvi v CR z mnoha divod( — hledani efektivity,
poskytovani lepsich sluZeb, elektronizace agend atd. V CR mame v oblasti eHealthu zkuenosti, at jiz
Uspésné projekty (krajské komunikace Zachranka/Nemocnice), tak i nezdary (IZIP,...). Aktudlné se
pfipravuje NSeZ — Narodni Strategie elektronického Zdravotnictvi, kterd by méla vyznamné pomoci
rozvoji oblasti eHealth v CR.

V nasi panelové diskusi se budeme vénovat nasledujicim tématim a otazkam:
e Kam sméfujeme v CR v rdmci eHealthu?
e Jsou k dispozici vSechny potiebné zaklady, které elektronizaci umozni?
e  Existuji formulované spravné priority — registry, pojistovny?
e Jak ndm mohou pomoci zkusenosti z Uspésnych projektl i nezdari?

o Selektronizaci jde ruku v ruce bezpeénost — mame ji na paméti pfi tvorbé eHealth?
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