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Varianta 1:
Customizace

Varianta 2:
Stavba

Varianta 3:
{ƭǳȌōŀ {9/

Á¨ǇǊŀǾŀ ōŜȊǇŜőƴƻǎǘƴƝƘƻ ƳƻƴƛǘƻǊƛƴƎǳ 
ǳ ȊłƪŀȊƴƝƪŀ

ÁbłǾǊƘ ƻǇǘƛƳłƭƴƝƘƻ ǌŜǑŜƴƝ ƴŀ ȊłƪƭŀŘŠ 
ŘŜǘŀƛƭƴƝ ŀƴŀƭȇȊȅ ōŜȊǇŜőƴƻǎǘƴƝ 
ƛƴŦǊŀǎǘǊǳƪǘǳǊȅΥ ƴłƪƭŀŘƻǾȇ ƳƻŘŜƭΣ 
architektura, postup implementace 
atd.

ÁaŀȄƛƳŀƭƛȊŀŎŜ ǾȅǳȌƛǘƝ ǾƭŀǎǘƴƝƘƻ I² ŀ 
{² ŀ ƛƴǘŜǊƴƝŎƘ ƭƛŘǎƪȇŎƘ ȊŘǊƻƧǻ

ÁLƳǇƭŜƳŜƴǘŀŎŜ ƴƻǾŞƘƻ ǌŜǑŜƴƝ αna 
ƪƭƝőά

Á.ŜȊ ƴǳǘƴƻǎǘƛ ƘƭŜŘŀǘ ǾƻƭƴŞ ƭƛŘǎƪŞ 
ȊŘǊƻƧŜ ƴŀ ǘǊƘǳ ǇǊłŎŜ

Ábłǎƪƻƪ ǇǊƻǘƛ ƪƻƴƪǳǊŜƴŎƛ ŘƝƪȅ 
ǇǊƻƪłȊŀƴŞƳǳ ǘŜŎƘƴƛŎƪŞƳǳΣ 
ƛƳǇƭŜƳŜƴǘŀőƴƝƳǳ ŀ ǇǊƻǾƻȊƴƝƳǳ 

know-how   

Á.ŜȊǇŜőƴƻǎǘƴƝ ŘƻƘƭŜŘ ŀ ƳƻƴƛǘƻǊƛƴƎ 
Ƨŀƪƻ ƪƻƳǇƭŜȄƴƝ ǎƭǳȌōŀΣ ǾőΦ 
ǇƻǘǌŜōƴŞƘƻ ȊŀǑƪƻƭŜƴƝ

ÁaƛƴƛƳŀƭƛȊŀŎŜ ƛƴǾŜǎǘƛőƴƝŎƘ ƴłƪƭŀŘǻ ƴŀ 
ǎǘǊŀƴŠ ȊłƪŀȊƴƝƪŀ

Á±ƘƻŘƴŞ ǌŜǑŜƴƝ ƛ ǇǊƻ ǎǘǌŜŘƴƝ ŀ ƳŀƭŞ 
ǎǇƻƭŜőƴƻǎǘƛ ŀ ƻǊƎŀƴƛȊŀŎŜ       



Ilustrace SEC
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Prevence

Detekce

hŘǇƻǾŠŘƴƻǎǘ



aƻŘǳƭȅ ǎƭǳȌōȅ {9/

4

Active
Monitoring

Log 
Management

Security
Management

Ticket
System



1. Modul ActiveMonitoring
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Monitoring komponent SEC:

Á Hosts

Á Services

Á VMware, vCenter

Á Customer Collectors

Á NAS

Á NTP

Á Switches/Routers/Firewalls/IPS

Á FlowMonAnomaly Detection System (ADS)

Á SCB Privileged Access Manager (PAM)



2. Modul Log Management
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½łƪƭŀŘƴƝ ǇŀǊŀƳŜǘǊȅ [ƻƎ Managementu:

Á !ǊŎƘƛǾǳƧŜ ƴŀ ŘǻǾŠǊȅƘƻŘƴŞ ŀ ŎŜǊǘƛŦƛƪƻǾŀƴŞ 
ǵƭƻȌƛǑǘŠ όǑƛŦǊƻǾłƴƝΣ őŀǎƻǾŞ ǊŀȊƝǘƪƻύ

Á YƭƛŜƴǘǎƪȇ ŀƎŜƴǘ ƧŜ ǎƻǳőłǎǘƝ ǎƭǳȌōȅ (Windows, 
Linux, UNIX)

Á webGUIǊƻȊƘǊŀƴƝ ǇǊƻ ǇǌƝǎǘǳǇ ȊłƪŀȊƴƝƪǻ

Á 5ƻōŀ ǳŎƘƻǾłƴƝ ȊłȊƴŀƳǻ ƳƛƴƛƳłƭƴŠ о ƳŠǎƝŎŜ

Á LƴŘŜȄŀŎŜ ŀȌ 1,7 TB/day (100 kEPS) pro TLS 
komunikaci



2. Modul Log Management -ǇƻƪǊŀőƻǾłƴƝ
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¢ǌƝǵǊƻǾƶƻǾŞ ȊŀōŜȊǇŜőŜƴƝ ǎōŠǊǳ ōŜȊǇŜőƴƻǎǘƴƝŎƘ ǳŘłƭƻǎǘƝΥ

min. 24h min. 7 days

Customer LAN Internet/VPN
(TLS)

SecurityExpert Center LAN

> 3 months

Clientagent
Advanced 
Collector

Receiver
Server

Security             
Forensics           

Warehouse



3. Modul SecurityManagement
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HPE Security ArcSightEnterprise Security Manager (ESM)ǳƴƛƪłǘƴƝ {L9a ǌŜǑŜƴƝ:

Á Real-time korelaceōŜȊǇŜőƴƻǎǘƴƝŎƘ ǳŘłƭƻǎǘƝ Ȋ ǊǻȊƴȇŎƘǘȅǇǻ ȊŀǌƝȊŜƴƝ όFWs, Switches, OS, App)

Á ±őŀǎƴł ŀ ǇǌŜǎƴł ŘŜǘŜƪŎŜ ǾƴƛǘǌƴƝŎƘ ŀ ǾƴŠƧǑƝŎƘ ƘǊƻȊŜō όƳƛƴƛƳŀƭƛȊŀŎŜ αFalsetƻǎƛǘƛǾŜάύ

Á wƻȊǎłƘƭŀ ƪŀǘŜƎƻǊƛȊŀŎŜ ŀ ƴƻǊƳŀƭƛȊŀŎŜ Řŀǘ

Á ±ƝŎŜ Ƨŀƪ олл out-of-the-box Smart Connectors

Á {ƴƝȌŜƴł Řƻōŀ ǌŜǑŜƴƝ ƛƴŎƛŘŜƴǘǻ Ȋ ƘƻŘƛƴ ƴŀ Ƴƛƴǳǘȅ

Á {ŎƘƻǇƴƻǎǘ ǌŜǑƛǘ млȄ ǾƝŎŜ ƘǊƻȊŜō

Á !ǳǘƻƳŀǘƛŎƪȇ ComplianceMonitoring a Reporting

ƴŀǇǌΦ ISO/IEC 27002, PCI-DSS



4. Modul TicketSystem
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L¢ ǇǊƻǾƻȊƴƝ ǇƻǊǘłƭ iTOP:

Á ITIL bestpractices

Á YƻƴŦƛƎǳǊŀőƴƝ ŘŀǘŀōłȊŜ /a5.

Á CƭŜȄƛōƛƭƴƝ ǎǇǊłǾŀ ǘƛƪŜǘǻ

Á !ƴŀƭȇȊŀ ŘƻǇŀŘǻ ŀ ȊłǾƛǎƭƻǎǘƝ

Á ¦ȌƛǾŀǘŜƭǎƪȇ ǇƻǊǘłƭ

Á LƴǘŜƎǊƻǾŀƴȇ ŀǳŘƛǘ



{ƭǳȌōȅ {9/ ŘŜǘŀƛƭƴŠ
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Rozsah sluģeb tǌŜƴŜǎŜƴł Řŀǘŀ

Addons

/Ŝƴŀ ǎƭǳȌōȅ Ґ wƻȊǎŀƘ ǎƭǳȌŜō Ҍ tǌŜƴŜǎŜƴł Řŀǘŀ Ҍ Addons



Role SEC
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SEC Operator(L1)
Á Sledujeactive channelsa dashboards
Á ±ȅǘǾłǌƝ ŀnotacea cases
Á tǌŜŘłǾł events a cases na SEC Analystsk 
ŘŀƭǑƝƳǳ ǇǊƻǑŜǘǌŜƴƝ

SEC Analyst(L2)
Á tǊƻǑŜǘǌǳƧŜ ƛƴŎƛŘŜƴǘȅ ǎ ǇƻǳȌƛǘƝƳ active

channelsΣ ƎǊŀŦǻΣ ŀƴƻǘŀŎƝΣ casesŀ ǊŜǇƻǊǘǻ
Á 5ƻǇƻǊǳőǳƧŜ ŀ ƛƳǇƭŜƳŜƴǘǳƧŜ ǇǊƻǘƛƻǇŀǘǌŜƴƝ

SEC Expert (L3)
Á LŘŜƴǘƛŦƛƪǳƧŜ ŀ ƴŀǾǊƘǳƧŜ ƴƻǾŞ ǳǎŜ cases
Á wƻȊǾƝƧƝ ŜȄƛǎǘǳƧƝŎƝ ǳǎŜ cases
Á bŀǾǊƘǳƧŜ ŀ ǘŜǎǘǳƧŜ ƴƻǾŞ ƪƻǊŜƭŀŎŜΣ filt ry, 

monitory, aktivƴƝlisty, activechannels, 
dasboards, reporty a trendy

Á wƻȊǑƛǌǳƧŜ ŀ ŘƻǇƭƶǳƧŜ ȊƴŀƭƻǎǘƴƝ ōłȊƛ ŀ 
αPattern Discovery profilesά

SEC Administrator
Á WŜ ȊƻŘǇƻǾŠŘƴȇ Ȋŀ ƛƴǎǘŀƭŀŎƛ ōŜȊǇŜőƴƻǎǘƴƝŎƘ 
ƪƻƳǇƻƴŜƴǘ ŀ Ȋŀ ƧŜƧƛŎƘ ǎǇǊłǾƴŞ ŦǳƴƎƻǾłƴƝ


